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PREFACE

Section 2.1-196.1 of the Code of Virginia directs the Joint
Legislative Audit and Review Commission (JLARC) to monitor working capital
funds. This JLARC staff review of the management of information technology
in Virginia State government was authorized by the Commission at its meeting
in December 1985. The impetus for the study was the growing concern about
service costs and other issues raised both by members of the General Assembly
and the executive branch.

This review represents a joint executive and legislative initiative.
The Department of Planning and Budget (DPB) played a key role by identifying
issues, reviewing key research products, and providing funds to hire a
consultant, Ernst & Whinney, to evaluate technical and financial issues.

Information technology is an important and growing area of State
government. More than $500 million will be spent on automated data
processing and telecommunications services during the current biennium. The
mergers and co-location which gave rise to the Department of Information
Technology (DIT) were sound actions. These actions consolidated in a single
agency the State's previously fragmented efforts to manage and deliver
services. Emphasis now needs to be placed on improving DIT management and
administration.

There is a clear need for strong planning and control of information
technology resources at the State level. The report proposes creation of an
independent Council on Information Management, which would develop
statewide plans and standards. For the Commonwealth to have truly effective
use of information resources, it needs comprehensive strategic direction that is
sensitive both to agency requirements and to necessary State controls.

This report identifies over $2 million in cost savings opportunities.
However, it is important to note that executive agencies other than DIT
account for two-thirds of total State expenditures on information technology.
Increased efforts to plan and control the use of technology by all agencies,
especially the design and development of application systems, could result in
considerable efficiencies and cost savings in the future.

On behalf of the JLARC staff, I acknowledge with appreciation the
cooperation and assistance provided to our office and to Ernst & Whinney by
DIT and the other State agencies involved. The assistance provided by DPB,
the Auditor of Public Accounts, and the Division of Legislative Automated
Systems is also greatly appreciated. Finally, I want to thank the private and
public organizations which participated in our comparison of service costs and

Philip A. Leone
Director

August 19, 1987
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The State has a sizeable investment in
information technology. The State’s informa-
tion technology budget (which includes data
processing personnel and equipment purchases
in all agencies) more than quadrupled between
1976 and 1986, from $87.7 million to $383.5
million. The escalating budget trend is likely
to continue even as the costs of computer and
telecommunications technologies decrease —
agencies that previously could not afford to
automate will do so, and other agencies will
greatly expand their use. Including telecom-
munications budgets, the total anticipated
expenditures for information technology will
equal one-half billion dollars for the FY 1986-
88 biennium.

Miilions of Dollars

The Department of Information Technol-
ogy (DIT) was created with the merger of the
Department of Computer Services (DCS) and
the Department of Management Analysis and
Systems Development (MASD) on September
1, 1984. The Department of Telecommunica-
tions (DOT) was merged with DIT on January
1, 1985. Consolidation of these three “high
technology” service agencies focused planning,
budgeting, acquisition, development, operation,
and management of information processing and
communications within a single agency. DIT’s
expenditures in fiscal year 1986 were approxi-
mately $78 million — approximately one-third
of State agencies’ total expenditures for infor-
mation technology.

A JLARC REPORT SUMMARY

Study Mandate

DIT is primarily an internal service fund
agency, recovering 89 percent of its revenues
through charges for telecommunications, systems
development, and computer services. JLARC
is required by §2.1-196.1 of the Code of Virginia
to oversee State internal service funds.

The Commission directed JLARC staff
to review the performance of DIT. The study
was conducted in cooperation with the Depart-
ment of Planning and Budget (DPB), staff for
the House Appropriations and Senate Finance
Committees, and the Auditor of Public Accounts.

Growth in Information
Processing Budgets
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DPB set aside funds to pay for consulting as-
sistance. JLARC staff were assisted by the
consulting firm of Ernst & Whinney (E&W) in
evaluating DIT.

The study assessed the extent to which
DIT was achieving the reorganizational goals set
forth for the consolidated agency. These included
effective and efficient delivery of services, staff-
ing economies, integration of related technolo-
gies, timely and simplified procurement pro-
cesses, and facilitation of State planning for in-
formation resource management.

NEED FOR STATEWIDE
INFORMATION MANAGEMENT (pp. 11-30)

A clear need exits for strong planning
and control of information technology resources
at the State level. An alternative that deserves
serious consideration is the creation of an
independent Council on Information Manage-
ment, which would have statewide planning,
standard-setting, and procurement responsibili-
ties. The Council would rely heavily on the
agencies and institutions of higher education in
developing plans and standards.

Preparing a Statewide Plan

During the past 20 years, Virginia State
government has periodically developed statewide
plans for information management. However,
the State’s success in implementing and updating
these plans has been limited. Virginia does not
currently have an information management plan.
By participating in the development of a statewide
plan, DIT and other State agencies can take an
important first step toward a comprehensive ap-
proach for effectively and efficiently managing
information technology, now and in the future.

Recommendation. The General As-
sembly may wish to enact legislation to require
development of a statewide plan for information
technology management.

Integrating the Planning Process
Development of a statewide information
management plan alone is not sufficient for en-
suring implementation of the goals underlying
the plan. The success of information management
planning will depend, in part, on effective links
with other State processes which can facilitate
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implementation: agency planning, budgeting,
procurement, and performance evaluation.

Recommendation. The State plan
should serve as the guide for information man-
agement planning by all agencies. Budget
requests. for information technology should be
reviewed by a central agency to determine
conformance with the statewide and agencyplans,
and the results of these reviews should be used
to recommend priorities to the Governor and
General Assembly. Central procurement staff
should review and approve procurements that
correspond to statewide and agency plans,
including DIT procurements, which are not
currently reviewed by an independent source.
Finally, the State plan and agency plans should
serve as benchmarks for measuring implemen-
tation success.

Establishing an Oversight Structure

During the past 20 years, the central data
processing agency has not successfully imple-
mented a permanent, continuous planning proc-
ess. In the past, planning has been hindered
by a lack of continuity and frequent turnover
in leadership. Moreover, leadership at the highest
executive level is required to guide and oversee
agency implementation of information manage-
ment plans.

JLARC staff concluded that a supervisory
board, independent of DIT, should be created
to fill the current statewide planning void. The
alternative types of boards established in statute
(advisory and policy boards) would have insuf-
ficient authority to ensure effective implemen-
tation of statewide planning by overseeing links
with agency planning, budgeting, and procure-
ments for information technology.

As discussed in Chapter IX of this report,
JLARC staff propose establishment of an inde-
pendent supervisory board, the Council on In-
formation Management, to serve as the focal point
in the continuous planning cycle for the State’s
use of information technology. With advice from
DIT, agencies, and institutions of higher edu-
cation, the oversight council would establish
statewide plans, policies, and standards. The
council would also review agency plans, budgets,
and major procurements to ensure conformance
with statewide objectives.

Recommendation. The General As-
sembly may wish to establish a supervisory board,



the Council on Information Management, to
oversee statewide information management
planning. The council should be comprised of
seven public members and the Secretaries of
Administration and Finance as ex-offico, voting
members. Three advisory committees should
be established which include representatives
from higher education institutions, agencies, and
DIT. The council should receive independent
staff support.
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Source: JLARC siaff graphic.

PROCUREMENT (pp. 31-56)

InFY 1986, agencies procured more than
$100 million in information technology equip-
ment and services through DIT. It is important
to ensure that controls over these procurements
are firmly in place. Centralized procurement
review and approval is a vital method for ensuring
that DIT’s and agencies’ requests for informa-
tion technology are in direct support of planning
objectives.

In assessing DIT’s statewide review and
approval responsibilities, JLARC staff found that
(a) procurement decisions are frequently made
without the benefit of statewide or agency plans,
(b) DIT’s service mission conflicts with the
State’s need for effective procurement controls,
and (c) there needs to be more effective over-
sight of DIT’s own large computer purchases
and telecommunications contracts. JLARC staff
also reviewed DIT’s compliance with procure-
ment policies and oversight responsibilities.

Inherent Conflict in Mission
The State recently lost the two major
methods for independently evaluating DIT’s pro-
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curements, which comprise 15 percent ($15 mil-
lion in FY 1986) of all information technology
purchases. First, as a result of reductions in
staff for the Governor’s secretaries, information
technology procurements are no longer reviewed
at the secretarial level. Second, since the crea-
tion of DIT in 1984, procurement control re-
sponsibilities (formerly vested in MASD) are no
longer separate from computer services respon-
sibilities (formerly vested in DCS). DIT cannot
effectively control procurements as a service
agency, and cannot independently evaluate its
own procurements. Also, without management
information plans to use as a guide, agencies
and DIT procurement staff cannot adequately
evaluate the need for equipment or services.

Recommendation. State controls over
information technology procurements should be
strengthened. The first step in implementing
stronger controls should be separation of central
procurement responsibilities from DIT. Agen-
cies’ and DIT’ s procurement requests should not
be approved unless they support documented ob-
jectives in the statewide or agency information
management plans.

Inadequate Implementation of
Procurement Policies

In general, DIT has established adequate
procedures for reviewing agencies’ compliance
with the Public Procurement Act. However, DIT
procurement staff do not consistently interpret
or implement these procedures in procurements
that require competitive bids, sole source de-
terminations, and minority vendor solicitations.

Competitive Procurements. JLARC
staff reviewed a sample of 225 agency procure-
ment requests processed by DIT during 1986.
Sixty-three percent of the informal solicitations
for items between $500 and $10,000 contained
less than the mandatory three telephone bids.
JLARC staff found no violations of formal so-
licitation requirements. However, DIT had
difficulty producing documentation that indicated
awards were made to the lowest bidder or highest
scoring proposal.

Recommendation. DIT should estab-
lish a formal training program to ensure that
all procurement staff consistently interpret and
implement procurement requirements. Internal
audits should be conducted annually to ensure
that procurement staff comply with procurement
laws and procedures.



Sole Source Procurements. Ap-
proximately 35 percent of all information
technology items procured and 46 percent of the
total dollar awards are made on a sole source
basis. Many sole source procurements are
necessary in order for items to be compatible
with existing systems. However, it is important
to ensure that the State does not miss cost-saving
opportunities when competitive sources are
available. JLARC staff found that safeguards
for determining when only one source is prac-
ticably available should be strengthened.

Recommendation. Specific State re-
quirements for justifying sole source procure-
ments of information technology should be de-
veloped, including a cost analysis of alternatives
and documented contacts with other vendors.
Agencies should be required to provide written
Justifications of sole source requests. Central
procurement staff should document independent
validations of sole source justifications.

Awards to Minority Vendors. DIT
encourages minority vendor participation. From
1984 to 1986, awards to minority vendors in-
creased from 2.1 to 7.7 percent of all awards.
However, a large share of DIT’s awards to mi-
nority vendors are made to one minority-owned
computer company with 31,000 employees and
annual earnings of $2 billion. This vendor meets
the State’s statutory definition of a minority busi-
ness owned by socially or economically disad-
vantaged persons.

Also, in reviewing DIT’s solicitation pro-
cedures, JLARC staff found that half of the so-
licitations for items between $500 and $10,000
did not contain at least one documented contact
with a minority vendor as required. For formal
solicitations, DIT is planning to increase the
number of direct solicitations of minority ven-
dors.

Recommendation. In order to encour-
age participation in State procurements by dis-
advantaged minority-owned businesses, the
General Assembly may wish to amend §2.1-64.32
of the Code of Virginia to define a “minority
business enterprise” as owned by socially gand
economically disadvantaged persons. Procure-
ment staff should routinely select and call one
or more minority vendors from the registered
vendors list for all informal solicitations.
Procurement staff should establish and contact
a minimum number of minority vendors for all

formal solicitations.
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Strengthening DIT’s Oversight of
Agency Procurements

DIT has developed certain safeguards for
overseeing agencies’ use of delegated author-
ity. DIT offers a brief orientation for agencies
before delegating procurement authority. DIT
also requires$ agencies to periodically request re-
newals of delegated authority. These methods
are not adequate, however, for ensuring com-
pliance with procurement policies. More rigor-
ous training and auditing programs are needed.
State monitoring of vendors’ performance is also
needed.

Recommendation. In delegating pro-
curement authority to agencies and institutions,
the State should establish procurement documen-
tation requirements. A formal audit program
should also be developed to monitor compliance
with public procurement laws and procedures.
Audits should be conducted within six months
of the initial delegation and biennially thereaf-
ter. A periodic training schedule should also
be developed. In addition, a centralized method
for monitoring vendor performance should be
established.

SYSTEMS DEVELOPMENT (pp. 57-74)

Section 2.1-563.19 of the Code of Vir-
ginia establishes an internal service fund for
systems design, development, and testing. The
Systems Development Branch (SDB) of DIT
provides these services. As aresult of a changing
environment, SDB’s services have expanded to
include special studies, temporary operation of
systems, procurement and hardware installation,
and data processing applicant screening.

FutureRole of SDB

In 1973, SDB was created as a centralized
staff with a twofold mission: (1) developing
interagency systems, and (2) providing central
support for agencies which had occasional needs
for systems-related services. DIT now needs
to carefully evaluate the mission of SDB in light
of three continuing trends: (a) declining Inter-
agency Systems Development revenues, (b)
restrictions on the size of internal service fund
projects to encourage competition on systems
development projects, and (c) increased use of
commercial vendors and internal staff by State
agencies.



opportunities to develop distributed data proc-
essing networks, which combine the advantages
of centralized and decentralized processing, need
to be explored. Without statewide guidance,
agencies’ development of autonomous systems
might miss cost saving opportunities available
by effectively linking the various computer tech-
nologies.

Recommendation. The State should
evaluate agency information management plans
and computer needs for the purpose of identifying
opportunities for distributed data processing net-
works. The State should develop standards that
ensure compatible systems. The State should
also accept policies that specify under what
conditions agencies should be permitted to
develop their own systems. Criteria for deter-
mining which systems should be linked with other
systems should also be established.

TELECOMMUNICATIONS (pp. 99-110)

Recent industry deregulation and tech-
nology advances present opportunities for State
government to achieve substantial cost savings
for telecommunications. The Department of
Planning and Budget (DPB) hired a consultant
to study statewide telecommunications needs.
DPB expects the telecommunications study to
be completed in October 1987.

Strengthening DIT Support Services

Coordinated efforts in network mainte-
nance, performance monitoring, and capacity
planning would improve the availability and qual-
ity of voice and data transmissions. Agencies
could also benefit from additional DIT assistance
in redesigning and upgrading telecommunica-
tions systems. Atthe same time, DIT s procedures
for ordering telephone equipment are unneces-
sarily cumbersome.

Recommendation. DIT should develop
and implement a formal capacity planning meth-
odology for the statewide telecommunications
system. DIT should expand its current trouble
reporting service to encompass all voice and data
communications. DIT should clarify its internal
procedures for reviewing and processing orders
of telecommunication equipment and facilitate
direct purchases by expanding the number of
items on the hardware contract list.

Network Sharing Can Result in
Significant Cost Savings

State government does not receive the full
benefits of shared telecommunications networks.
DIT estimates that the State could save approxi-
mately $359,000 annually on shared data com-
municationr lines alone. These savings may
represent only a small portion of the total savings
possible through a statewide data and voice com-
munications network. As a service agency, DIT
cannot require agencies to share networks. Con-
sequentiy, the State needs plans, policies, and
standards for ensuring that telecommunications
networks are appropriately shared.

Recommendation. The General Assem-
bly may wish to authorize the development of
plans and policies that require agencies to share
telecommunications networks wherever feasible.
The results of the DPB study should be considered
when developing statewide policies and plans.
The State should adopt uniform communications
standards and review procurements in order to
ensure compatibility of systems and compliance
with standards.

FINANCIAL MANAGEMENT (pp. 111-136)

DIT manages three of the State’s nine
internal service funds. Total revenues from the
computer services, telecommunications, and sys-
tems development funds exceeded $70 million
in FY 1987. DIT also manages approximately
$10 million in general funds.

Tightening Fiscal Controls

Because DIT receives a “sum sufficient”
appropriation for 89 percent of its operational
costs, it is especially important to ensure that
DIT’s expenditures are adequately controlled.
Internal budgetary restraints and external controls
over DIT spending could be strengthened.

Recommendation. DIT should develop
management and performance objectives and link
these objectives with spending plans. DIT should
develop standards for costs per unit of service.
Changes in the amount of service should be in-
cluded as a basis for adjusting expenditures and
rates. The Department of Planning and Budget
and the Department of Personnel and Training
should more actively review DIT's resource
needs.

VII



High Rates Generated Surpluses in the
Computer Services Fund

In a comparison with five other data
centers in Virginia, E&W found that DIT’s costs
per resource unit were generally higher than four
of the five other data centers. E&W also found
that DIT’s cost per unit of service to operate
the IBM technology is substantially less than
DIT’s Sperry costs. In effect, agencies using
the IBM technology appear to be paying a portion
of Sperry users’ costs.

In general, DIT computer services rates
are higher than necessary; the rates are over-
recovering expenses. DIT plans to reduce rates
for the third time in less than two years to avoid
a $3 million surplus by the end of FY 1988.
One of the principal factors causing fund balance
surpluses and higher rates is DIT’s and agencies’
inaccurate projection of computer services use.
Also, the complexity of DIT’s computer serv-
ices bills remains a problem — 26 percent of
DIT’s customers reported they did not understand
their bills, as compared to 16 percent in 1981.
Complex bills hinder agencies’ abilities to
validate accuracy and project usage.

Recommendation. Agencies should at-
tempt to better identify the impacts of major
changes or additions to computer services. DIT
and the State’s largest users of computer services
should form a task force specifically for the pur-
pose of developing methods for accurately pro-
jecting computer services use.

Recommendation. DIT should simplify
its current billing system for computer services.
At a minimum, Sperry and IBM usage should
be billed separately. In addition, billing infor-
mation on resource usage should be linked to
meaningful job identification codes.

DPB Findings May Impact the
Telecommunications Fund

Concerns with the timeliness of DIT’s
telecommunications bills were cited by 42 percent
of other State agencies and institutions. However,
multiple vendors and inaccuracies in vendors’
bills appear to require DIT’s involvement in bill
preparation and validation — which typically
adds about one month to the billing process. In
studying DIT’s role in providing telecommuni-
cations services, the Department of Planning and
Budget may identify more timely billing pro-
cedures and cost saving opportunities that might
reduce vendor's charges and DIT's surcharge.

Recommendation. Upon completion of
DPB’s study of telecommunications, DIT should
assess the impacts of the study recommenda-
tions on the costs and rates of telecommunica-
tions services. If changes are expected, DIT
should submit a revised cost allocation plan and
recommended rates to JLARC for approval.

Systems Development Fund Deficit

DIT projects a deficit of $955,980 by the
end of FY 1988. Based on contacts with 15
major customer agencies and the recent addition
of two large emergency projects, JLARC staff
project a $282,000 deficit. Some increases in
DIT’s rates may be necessary to accommodate
salary increases and differences in the number
of hours typically billed by higher-level and
lower-level staff. The Systems Development
Branch (SDB) may also need to reduce expen-
ditures. Staffingreductions may also be necessary
in the future, if revenues continue to decline as
SDB focuses on smaller projects.

Recommendation. SDB should evaluate
the number of billable hours used in its hourly
rate calculation for systems development staff.
SDB should also prepare a plan for reduction
of expenditures to match revenues. SDB should
submit a revised cost allocation plan and hourly
rate schedule to JLARC for approval.

STAFFING AND ORGANIZATION (pp. 137-164)

DIT has emerged from two major con-
solidations in less than two years. Co-location
of five major computer centers into one (1983-
1984) was barely complete when merger had
to be implemented (1984-1985). Problems
inherent with such a large scale reorganization
now need to be addressed in order to achieve
the service integration and streamlined service
delivery that was intended.

Staffing and Compensation Warrant
Adjustments

Anticipated savings and personnel reduc-
tions were never realized as a result of the com-
puter center and agency consolidation. Co-lo-
cation has not begun to achieve the cost avoid-
ances projected by DCS: $16 million over a
16-year period. In addition, 54 of 78 position
changes during co-location were upgrades, at an
annual salary expense of $142,091.
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Declining Interagency Project Funds.

Recent studies of Interagency Systems Devel-
opment funds indicated that SDB often used these
general funds for projects that did not meet leg-
islative criteria. Consequently, the General As-
sembly reduced the levels from approximately
$2 million in FY 1986 (47% of SDB’s reve-
nues) to $388,000 in FY 1988 (11% of projected
revenues). Controls over the use of the funds
have been instituted by the Governor’s secre-
taries, but additional measures are necessary.
Recommendation. Interagency systems
development projects should be justified and pri-
oritized according to objectives in a statewide
plan. Consideration should be given to awarding
these types of contracts on a competitive basis.

Competitive Requirements Limiting
Project Size. Since 1984, agencies have been
required to competitively bid on all but the
smallest projects ($50,000 or less). SDB has
responded to this limit in two ways. First, SDB
does not competitively bid on any projects. (It
is important to note that under internal service
fund guidelines, SDB is unable to recover costs
for developing proposals which are not awarded.)
Second, SDB and agencies are circumventing
the intent of the competitive requirement. JLARC
staff found eight examples of projects greater
than $50,000 that were segmented into multiple
contracts, each below the limit.

Recommendation. The General Assem-
bly may wish to amend Section 4-506(b) of the
Appropriations Act to require that total antici-
pated costs of systems development or modifi-
cation be included in the purchase estimate. Con-
sistent with legislative intent, State agencies
should competitively bid all projects for which
the total anticipated costs exceed $50,000.

Expanded Use of Other Sources.
Forty-four percent of SDB’s customers, includ-
ing some of the largest ones, expect to decrease
requests for SDB’s services. Agencies are relying
increasingly on private vendors or their own staff
for major systems development projects. Cus-
tomer agencies reported that they intend to spend
$2.8 million less than originally budgeted for
SDBin FY 1988. However, two large emergency
projects approved by the Secretary of Adminis-
tration will temporarily offset SDB’s declining
internal service fund revenues, at least during
FY 1988.

Recommendation. SDB should make
every effort to maintain sound business relation-
ships with customer agencies. Consistent with
Section 2.1-563.19, SDB should continue to focus
its mission on designing, developing, and testing
systems. Additional emphasis should be placed
on assisting agencies in evaluating systems needs
and temporarily maintaining and periodically
modifying automated Systems.

Project Management Needs Improvement

SDB’s efforts to improve project plan-
ning have resulted in more accurate estimates
of costs than in the past. Between FY 1981
and FY 1986, the accuracy of estimates (within
plus or minus ten percent of actual costs) has
increased from 15 to 52 percent, but is still far
short of SDB’s 90 percent goal. Greater attention
needs to be given to estimating costs and hours
more accurately.

Improved project planning would also
help SDB optimize staff assignments. JLARC
staff found instances in which higher-level SDB
staff were assigned to tasks usually performed
by lower-level staff. Thirty-five percent of the
lower-level activities were conducted by staff
above the senior programmer analyst level.
JLARC staff also found instances in which
additional planning might have avoided extensive
use of contractors; up to 25 contractors were added
as supplemental staff during FY 1986. In addition,
E&W found that project accounting procedures
and controls need to be further developed and
implemented.

Recommendation. SDB should develop
detailed project plans, using full customer agency
participation in the planning process. Until SDB
demonstrates a higher level of accuracy in its
estimates, the use of fixed price contracts should
be suspended. SDB should develop and follow
documentation standards for all projects. All
changes in project scopes should be documented
and added to the automated tracking system.

COMPUTER SERVICES (pp. 75-98)

DIT’s computer center is currently one
of the largest and most powerful computer centers
in Virginia. The size of the State’s computer
center has grown significantly over the years.
Expenditures for computer services have almost



doubled within five years (from $18 million in
FY 1983 to an expected $32 million in FY 1987).
Transaction volumes have increased from
265,000 per day to more than 1.5 million per
day.

Although agencies’ use of DIT’s com-
puters has increased, additional efforts to effi-
ciently and effectively use the mainframe re-
sources can slow the rapid growth in costs.
Moreover, as advanced computer technologies
reduce agencies’ dependence upon the State’s
mainframes, the State will need to establish
policies that guide centralized and decentralized
data processing.

Enhancing Computer Center Operations

In reviewing DIT’s computer center,
E&W concluded that DIT’s success in keeping
the State’s mainframe computer system operating
was comparable to other computer installations
of this size. Additional planning and management
controls, however, would help DIT efficiently
manage the State’s computer center. All rea-
sonable efforts to improve performance should
be exhausted before DIT resorts to hardware up-
grades. Moreover, the State incurs considerable
costs by maintaining multiple computer technolo-
gies, operating systems, and applications soft-
ware.

Recommendation. In order to minimize
costs while maintaining acceptable levels of serv-
ice, DIT should place greater emphasis on moni-
toring the performance of its computer systems
and planning their capacity. DIT should develop
a multi-year hardware acquisition plan. The
costs and benefits of maintaining multiple
computer technologies, particularly the IBM and
Sperry mainframe systems, also should be evalu-
ated.

Expanding DIT Support Services

Efficient and effective use of the com-
puter resources requires a commitment by DIT
to help agencies achieve this goal. Agencies
desire greater assistance in problem resolution,
technology research, and training. Expansion
of DIT’s “cost containment” reviews could also
help agencies identify more economical program-
ming techniques. DIT may need additional
authority to control production runs, data storage,
and database management. In November 1986,
DIT’s computers were operating at 65 percent
of capacity during the day but only 20 percent
of capacity at night. By attempting to shift some
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of the day processing to the evening, DIT could
better balance the workload, and upgrades might
be needed less frequently. The absence of uniform
performance standards also hinders DIT’s and
agencies’ abilities to balance acceptable service
levels with operational costs.

Recommendation. DIT should increase
its emphasis on helping agencies efficiently and
effectively use computer services. DIT and
agencies should jointly identify more efficient data
processing and storage techniques. Operational
performance standards should be adopted. DIT
should provide additional assistance in areas such
as product research, training, and cost-contain-
ment reviews.

Planning and Controlling Agency Use

The design and use of computer systems
by agencies is the most significant factor affecting
service costs. Other executive agencies apart
from DIT account for two-thirds of total State
expenditures for information technology.
Agencies typically use computer services more
than they anticipate, and this increases their costs.
Also, when agencies design and implement new
computer systems, the systems frequently cost
more to operate than anticipated.

In general, agencies do not have or use
comprehensive management information plans to
guide and control their use of computer services.
Also, agencies sometimes operate outdated tech-
nologies that are costly to maintain. In addition,
appropriately expanded use of smaller computers
could help reduce mainframe computer costs.

Recommendation. Agencies should de-
velop information management plans to exert
greater controls over computer service use.
Planned schedules for evaluating software and
hardware capabilities and for replacing outdated,
inefficient equipment should be developed. Agen-
cies should be governed by standards and state-
wide planning objectives in their use of various
programming languages when designing com-
puter applications. As a part of statewide plan-
ning efforts, opportunities for using minicomputer
and microcomputer applications should also be
explored.

Maximizing the Benefits of Centralized
and Decentralized Processing

One of the principal information technol-
ogy issues confronting Virginia is: How can
the State maximize the benefits of centralized
and decentralized data processing? Additional



A January 1984 executive report to the
General Assembly cited reductions of at least
26 administrative support positions and $1
miliion annually could be reduced as a result
of merger. However, 15 more administrative
positions are included within DIT than in the
total for MASD, DCS, and DOT prior to merger.
Of the 101 employees reallocated to new po-
sitions, 85 received an increase of one grade
or more for a total additional salary expense
of $215,081 per year.

In conducting an analysis of DIT’s
current positions, JLARC staff found that 114
of DIT’s 480 positions may be inappropriately
classified, costing the State between $500,000
and $800,000 in annual salary and fringe benefit
costs. In addition, 128 other positions are in
technical classifications without meaningful
distinctions in duties.

’ Recommendation. DIT should estab-
lish a formal manpower planning function and
develop valid statistical forecasts of the agency’s
future manpower needs. DIT should develop
measurable productivity criteria for all serv-
ice-related and support positions. This data
should be used in conjunction with workload
forecasts to project changes in the number and
type of staff the agency will need.

Recommendation. DIT should write new
positiondescriptions for all inappropriately clas-
sified positions and for each subsequent position
change that results in different job duties. The
Department of Personnel and Training (DPT)
sheuld revoke DIT's delegated classification
authority. DPT should routinely conduct on-
site audits of DIT positions in each classifica-
tion to ensure that position descriptions accu-
rately reflect position duties. DPT should clarify
distinctions among job duties, expertise, and
training for the Computer Systems Engineer-
ing, Telecommunications Services, and Commu-
nications Services series.

Organizational Concerns

Incoinplete consolidation of service func-
tions in each of the three separate agencies has
resulted in widespread functional diffusion, as
well as blurred distinctions between internal and
external service support. Staffing efficiencies
could be achieved by realigning and consoli-
dating common functions.

Internal Reorganization.  DIT's di-
rector recognizes the need for further reorgani-
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zation and has established an internal task force
to propose solutions. Actions to reorganize DIT
are planned soon. However, as of July 1987,
DIT’s proposals did not include a rigorous as-
sessment of staffing needs.

Recommendation. DIT should be reor-
ganized to address classification, service frag-
mentation, and other organizational concerns.
As required by the Virginia Personnel Act, DPT
should review and approve all position descrip-
tions prior to DIT’s restructuring. DIT should
submit a revised cost allocation plan to JLARC
and DPB which includes a description of all
changes in the amount and allocation of personnel
costs.

Mission Consistency. JLARC staff iden-
tified two services that did not appear consistent
with DIT’s mission. General management con-
sulting services do not fit within the technology
mission of a central computer and telecommu-
nications agency. Also, the educational program-
ming and public broadcasting mission of the
Public Telecommunications Board more closely
matches educational rather than technology pur-
poses.

Recommendation. The General Assem-
bly may wish to establish a Department of Man-
agement Consulting within the Administration
secretariat. In addition, the General Assembly
may wish to transfer the Public Telecommuni-
cations Board to the Education secretariat. Staff
support positions for the board should be trans-
ferred to the Department of Education.

REORGANIZATION PROPOSAL (pp. 165-190)

The merger of information technology
service functions in DIT consolidated in a single
agency the State’s previously fragmented efforts
to manage and deliver services. Clearly, the in-
tegration of these services will provide for better
coordinated and more efficient service delivery.

Yet the inclusion of certain control and
oversight functions in the agency has resulted
in customer agencies raising serious questions
about DIT’s ability to properly fulfill either its
service role or its oversightrole. A service agency
such as DIT cannot also serve effectively as a
planning, oversight, and control agency. As
previously discussed, JLARC staff recommend
establishmeni of an independent supervisory



board, the Council on Information Management,
to serve planning, oversight, and control func-
tions. JLARC staff also recommend significant
internal reorganization of DIT.

Summary of Reorganization Proposal
JLARC staff propose that DIT be com-
prised of six major divisions: operations support,
data center, telecommunications, customer ser-
vices, systems development, and administration.
This proposal would also result in a more uni-
form division size, ranging from 52 to 84 positions
(rather than the current range of 11 to 183 positions
in DIT’s six divisions). As a result, managerial
layers would be reduced to no more than four
(three divisions of DIT’s divisions have five
layers) and the number of management positions
would be reduced from 123 to 93. The maximum

employment level for DIT would be reduced
from 480 to 419.

Summary of Staffing Impacts

Although JLARC staff propose estab-
lishment of the Council on Information
Management, no additional positions or per-
sonnel costs would be needed to staff the new
organization. In fact, the JLARC staff proposal
estimates a reduction of 72 positions (28 es-
tablished and 44 hourly) and a $2.7 million
savingsin annual personnel costs. These savings
are anticipated even after transferring 36
positions to the Council on Information Man-
agement, 14 positions to the proposed Depart-
ment of Management Consulting, and two sup-
port positions for the Public Telecommunica-
tions Board.

 NETIMPACT
_ ProposedElimination

Source: JLARC staff analysis.
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I. INTRODUCTION

The Department of Information Technology (DIT) is a young
organization when compared to other State agencies. The General Assembly
created DIT by merging the Department of Computer Services (DCS) and the
Department of Management Analysis and Systems Development (MASD) on
September 1, 1984. The Department of Telecommunications (DOT) was merged
with DIT on January 1, 1985. Consolidation of these three "high technology"
service agencies focused planning, budgeting, acquisition, development,
operation, and management of information processing and communications
within a single agency.

Virginia is one of only a few states which have consolidated
telecommunications and computer-related services within one centralized
agency. Therefore, DIT has a unique opportunity to assist State agencies in
exploring and using sophisticated, interrelated technologies for communicating
and processing information. Using these technologies, all agencies can achieve
program objectives more efficiently.

Management of information technology is a difficult and demanding
function for organizations as large as Virginia State government. It requires an
understanding of technology, application of the technology to agency needs,
and delivery of efficient and effective services. Some problems are inherent in
such a complicated set of tasks, and many of the problems associated with
information technology management are evidenced in Virginia. The difficulties
in managing information resources are further complicated because DIT is a
new agency, and has had relatively little time to respond to the challenges of
merger. Despite the difficulties, however, DIT does a good job of operating
and maintaining the State's mainframe computers and in providing many of the
technical services needed by customeér agencies. Furthermore, the DIT
director seems committed to bringing about necessary improvements in agency
structure, management, and administration.

DIT ADMINISTRATION

DIT staff operate State government's central mainframe computers,
coordinate various telecommunications facilities, and develop information
systems. DIT also reviews and approves data processing and
telecommunications procurements, provides management analysis assistance,
and explores the use of information technology for educational purposes. DIT's
maximum full-time employment level was 480 positions at the time of this
review. DIT's expenditures in fiscal year 1986 were approximately $78
million.

Creation of DIT

Organization studies of the executive branch of State government
cited concerns regarding fragmented data processing, and data and voice



communications services among three State agencies: DCS, MASD, and DOT.
Acting upon these concerns, the General Assembly established DIT as a
consolidated information technology agency (Title 2.1, Chapter 35.2, Code of
Virginia).

Rationale for Consolidation. Studies initiated in 1982 by the
Governor resulted in a number of recommendations for realigning the executive
branch and achieving more efficient and effective delivery of services. The
Governor's final report, "An Assessment of the Secretarial System and
Proposed Realignment of the Executive Branch," cited the following concerns
with three separate agencies providing information technology services:

e State agencies had to interact with the three separate agencies for
information technology services;

e service delivery was manpower intensive;

e trends toward integrating related technologies contrasted with
fragmented services in Virginia;

e procurement was complicated and time consuming; and

e the separation of telecommunications, systems development, and
computer services complicated the development of an overall
State plan for information resource management.

Proposed reductions in administrative positions and overhead costs
were among the advantages noted in the Governor's report to the General
Assembly for consolidating information technology services. According to the
report, the merger of DOT, DCS, and MASD was expected to save $2 million
and eliminate the need for at least 26 full-time administrative and support
positions during the FY 1984-86 biennium.

Statutory Responsibilities. To address concerns regarding the
fragmentation of data processing and communication services among DCS,
MASD, and DOT, the General Assembly focused accountability for control,
oversight, and provision of information services in the new DIT. Section
2.1-563.17 of the Code of Virginia directs DIT to control and oversee
information services by planning, budgeting, acquiring, using, and disposing of
communications (referring broadly to data processing and telecommunications)
equipment and services. Section 2.1-563.18 directs DIT to provide
communications services by developing, operating, and managing these services
(Exhibit 1).

DIT is also authorized by §2.1-563.16 to establish fees which can be
used to recover costs of services for which general fund appropriations are not
applicable. Statutes establish separate internal service funds for automated
services (systems development), computer services, and telecommunications.

When DOT was merged into DIT, the Virginia Public
Telecommunications Board was retained as a separate entity affiliated with
DIT. This board is generally responsible for overseeing the development and
provision of public broadcasting services. The board also disburses grants from



Exhibit 1
STATUTORY RESPONSIBILITIES OF DIT

CONTROL AND OVERSIGHT

§2.1-563.17: Planning, budgeting, acquiring, using, and disposing of
communication services and equipment

1) formulate policies, standards and specifications,
2) analyze and approve all procurements of equipment,
3) review and approve contracts for services,

4) evaluate executed contracts and billing and collection
systems,

5) exempt from DIT review requirements State agencies which
demonstrate effective and efficient procurement.

PROVISION OF SERVICES

§2.1-563.18: Developing, operating, and managing communications services
and equipment

1) manage and coordinate facilities, centers, and operations;

2) acquire, lease, construct, and maintain facilities and
equipment;

3) provide technical assistance in such areas as:

designing management information systems,

- performing systems development services,

- conducting research and sponsoring demonstration projects
of telecommunications services,

- effecting economies in telephone systems and equipment,

- planning and forecasting future needs,

- conducting management studies; and

4) develop and implement information, billing and collection
systems to aid State agencies in forecasting their needs and
managing their operations.

Source: Code of Virginia.




a special fund, the Public Telecommunications Fund, apart from the
telecommunications internal service fund.

Organization and Staffing

The 1986 Appropriations Act sets the total for DIT's maximum
full-time employment level at 480. Currently, DIT has approximately 470 of
these positions filled. The staff are organized into five service divisions, two
internal support divisions, and the director's office. However, there are a
combination of service and support functions within several of these
organizational units (Figure 1).

Figure 1
Organization of the
Department of Information Technology

Office of the Director
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Source: DIT semi-monthly personnel report, March 1, 1987.

Service Divisions. The computer services division, the largest DIT
division (183 positions), operates the Commonwealth's mainframe computers,
supports the operating systems software, and provides technical assistance to
other State agencies. The telecommunications division (69 positions) is
responsible for operating the State's telephone facilities, providing data
communication links with the State's mainframe computers, and exploring
integration of voice and data telecommunications networks. The educational
technology division (14 positions) assists State agencies and institutions in
developing telemedia resources for educational purposes and coordinates
teleconferences within State government. This division also serves as the
primary liaison with public broadcasting organizations and provides professional
support to the Virginia Public Telecommunications Board.



The information services division (119 positions) and the management
consulting division (14 positions) are primarily responsible for providing systems
development services and management studies to other State agencies.
However, they also provide internal support. Staff within the information
services division also develop systems for DIT's own internal use and provide
technical assistance to other DIT staff. The management consulting division
conducts management studies of other organizational units within DIT.

Support Divisions. The human resources division (11 positions) is
responsible for personnel management within DIT and external public
relations. Internal support functions of the administration division (54
positions) include accounting, budgeting, and rate-setting. Within the
administration division, the procurement and contracting branch reviews and
approves all procurements of data processing and telecommunications
equipment and services for State agencies. A technology appeals board reviews
vendors' complaints regarding procurement decisions.

Office of the Director. The director, deputy director and 14 other
positions comprise the director's office. Staff in the director's office have
both internal support and external service functions. The internal audit section
is responsible for auditing DIT's operational procedures. The customer liaison
section directs customers to the best source within DIT for customer assistance
and helps other State agencies develop information management plans.

Sources and Uses of Funds

DIT currently receives funding from two sources: internal service
fund operating revenues and general fund appropriations. The General
Assembly appropriates to DIT a "sum sufficient" for supplying
telecommunications, systems development, and computer services to user
agencies. DIT bills agencies at a rate to recover its direct and indirect costs.
DIT's general fund appropriations are for educational technology, inter-agency
systems development, management consulting, and procurement functions. DIT
expenditures for FY 1986 totaled $78,481,700, of which 89 percent were
internal service funds, and 11 percent were general funds.

Internal Service Funds. Internal service funds are deemed
appropriate when goods and services can be charged directly to user agencies in
billable units. Administered properly, internal service funds should recover
their costs of operations without accumulating long-term deficits or surpluses.
State internal service fund policies, established by JLARC, state that "the
managers (of internal service funds) shall establish procedures to ensure
charges to customers are sufficient to recover the actual cost of providing the
service but not at a level to acerue a surplus." JLARC has recognized the need
for slight surpluses in order to avoid revenue shortfalls and to provide for
operating working capital.

DIT's three internal service funds have usually maintained a surplus
during the last five years (Figure 2), except for recent deficits in the systems
development fund. DIT anticipates that declining project revenues will result
in a $150,000 deficit in the systems development fund by the end of fiscal year
1987. DIT projects a $2.1 million surplus for the computer services fund and a
$260,350 deficit for the telecommunications fund by the end of FY 1987.
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The greatest fluctuation and largest fund balances occurred in the
computer services fund. Customer agency use of computer services exceeded
DIT's projections and generated revenues far in excess of DIT's expenditures.
In the past, DIT provided rebates to customers as a way to reduce the surplus
amount. More recently, DIT reduced its rates twice within six months (July
1986 and January 1987) to avoid $9.15 million in additional charges to agencies
for the 1986-88 biennium.

There are differences in the types of major expenditures from each
internal service fund (Table 1). Nearly 90 percent of telecommunications
expenditures are contractual services -- telephone vendors' charges for local
and long-distance services. In contrast, 90 percent of expenditures from the
systems development fund are for DIT staff and supplemental contract
personnel with expertise in systems design and computer programming.
Equipment- and staff-related expenditures comprise the major portion of the
computer services fund.

Table 1
EXPENDITURES FROM DIT'S INTERNAL SERVICE FUNDS

(FY 1986)

Telecommu-  Computer Systems
Expense nications Services Development
Contractual 87.5% 12.5% 19.8%
Personnel 7.9 25.3 69.9
Depreciation/Interest 0.5 35.8 0.6
Rent/Insurance 0.2 7.7 4.2
Expendable Equipment 1.4 1.0 0.2
Supplies 0.1 2.5 0.1
Distributed Indirect Costs 2.4 15.2 5.2

Total 100.0% 100.0% 100.0%

Source: DIT FY 1986 Annual Report.

General Funds. General funds (Table 2) are appropriate when
services cannot be performed on a cost reimbursed basis. The educational
technology division receives funds entirely from general fund appropriations
(Educational Telecommunications, Public Broadcasting, and Telemedia Services
programs), except a small portion for teleconferencing costs which DIT
recovers through a rate for this service. The management consulting division
and the procurement and contracting branch of the administration division are
supported entirely by general funds. The general fund portion of the systems
development branch was reduced substantially because of a decline in the
number of projects meeting inter-agency criteria: from approximately $2.0
million in FY 1986 to $600,000 in FY 1987.



Table 2
GENERAL FUND APPROPRIATIONS FOR DIT PROGRAMS

(FY 1987)

Program Appropriation
Educational Telecommunications $ 5,669,630
Inter-agency Systems Development 600,000
Public Broadcasting 1,988,250
Telemedia Systems 659,100
Management Analysis 734,302
Data Processing Procurement 716,487

Total $10,367,769

Source: 1986 Appropriations Act.

JLARC REVIEW

JLARC is required by §2.1-196.1 of the Code of Virginia to oversee
State internal service funds. At its December 9, 1985, meeting, the
Commission directed JLARC staff to conduct a study of DIT, including a cost
analysis of the DIT's internal service funds as well as a performance review of
DIT.

The study was initiated in response to concerns jointly identified by
staff of JLARC, the House Appropriations and Senate Finance Committees of
the General Assembly, and the Department of Planning and Budget (DPB). To
facilitate the review, DPB set aside $200,000 to pay for consultant assistance.
The workplan of the consultant was reviewed by DPB and the staff of the
Auditor of Public Accounts.

Methodology

The reorganizational goals for consolidating DCS, MASD, and DOT
into one information technology agency, and the statutory responsibilities of
DIT served as the benchmarks for evaluating DIT's performance. JLARC staff
were assisted by the consulting firm, Ernst & Whinney, in evaluating DIT.

Evaluation Criteria. JLARC staff assessed the extent to which DIT
was achieving the reorganizational goals set forth for the consolidated agency:
effective and efficient delivery of services, staffing economies, integration of
related technologies, timely and simplified procurement processes, and
facilitation of State planning for information resource management. The study
used three broad criteria for evaluating DIT's performance:



(1) Do State agencies receive adequate guidance and support
(through planning, standards development, and procurement)
for developing effective and integrated information systems?

(2) Does DIT manage its own resources and assist State agencies in
managing their computer and telecommunications resources in
the most cost effective manner?

(3) Is DIT organized and staffed in a manner to promote efficient
management and operation of the State's computer and
telecommunications resources?

Research Activities. JLARC staff used a number of major methods
in its study of DIT. These methods included a review of data processing
procurement records and procedures, an assessment of project management and
demand for systems development, a survey of all DIT customer agencies, an
analysis of DIT's staffing and organization, and an assessment of planning for
the development of the Commonwealth's computer and telecommunications
resources.

Witk funds provided by DPB, JLARC staff procured the consulting
services of Ernst & Whinney (E&W) for assistance in technical and financial
areas of the study. E&W reviewed DIT's accounting and cost allocation
procedures and compared DIT's computer services costs and rates with other
organizations. E&W also reviewed the efficiency and effectiveness of DIT's
operational procedures and assessed computer use by seven customer agencies:
the Departments of Accounts, Alcoholic Beverage Control, Motor Vehicles,
Personnel and Training, and Social Services; the State Corporation Commission;
and the Virginia Supplemental Retirement System. The results of E&W's
analyses are included in this report. The E&W technical supplement is
available for inspection at the JLARC office.

An explanation of the study methodology is contained in the separate
technical appendix to this report, which is also available at the JLARC office.
A summary of the contents of the technical appendix is included in this report
as Appendix A.

Report Organization

The following chapters present JLARC staff's findings, conclusions,
and recommendations for enhancing management of the State's information
processing and communications resources. Chapter II focuses upon the need for
statewide planning and oversight. DIT's procurement mission and practices are
evaluated in Chapter IIIl. In Chapter IV, the need for State-provided systems
development services is evaluated.

Provision of computer services by DIT and use of those services by
other State agencies is discussed in Chapter V. Chapter VI focuses upen the
telecommunications support services provided by DIT. An assessment of DIT's
financial management practices is contained in Chapter VII. Chapter VIII
presents an overall assessment of DIT's staffing and organization. The report
concludes, in Chapter IX, with a reorganization proposal for DIT.
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II. STATEWIDE INFORMATION MANAGEMENT

State expenditures on information technology, one-half billion
dollars in the current biennium, are escalating at a rapid rate. Clear direction
and effective controls for the use of this technology are lacking. Virginia does
not currently have a statewide information management plan, nor do DIT and
other State agencies effectively plan for the use of information technology. In
its review of DIT and other State agencies, Ernst & Whinney (E&W) concluded:

We consider this lack of planning to be a critical
deficiency in the Commonwealth's ability to manage,
control, and budget for a very complex and very
expensive technology. Without a formal plan, it is not
possible in most instances for management to quantify,
monitor, and evaluate the extent of inefficient use of
technology....

By participating in the development of a statewide plan, DIT and
other State agencies can take an important first step toward a comprehensive
approach for effectively and efficiently managing information technology, now
and in the future. However, a statewide plan cannot successfully guide the
State's use of its "high tech" resources unless methods are developed for
implementing directives in the plan. In order for plans to be implemented
effectively, information technology planning needs to be an integral part of
State budgeting, procurement, and performance evaluation.

Moreover, implementation will require a commitment to planning at
all levels within State government: at the highest executive levels, at the
centralized agency level (DIT), and at the administrative agency level. A
mechanism for statewide information technology planning and direction at the
highest executive level is currently lacking in Virginia. Past attempts at
instituting such a mechanism have not been successful.

NEED FOR STATEWIDE PLANNING

The Commonwealth has a sizeable investment in information
technology. Expenditures for DIT services represent only a portion of the
State's total commitment to this resource. The State's information processing
budget (which includes data processing personnel and equipment purchases in
all agencies) more than quadrupled during the period from 1976 to 1986. The
budget increased from $87.7 million in 1976 to $383.5 million in 1986.
Moreover, the budget understates total anticipated expenditures on information
technology. DIT estimates that the inclusion of agencies' telecommunications
budgets would increase the total budget for processing and communicating
information to approximately $500 million for the 1986-1988 biennium.

As a portion of the total State budget, the information processing

budget has increased from 1.2 percent to 2.1 percent from 1976 to 1986. This
trend is likely to continue even as the costs of computer and telecommuni-
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cations technologies decrease. Agencies that previously could not afford to
automate will do so, and other agencies will greatly expand their use of
automation (Figure 3).

Figure 3
Growth in Information
Processing Budgets
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Source: MASD, DIT.

To support agency programs effectively, the State needs a plan for
harnessing valuable new technologies that communicate and process
information rapidly and economically. Because changes are occurring in the
computer and telecommunications industries, a number of major issues are
confronting the Commonwealth. Without a statewide strategy for addressing
these issues, costly and uncontrolled use of information technology will
continue.

Information Technology Issues

A number of major information technology issues require immediate
attention by the Commonwealth. The significance of each underscores the
need for a comprehensive and decisive statewide plan. Expressed as questions,
the issues are:

e How can the State efficiently and effectively manage its information
resources?

® In view of current technology trends, should the State centralize or
decentralize information processing?
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® How can the State efficiently link communications networks and
avoid the costs of redundant systems?

e How can State procurements of information technology meet
compatibility and competition objectives?

e How can the State encourage agencies to exchange information on
data, hardware, and software?

e In an effective State management structure, what roles should the
centralized information technology agency and administrative
agencies serve in planning, controlling, providing, and using
information technology resources?

® How can the General Assembly and the Governor knowledgeably
prioritize current information technology needs and anticipate future
needs?

These issues are briefly discussed in the following sections and elaborated on in
the remaining chapters of this report.

Managing Information Resources. Expenditures for information
technology are anticipated to be $490 million for the 1986-88 biennium. While
DIT and other State agencies recognize the need to manage
telecommunications and computer-related resources wisely, JLARC staff
found that coordination and management of information resources is
inadequate. DIT could take a number of additional measures to provide
centralized services more effectively and efficiently. In reviewing computer
applications in seven other State agencies, E&W also found that agencies did
not always use computer services efficiently. In addition, management
oversight was limited. By emphasizing planning, DIT and its customer agencies
could better ensure wise use of information resources.

Adequate safeguards for the State's investment in information
technology are also needed. In recent audits of DIT and other State agencies,
the Auditor of Public Accounts found major deficiencies in disaster
contingency recovery plans. DIT and agencies were not well-prepared to
protect their automated systems in the event of a disaster such as a fire,
although they are now working toward developing such plans. Additional
measures are also needed to ensure security of physical facilities, and
confidentiality and privacy of automated information.

Centralized Versus Decentralized Processing. Data processing on
large mainframe computers is centralized primarily in DIT. Recent computer
center co-locations and agency mergers have reinforced the centralization of
data processing in Virginia. However, more sophisticated technologies and
agency desires to operate their own computing facilities have increased
pressures to decentralize information processing.

Powerful and less expensive "minicomputers" (smaller-sized than a
mainframe) and desk-top "microcomputers" have increased agencies' capabil-
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ities to automate and improve office and analytic functions. Comprehensive
office automation systems, using computer-based word processing and
electronic messaging, are rapidly replacing typewriters and manual office
procedures. "Micro" desk-top computers enhance agencies' capabilities to
analyze information. When linked with office automation, they form an
integral part of computer-based decision support systems. Many of these
applications do not require the power and size of the State's mainframe
computers and can be performed far less expensively.

This trend in automation with smaller computers is having a
decentralizing effect on information processing within State government.
Many of the larger agencies, such as the Departments of Motor Vehicles,
Mental Health and Mental Retardation, Health, and Corrections, operate
agency-owned minicomputers. Some smaller agencies, such as Planning and
Budget, Alcoholic Beverage Control, and Legislative Automated Systems, also
own and operate minicomputers. Desk-top computers are common in most
agencies. Im FY 1986, for example, DIT processed 365 requests for
microcomputers.

To achieve the maximum benefits, the State must determine the
most effective and efficient location for information processing, based upon
the type of processing that is needed. For example, expansive infermation
processing with large amounts of data, or statewide shared systems such as
accounting and budgeting, still require the power and size of the State's
centralized mainframe computer. Nonetheless, smaller computers are more
practical and economical for smaller-scale, localized processing. A distributed
processing environment, which links centralized and decentralized facilities,
may provide the answer to this dilemma in Virginia. However, the State needs
a comprehensive strategy and clear standards to govern when agency
applications require each type of technology and when they should be linked
together.

Communication Linkages. The need to plan for communicating
information is important for two major reasons. First, communication lines
serve as the network link between computers, offering agencies the advantages
of both the State's mainframes and smaller computers. Second, recent
advances in telecommunications technology make it possible for the State to
transmit data, text, and voice with one integrated system.

Developing more communication links between computers as part of
a "distributed data processing” design could help the State solve the
centralization-decentralization dilemma. Through a single terminal, a State
employee could access the State's mainframe for major computer runs, access
an in-house mini-computer for word processing, or perform a microcomputer
spreadsheet analysis of a subset of data transferred from the mainframe. Data
could also be shared within and among agencies. Telecommunications lines
make such an information processing network possible, but decisions regarding
what should be linked must first be made.

Multiple types of information could be communicated with one

integrated communication system that included microwave transmitters and
receivers, satellites, and digital lines. For example, a single line can now
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transmit voice and data; separate lines for each were once necessary. By
eliminating redundant equipment and taking full advantage of shared
communications networks, the State cculd realize substantial cost savings. The
Department of Planning and Budget is currently studying the feasibility of an
integrated telecommunications network. .

Compatibility Versus Competition. The Virginia Public Procurement
Act intends to foster competition and secure the best price and product for the
State. A computer or telecommunications product with the lowest price may
not always be fully "compatible" with other components of the system.
Therefore, it is important that both performance and price be evaluated in the
procurement of computer hardware, software, and telecommunications.

Compatibility is the most critical requirement for achieving
effective distributed processing and fully functioning computer systems within
the State. Computer systems are comprised of multiple components including
the main processor, front-end processors that convert transmission signals to
machine language, and controllers that regulate the flow of data. Systems are
also comprised of communication lines, data storage devices, terminals used to
access and display information, printers, and "software" (the machine language
that directs information processing). Unless each component is designed to
interface with the other components, the system will not function properly.

Numerous manufacturers and vendors offer multiple designs for each
component of a computer system. Since the recent deregulation of the
telecommunications industry, many vendors are entering this market as well.
State agencies must effectively screen these products to ensure that they are
fully compatible with existing components.

By adopting general use design standards, the State could achieve
compatibility goals without sacrificing competition. Already, market
conditions dictate certain standards; many smaller manufacturers and vendors
now offer products that are compatible with products of the largest
manufacturers. However, State standards would need to be sufficiently
defined to prevent acquisition of products that are inaccurately portrayed as
fully compatible.

Decisions regarding appropriate design standards will have
far-reaching impacts. These decisions will affect the type of technologies that
the State will be committed to in the future. However, these decisions must be
made if the State is to ensure effective use and interface of systems as
agencies incrementally add and replace thousands of components each year.
Moreover, by determining agencies' anticipated needs and consolidating
purchases, the State could achieve volume discounts on frequently purchased
items.

Information Exchange. The volume of data and the number of
systems maintained by the State suggest that efforts to share information and
identify redundant systems could achieve substantial cost savings. For
example, seven of the largest State agencies maintain more than 3,000 data
files. The State could avoid redundancy of data and systems and save costs by
sharing information in at least two important ways: (1) developing a statewide
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inventory of databases and their contents and (2) maintaining a statewide
inventory of computer system applications.

State agencies use and store similar information. In some cases, it
may be feasible to reduce data storage costs by eliminating some redundant
data. State agencies might also better merge and analyze information if
uniform labeling standards were adopted for common data elements: social
security numbers, dates, and locality names, for example. In 1983, a State data
administrator position was established to coordinate and foster statewide
database development. This position has remained vacant because this function
has not yet been elevated to a priority within DIT.

An inventory of agency computer systems has been developed and is
periodically updated by DIT. If this information is used properly, agencies
which are planning to add or modify systems can learn from the experience of
others.

Management Roles. State agencies cannot adequately address
technology issues unless management responsibilities for resources are clearly
defined, understood, and implemented. A void in the current State policy
structure and insufficient attention at appropriate managerial levels within DIT
and other agencies are significant issues which need to be addressed as part of
a statewide, comprehensive strategy.

In interviews with DIT's customer agencies, JLARC staff found that
six of DIT's major customers were concerned with DIT's dual control and
service functions. Agencies repeatedly asked questions such as:

Should the centralized agency responsible for supporting
mainframe applications dictate statewide policies and
control acquisitions of all information processing
equipment? It appears as if DIT's interest in mainframe
technology might hinder agencies' access to other
technologies.

JLARC staff found no instances in which DIT denied a procurement
for a system that would detract from the amount of processing at DIT's
mainframe computer center. Nonetheless, agencies' perceptions that DIT
would promote centralized mainframe data processing could hinder acceptance
of DIT's role in setting statewide policies.

Individual agencies, however, may not have the perspective to
appreciate statewide information processing needs. Senior agency executives
may not necessarily understand their own agencies' automation needs.
Typically, the complex field of information technology has been delegated to
technical specialists. Senior executives, however, should participate in
deciding how automation could better support program objectives.

On JLARC staff's survey of DIT customers, 49 percent of these
State agencies and institutions reported that they do not maintain a current
agency plan for using telecommunications and computer-related services. In
on-site reviews of seven large agencies, E&W found that even among agencies
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with plans, the plans were not comprehensive enough to effectively guide and .
control agencies' use of information technology resources.

Ultimate decisions regarding statewide direction for information
technology must be made at an executive level above DIT and the user
agencies. If statewide direction can be set at this executive level, DIT can
serve a valuable role in implementing statewide plans by assisting agencies in
meeting agency-specific objectives that support statewide objectives.

Statewide Priorities. The General Assembly and the Governor
cannot knowledgeably allocate financial resources for achieving statewide
information technology objectives if no objectives have been stated and
documented. In the absence of objectives, allocations will continue on the
basis of individual agency needs. DIT will continue to provide services at
unquestioned levels demanded by agencies, and DIT's rates will be used to
recover the costs of this expansion. As a result, uncontrolled use of
information technology and rapidly escalating costs will continue, and slow, if
any, progress will be made to integrate systems.

A statewide information management plan could help the General

Assembly and Governor prioritize needs and effectively participate in
achieving statewide objectives.

Information Management Plan Objectives

The purpose of an information management plan is to provide a
central source of guidance for addressing the information technology issues
that face the Commonwealth. Recent efforts in Virginia to develop State plans
for information techmnology fall far short of the comprehensiveness and
participatory process necessary for developing a meaningful pian. In order to
identify principal statewide objectives, JLARC staff contacted ten other states
which had recently evaluated their information management programs or
developed statewide plans.

Information Management Planning in Virginia. Virginia does not have
a statewide plan for information technology. In 1982, MASD with assistance
from DOT and DCS prepared a document, "Information Management Strategies
for the 80's." Although this document identified some of the pending
information issues and suggested some broad ideas for addressing them, it has
not served as an effective guide for agencies' use. MASD revised the document
in 1983 and 1984, but it has not been updated since the creatior of DIT.

In November 1985, DIT developed a draft document entitled
"Strategic Technology Directions." This document cannot be considered a
State plan, however. The draft notes the purpose and some intended activities
of DIT in the near future, but it was developed internally without participation
by other agencies.

Information Management Planning in Other States. Information
technology issues confronting Virginia are not unique. Other states also are
attempting to address these issues. Recognizing that information technology is
a valuable yet costly resource, a number of states have recently renewed their
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efforts to better manage this resource. JLARC staff compiled a list (Exhibit 2)
of example objectives contained in other states' plans which might serve as
abase for developing a plan in Virginia. However, in order for the statewide
plan to be a useful guide, DIT and other executive agencies must develop
comprehensive objectives and agree upon specific actions to achieve these
objectives.

Recommendation (1). The General Assembly may wish to enact
legislation to require development of a statewide plan for information
technology management. At a minimum, the plan should identify methods for
effectively integrating information processing networks; protecting
information systems and data; ensuring competitive, timely, and compatible
procurements; stimulating information exchanges; and sustaining a
participative, continuous planning process.

INTEGRATING THE PLANNING PROCESS

Development of a statewide information management plan is not
sufficient for ensuring implementation of the goals underlying the plan. The
success of statewide information management planning will depend, in part, on
effective links with other State processes which could facilitate
implementation. The statewide planning process should be linked with DIT and
agency planning, budgeting, procurement, and performance evaluation.

Full integration of statewide information technology planning with
these other important State functions is essential. The State plan should serve
as the umbrella for all information technology plans. The State plan should
also serve as a guide in the budgeting process. Budget requests for information
technology should be reviewed to determine conformance with the statewide
and agency plans, and the results of these reviews should be used to recommend
priorities to the Governor and the General Assembly.

The statewide plan should also serve as a guide for procurements.
Central procurement staff should review and approve procurements
corresponding to statewide and agency plans. Finally, the State plan and
agency plans would serve as benchmarks against which implementation success
would be measured. Results of these assessments should be used to modify the
statewide plan, policies, and standards as necessary.

Statewide, DIT, and Agency Planning

Statewide information technology planning will not be effective
unless it builds upon the plans of all agencies, including DIT's plans. The State
plan must also provide direction and guidance for agencies to use in developing
information management plans. In this manner, agency plans would become an
integral and consistent part of the overall course for State government.

Statewide Guidance. Statewide guidance regarding essential

elements of information technology planning were developed in 1984.
However, use of these guidelines by agencies has been limited. In order for the
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Exhibit 2

EXAMPLE OBJECTIVES FOR A
STATEWIDE INFORMATION MANAGEMENT PLAN

Integrated Technology

e Establish a policy for distributed network processing.

¢ Determine telecommunications needs and implement, as necessary, a
statewide integrated telecommunications network with standards to
permit terminals to communicate with other terminals.

® Provide for economical and efficient integration of office
automation.

Resource Protection

¢ Develop a statewide contingency plan for disaster recovery.

e Establish standards and procedures for physical security of
computing facilities and for privacy and confidentiality of data.

Practical Acquisition

e Develop standards and general use specifications for guiding
hardware and software acquisitions.

e Continually improve procurement and contracting methods to
achieve cost savings, timely processes, and necessary flexibility.

Information Exchange

¢ Develop and maintain an inventory of computer applications.
¢ Develop a directory for State government databases.

Participatory Planning

e Support a central planning function and a permanent, continuous, and
participatory process for planning.

¢ Establish multi-level advisory groups.

Source: JLARC review of other states' information technology plans.
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State plan to effectively build upon agency plans, specific requirements for the
contents of agency plans are needed. For example, efforts to explore system
integration and network sharing opportunities will not be successful without
information on current agency systems and proposed new systems.

State guidelines should require that agency plans describe how
information technology will be used to support program and operational
objectives. At a minimum, agency plans should contain information on the
level of resources that will be needed to accomplish agency objectives,
including hardware and software needs, anticipated major changes to computer
systems or development of new systems, telecommunications use, and disaster
contingency plans. This information will be useful for statewide prioritization
of technology needs. Sufficiently detailed agency plans would also help the
State identify opportunities to share information technology and potentially
reduce costs.

Planning Within DIT. In reviewing DIT's operations, E&W found that
DIT does not have an effective planning process that guides its own
management and resource allocation decisions. Because DIT is the centralized
State provider of telecommunications and computer-related services, E&W
expected DIT to have well-developed plans for hardware acquisition, software
maintenance, systems development, and telecommunications utilization. Other
than the usual budgetary planning, E&W found that DIT did not have the
following formal plans in place.

e DIT does not have a long-term computer hardware plan that projects
capital outlay needs for a three-to five-year period. Computer
capacity needs are not adequately planned over an extended period
of time.

e DIT also lacks a systems software plan. Such a plan should identify
how the various products will be used to monitor and enhance the
performance of the hardware. The plan should also contain decision
rules on how the results of performance monitoring will be used in
hardware and software acquisitions.

e DIT does not maintain an inventory of upcoming systems
development projects, either for internal projects or for other
agencies. Without systems development plans, DIT cannot
accurately predict the effects of major systems changes on
computers and staff workload. This information is needed in order to
make corresponding adjustments in equipment capacity and staffing
levels.

® DIT does not have a formal long-term telecommunications plan, nor
does DIT have an inter-agency plan that emphasizes shared
facilities. DIT does conduct telecommunications studies for
individual agencies as requested. However, planning that considers
all of the State's telecommunications needs, based on a detailed
analysis of system use, is not performed on a continuous basis. A
study of statewide telecommunications needs is currently in progress.
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o In recent audits, the Auditor of Public Accounts found that DIT does
not have adequate plans for protection of the State computer
center. Efforts to identify alternative processing sites and methods
for protecting the State's computer center have been initiated but
are not completed.

Planning needs in each of these areas are further discussed in the following
chapters of this report.

Moreover, planning within DIT is not currently coordinated among
several organizational units. Hardware capacity planners are located in the
computer services division -- separated from the staff in the administration
division who are responsible for financial planning and procurements when
upgrades are necessary. DIT's rate-making function is in the administrative
division. Other staff, located in the computer services, telecommunications,
and information services divisions, plan expenditures and collect utilization
data used in rate calculations.

Staff in the customer liaison section of DIT provide some assistance
to customer agencies in developing information processing plans. However,
this section is not fully utilized for agency assistance. DIT's customer liaison
section also is not effectively linked with other DIT units which plan the level
of support needed to meet agencies' demands. Information that would be
valuable for agency-wide planning purposes is not formally shared between
these various organizational units. A proposal for coordinating and focusing
internal planning activities within DIT is discussed in the final chapter of this
report.

Recommendation (2). DIT should develop and implement a
comprehensive management plan for the agency's operations. The
comprehensive plan should include capital expansion plans for acquiring
computer hardware. The plan should also identify how the performance of the
computer and telecommunications systems will be monitored and improved.
Plans for accommodating major changes in DIT's and agencies' computer
applications should also be included. Disaster contingency plans should be
completed.

Agency Planning. In its survey of all State agencies and institutions,
JLARC staff found that 88 percent of the higher education institutions and 42
percent of the agencies reported that they have developed plans for acquisition
and utilization of information processing resources. Of those agencies and
institutions with plans, 23 reported that they used DIT staff assistance in
developing the plans (Table 3).

In its review of seven major customer agencies, E&W found that
what agencies report as plans may not actually be the comprehensive types of
plans needed to effectively guide information technology use. The
Departments of Accounts and Motor Vehicles were the only agencies of the
seven that had any component of an information management plan in place.
The plans in these two agencies contained only a system development
component that addressed long-term needs for system applications. None of
the agencies had hardware and software plans, for example. Hardware planning
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Table 3

INFORMATION TECHNOLOGY PLANNING
WITHIN STATE GOVERNMENT

Higher
Education State
Institutions Agencies
Number (percent)
with plans 15 (88%) 30 (42%)
Number (percent)
without plans 2 (12%) 41 (58%)
Total 17 (100%) 71 (100%)
Number reporting
assistance from DIT 8 15

Source: JLARC survey of State agencies and institutions.

could help agencies routinely upgrade equipment in order to obtain more
efficient and advanced technologies.

In reviewing computer systems within customer agencies,
E&W found that the Departments of Accounts and Motor
Vehicles. and the Virginia Supplemental Retirement
System all operate Data-100 data entry equipment. This
equipment is no longer manufactured, and spare parts are
hard to find. There are no plans by the agencies to
replace the equipment and take advantage of possible
volume discounts through a joint purchase.

Comprehensive information technology plans within agencies could
help senior executives identify how automated information processing and
communications will support agency program objectives. As tools for helping
agencies identify processing and communications economies, the plans also
need to contain specific strategies for protecting, efficiently using, and
monitoring those resources. In South Carolina, for example, accountability for
developing and overseeing each agency's plan is focused in a single agency
official who reports to the agency director. In Virginia, a designated person in
each agency could serve as the focal point for agency planning.

Recommendation (3). State requirements for agency information

management plans should be established. All executive agencies and
institutions should be required to develop information technology plans in
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compliance with State requirements. These plans should be updated biennially
and used to revise the statewide plan.

The director of each agency and president of each higher education
institution should designate a senior staff memher to serve as information
resource manager. The information resource manager should be responsible for
coordinating development of the agency information technology plan and
overseeing its implementation.

Planning and Budgeting

Statewide and agency plans would also serve as a guide for reviewing
and prioritizing budget requests for information technology. Centralized
review of proposed expenditures would ensure that funding requests for
hardware, software, or services support objectives in statewide and agency
plans. This process would require DIT and other agencies to reference budget
requests for information resources to objectives in their information
management plans.

DIT Reguests. Because DIT's budget represents centralized State
support for information technology, DIT's entire budget should be closely
scrutinized. DIT should be required to link all budget requests to the
appropriate planning objectives. This requirement would apply to all planned
expenditures for internal support of DIT and external services to customer
agencies. Close review of DIT's budget requests, as referenced to plans, would
help to ensure that DIT's decisions to expand equipment, systems, services, and
staff comply with statewide objectives and appropriately correspond to
anticipated expenditures by agencies.

Agency Requests. In order to determine how budget requests are
related to implementation of statewide and agency plans, each agency should
be required to reference budget requests to corresponding objectives. While it
may not be appropriate to require a budget justification for every $200
software package, budget requests should certainly justify major hardware,
software, and maintenance needs, and how the systems or components relate to
the agency plan.

Because all funding requests could not likely be accommodated,
these budget justifications would help the State determine the most critical
information technology needs. Agency budget requests could also be used to
assess the level of demand for DIT services, which in turn, could be used to
assess DIT's funding needs. As further discussed in the financial management
chapter of this report, more accurate methods for projecting agency utilization
is particularly important for the establishment of DIT's computer services
rates.

Recommendation (4). All executive agencies should reference
budget requests for information processing or communications equipment,
software, or services to the corresponding information technology plan. DIT's
entire budget should be referenced to the agency and the statewide plan.
Agencies' budget requests should be used to assess DIT's funding needs.
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Planning and Procurement

The acquisition of hardware, software, or services is one of the most
important aspects of implementing an information management plan.
Procurement approvals and denials are the principal enforcement mechanism to
ensure that agencies develop and upgrade systems that comply with planning
objectives. Although DIT has statutory authority for approving agencies'
procurement requests for information technology, its decisions are not based on
any statewide or agency objectives. As a result, DIT's role in procurement is
confused: Should DIT process all agency requests, or should DIT deny requests
which agencies do not adequately justify?

In interviews with JLARC staff, some DIT procurement staff
reported that they challenge agency procurement requests. In contrast, other
DIT procurement staff claim they will process all agency requests, even if
justifications are cursory or lacking. Procurement guidelines would help to
ensure that acquisitions support statewide and agency planning objectives.

Procurement Guidelines. In order to ensure greater accountability
within agencies and DIT, State government needs criteria for guiding
procurement decisions. At a minimum, the guidelines should require agencies
to justify all procurements by referencing the corresponding statewide or
agency plan objectives. Central procurement staff should review procurement
requests to ensure compliance with plans, and the staff should approve
adequately justified requests.

Agency Accountability. Procurement guidelines would help to ensure
that procurements became a method for implementing agency plans, rather
than a piecemeal approach for building and using information systems.
Agencies could expect central procurement staff to approve all justified
requests. Approval would be based on established criteria rather than on any
perceived preferences to maintain the mainframe technology versus other
technologies, for example.

DIT Accountability. DIT should also be expected to adhere to State
procurement criteria and justification requirements for its own procurements.
However, the State currently lacks an independent source that can review
DIT's information technology procurements, which are some of the largest in
the State. As further discussed in this chapter and in the next chapter of this
report, central procurement authority for information technology should be
separated from DIT but linked to responsibilities for information management
planning.

Recommendation (5). State policies for information technology
procurements should be revised. The policies should include a requirement that
all procurement requests be justified on the basis of information management
plan objectives. Central procurement staff responsible for reviewing
information technology requests should ensure that procurements comply with
statewide and agency plan objectives.
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Planning and Evaluation

Success in implementing statewide and agency information
technology plans cannot be adequately determined without a method for
measuring accomplishments. Performance monitoring is needed not only to
assess progress and compliance with plans, but also as a source of information
for adjusting plans and standards when necessary. Periodic progress reports
would be useful for internal and external reviews.

Internal Reviews. Agencies would benefit from monitoring their own
performance with respect to their information technology plans. Internal
reports would help top management monitor current agency progress and
anticipate future needs for information processing and communications
equipment, software, and services. Progress reports could also be used for
internal audits in areas such as facility and data security, for example.

External Reviews. Methods to track the State's progress in
implementing the statewide plan and agencies' success in achieving objectives
are also needed. Periodic progress reports could be used for this monitoring
purpose. Progress reports could also be used to identify areas in which
statewide policies might need to be adjusted. By maintaining records on
information technology expenditures, operations, and procurements, State
agencies would also facilitate external reviews by, for example, the Auditor of
Public Accounts and the Department of Planning and Budget.

Recommendation (6). The State should require agencies to biennially
prepare a report on their progress in achieving information technology
objectives. The progress reports should be used by the State to monitor
accomplishment of statewide and agency objectives and to revise policies and
standards when necessary.

ESTABLISHING AN OVERSIGHT BOARD

Accountability for statewide information management planning and
implementation must be clearly focused in State government. However, the
State does not currently have a permanent organizational structure which is
committed to information technology planning. During the past 20 years, the
State's central data processing agency has not successfully implemented a
permanent, continuous planning process. DIT has fared no better than its
predecessors in this regard.

Leadership at the highest executive level is required to guide and
oversee agency implementation of information management plans. In analyzing
organizational alternatives, JLARC staff concluded that a supervisory board,
independent of DIT, should be created to fill the current statewide planning
void.

Need for a Permanent Planning Structure

Previous statewide planning efforts have not fully achieved their
objectives. In the past, planning has been hindered by a lack of continuity and
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frequent turnover in leadership. Recognizing the limitations of previous
approaches, State government should include a permanent board with an
exclusive commitment to statewide information planning,.

Limited Implementation. Historically, State government has had
limited success in implementing a statewide information plan. During the past
20 years, the State's three major statewide planning efforts have identified
issues similar to those currently facing the Commonwealth. For example,
previously identified needs for developing standards, sharing automated
information, and establishing timely and effective procurement procedures
remain as issues today.

Lack of Continuity. Statewide information planning in Virginia is not
a process which continually refines and adjusts previous plans. Rather,
statewide planning has consisted of the sporadic development of independent
plans by different sources.

A consultant developed the first major plan, "A Statewide Plan for
the Computer Age," in 1969. In 1973, the former Division of Automated Data
Processing (DADP) developed "The Virginia Plan for Data Processing." Most
recently, the former Department of Management Analysis and Systems
Development developed a statewide plan called "Information Management
Strategies for the '80's." The final plan was completed in 1982. None of the
plans were intended as updates of previous plans.

Frequent Turnover in Leadership. During the past 20 years, DIT and
its computer services predecessors, DADP, MASD, and DCS, have had nine
different directors. Emphasis on statewide planning has varied according to
each director's understanding of his agency's mission in providing services to
State government.

Moreover, various advisory groups were created over the years.
Unfortunately, they also lacked continuity. For example, the Governor's
Computer Advisory Committee, established in 1967, was comprised of private
industry representatives. In 1968 agency representatives formed the Virginia
Advisory Council on Administrative Management. In 1974 private and public
sector representatives formed the Automated Data Processing Advisory
Committee. These various advisory groups, each lasting only a few years,
proposed standards and policies but had no authority to require compliance.

Permanent Organizational Commitment to Planning. Clearly, the
State lacks a permanent commitment to information technology planning.
Throughout the past 20 years, it was assumed that the central data processing
agency would develop statewide plans. However, a permanent, continuous
planning - process was never established by the central agency. As a result,
special committees were created to perform planning and policy development
functions. These efforts were also short-lived.

In order to achieve a continuous commitment to statewide
information technology planning, responsibility for planning should be clearly
focused in a permanent organizational structure. In reviewing ten other states,
JLARC staff found that boards are frequently used as the organizational
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structure responsible for statewide planning and policy development. However,
the breadth of responsibilities and composition varies:

The Information Resources Commission in Florida has
extensive regulatory powers and an independent staff.
The governor and members of his cabinet serve on the
commission.

* % %

In Hawaii, the Governor's advisory committee on
electronic data processing is comprised of the directors
of major State agencies. The committee is limited to an
advisory role and has no independent staff.

* %k ok

The policy committee of the Central Data Processing
Authority (CDPA) in Mississippi is comprised of division
heads within the central data processing agency. The
committee recommends statewide information
technology policies to the board which oversees CDPA.

Virginia could also benefit from a permanent board responsible for
information technology planning. DIT recognizes the need for a board with
statewide planning responsibilities and is currently considering a proposal to
establish an advisory council. This alternative and others are evaluated in the
next section.

Alternative Levels of Board Authority

Section 9-6.25 of the Code of Virginia establishes three types of
boards based on their level of authority: advisory, policy, and supervisory. Any
one of the three types could meet the State's need for a permanent
organizational structure exclusively committed to statewide information
management planning. Because of differences in the boards' levels of
authority, however, only an independent supervisory board could ensure that
planning was effectively linked to policy and standards development, budget
review, procurement oversight, and evaluation (Figure 4). Each of the three
alternative boards are evaluated in the following sections.

Advisory Board. An advisory board is currently being considered by
DIT. This board would be responsible for advising the Governor on information
technology issues. The board would also be responsible for developing a
statewide; eomprehensive plan for the acquisition, management, and use of
information technology Responsibility for annual updates of the plan would
2183 be Vested in the board.

This type of board meets the State's need for a permanent and
@®Rtinuous organizational commitment to information management planning.
H@W@ver, statutory limits on the authority of advisory boards would prevent
this type of board from developing needed statewide policies, standards, or
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Figure 4

Alternative Levels of Board. Authority
for Statewide Information Management Planning

Responsibilities Corresponding Level of Authority
to Level of Authority Advisory Policy Supervisory

Planning j /
Policy and Standards Development j z

Independent Oversight

« Budget
* Procurement
« Evaluation

Source: JLARC staff analysis.

regulations for acquisition and use of information technology. The board could
develop a plan, but it would have no authority to require compliance.

Policy Board. As defined in statute, a policy board could develop
necessary policies, standards, and regulations. Vested with these additional
responsibilities, a policy board could, for example, establish requirements for
sharing communications networks, and adopt general design standards for
technology compatibility. If the State intends to establish policies that will
support the statewide plan, then a policy board is clearly superior to an
advisory board. However, statutory limitations on the authority of policy
boards would prevent this type of board from exercising budget, procurement,
and evaluation oversight responsibilities which are also necessary to ensure
plan implementation.

Moreover, policy boards are not independent bodies. In order to
effectively implement policy responsibilities, these boards must receive
adequate staff support. Policy boards must draw staff support from an existing
agency, because they do not have authority to appoint a staff director or other
personnel. Therefore, a policy board for information technology would
logically be affiliated with the State's information technology agency -- DIT.

A policy board affiliated with DIT has two principal disadvantages.
First, agencies would likely resist policies dictated by a board directly
affiliated with the central agency primarily responsible for mainframe data
processing. Agencies might perceive that they would have less influence than
DIT staff in establishing State policies. Second, a policy board affiliated with
DIT could not independently monitor DIT's budget, procurements, and
performance. In effect, service and control responsibilities would be vested in
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DIT. This alternative would continue to confuse DIT's mission with regard to
other agencies and provide no additional external control over DIT.

Supervisory Board. The breadth of authority granted in statute to
supervisory boards suggests that this type of board could more effectively
ensure implementation of a statewide plan than other types of boards. A
supervisory board for information technology could:

e prepare and regularly update a statewide information
management plan,

e establish policies and standards that support the objectives
in the statewide plan,

e review DIT's and agencies' budget requests for information
technology, and based on statewide planning objectives,
recommend priorities to the General Assembly and
Governor,

e review and approve DIT's and agencies' requests for major
hardware, software, and service acquisitions to ensure that
procurements are justified according to statewide and
agency information management plans, and

e periodically evaluate DIT's and agencies' implementation
success and use this information to revise statewide plans,
policies, and standards when necessary.

In summary, a supervisory board for information technology could serve as the
much needed focal point in State government to effectively address the
information management issues facing Virginia. Moreover, an oversight board
could serve as an independent check on DIT's plans, budgets, and procurements
-~ a check that does not currently exist.

The principal disadvantage of a supervisory board is that it would
require creation of a separate staff with all of the costs associated with a new
agency. As discussed in Chapter IX of this report, however, JLARC staff
propose an organization for a supervisory board and for DIT that would result in
no additional cost to the State. This organizational proposal places control
responsibilities in the board, while clarifying DIT's role as one of strictly
service provision. The composition and responsibilities of the board and the
staff support organization are also discussed in Chapter IX.

Recommendation (7). The General Assembly should consider

creating a supervisory board to oversee statewide information management
planning. The board should be independent of DIT.
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III. PROCUREMENT

Section 2.1-563.17 of the Code of "Virginia authorizes the
Department of Information Technology (DIT) to review and approve all State
procurements of data processing and communications services and equipment.
The procurement and contracting branch within DIT's administration division
administers DIT's procurement function. The 14 staff in this branch processed
approximately 1,500 agency procurement requests (APRs) in FY 1986.

Information management plans should be implemented, in part,
through acquisitions of hardware, software, and services. Centralized
procurement review and approval is a vital method for ensuring that DIT and
agency procurements are in direct support of planning objectives. In assessing
DIT's statewide review and approval responsibilities, JLARC staff found that
(a) procurement decisions are frequently made without the benefit of statewide
or agency plans, (b) DIT's service mission inherently conflicts with the State's
need for effective procurement controls, and (c) there needs to be more
effective oversight of DIT's large computer purchases and telecommunications
contracts.

JLARC staff also evaluated the adequacy of DIT's procurement
practices. In general, DIT has established sound procedures for reviewing
agency compliance with the Public Procurement Aect. However, DIT
procurement staff do not consistently interpret or implement these procedures
in procurements that require competitive bids, sole source determinations, and
minority vendor solicitations. Procurement decisions need to be better
documented, especially for sole source contracts.

DIT's efficiency in processing procurement requests was also
evaluated by JLARC staff. DIT has attempted to improve processing
timeliness. By expanding delegation of small purchases to agencies, DIT could
achieve additional processing efficiencies. However, safeguards for overseeing
agency procurements need to be strengthened in order to ensure appropriate
use of delegated authority.

MISSION

Until the creation of DIT in 1984, procurement control
responsibilities were separate from computer services responsibilities, except
for a brief period from 1976 to 1978. The Department of Management Analysis
and Systems Development (MASD) was responsible for reviewing all data
processing procurements. MASD's responsibilities included review of
procurements by the agency responsible for some of the State's largest data
processing acquisitions: the Department of Computer Services (DCS). Before
DCS was created in 1978, MASD (created in 1976) was responsible for
procurements and computer services. Staff for the Governor's secretaries also
reviewed agencies' procurement requests.
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In 1982, secretarial staff sizes were reduced significantly by
Governor Robb. Consequently, the State lost one of the methods for
independently overseeing some of the largest data processing procurements.
Then, when MASD and DCS were merged in 1984, the State lost its only other
method for independently assessing the centralized data center's acquisitions.

Evolution of the Procurement Function

As data processing became a more prominent part of State
government activities, procurements of technical services and sophisticated
equipment were recognized as unique. Special procurement procedures,
multi-level reviews, and planning-related justifications were required as
methods for controlling State expenditures on information technology.
Recently, procurement controls have become weaker.

Location of Procurement Function. Recognizing the unique nature
of data processing procurements, Governor Holton exempted data processing
procurements from procedures established by the Department of Purchases and
Supply. Authority for developing procurement procedures for data processing
equipment was transferred by the Governor to the Division of Automated Data
Processing (DADP) in January 1974. In 1976 when MASD was created,
authority for developing data processing procurement procedures was separated
from the service functions of the centralized data processing agency (DADP)
and placed in the new systems development and planning agency. When the
central computer services agency (then DCS) was merged with MASD in 1984,
procurement authority was located in the same agency as computer services.

Multi-Level Reviews. Until recently, procurements were approved
by sources at a level above the administrative agencies. In 1975, the Secretary
of Administration and Finance reviewed data processing procurements. The
1978 Appropriations Act and Section 4-9.03 of the Code of Virginia restricted
agencies from purchasing data processing equipment and services without the
prior written approval of the Governor. In that same year, Governor Dalton
delegated procurement approval authority to the Secretary of Administration
and Finance. Approval of smaller procurements (less than $25,000) was
delegated by the secretary to the director of MASD.

In an effort to expedite smaller procurements, MASD established
further distinctions in the review and approval procedures. Beginning in 1979,
procurements for less than $10,000 were reviewed and approved by MASD.
Procurements between $10,000 and $25,000 were sent to the Governor's
secretaries for review and then to MASD for final review and approval.
Procurements greater than $25,000 were sent first to the Department of
Planning and Budget and the Governor's secretaries for concurrent reviews,
then to MASD for further review, and finally to the Secretary of
Administration and Finance for approval.

The multiple review process faded into disuse when Governor Robb
restricted the size of the secretaries' staffs. The former directors of
management information systems within each secretarial office previously
reviewed procurement requests. These positions were abolished in 1982. No
further external reviews of procurements have since been instituted.

32



Linkage With Planning. In the past, the procurement review process
was intended to be linked closely to agency planning. Although statewide
planning was not widely accepted, agencies were responsible for developing
individual information management plans. Secretarial and MASD staff
reviewed procurement requests to determine compliance with agencies' plans.
No similar linkage between planning and procurement currently exists.

Need for Re-Establishing Independent Procurement Controls

Since the creation of DIT, procurement controls have diminished.
There is no longer a method for independently evaluating DIT's large computer
purchases and telecommunication contracts. Moreover, because of DIT's
mission to provide mainframe computer services, its ability to objectively
review customer agency requests may be compromised. Independent, objective
reviews of information technology procurements are needed.

Independent Oversight for DIT Procurements. Prior to the creation
of DIT, procurement authority was vested in MASD. Merger of MASD with
DCS resulted in the loss of external procurement oversight for mainframe
computer acquisitions. Currently, DIT procurement decisions need only be
justified internally. For example, Ernst & Whinney (E&W) found that DIT's
justification for its most recent $4 million mainframe procurement was not
well-documented and not related to the achievement of business objectives
that could be documented in strategic and hardware plans.

When upgrading the State's /IBM mainframe computer in
January 1987, DIT developed a number of technical
requirements. These included 50 MIPS of processing power,
“split image" operation (one-half of the machine would serve as
backup for the other half), 128 megabytes of memory for
central storage and 128 megabytes for expanded storage, and
80 channels of access. Although DIT clearly stated the
technical requirements for the new machine, E&W found that
the reasons were not well-documented and could not be related
to business objectives because of the absence of plans. If DIT
had prepared a full explanation of the need for each
requirement of this $4 million acquisition, justifications for
dismissing alternative solutions to an upgrade and alternative
vendors would have been stronger.

In FY 1986, DIT's 183 internal procurements constituted 15 percent
($15,368,067) of the value of its total purchases made for ADP goods and
services.

Because DIT receives a "sum sufficient" appropriation, it is not
subject to the same budget restrictions as other agencies. If DIT determines
that it needs a new mainframe computer, the costs of this computer will be
recovered eventually through charges to customer agencies. External controls
over major acquisitions would help to ensure that DIT procurements are
planned and needed.
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Agency Procurement. The purpose of establishing procurement
controls is to ensure that agencies only purchase hardware and software that is
justified on the basis of approved information management plans. When
adequate and appropriate justification is made on the basis of the plans, the
procurement should proceed on a timely basis. A key to the review of the
procurements, and to agencies' acceptance of the process is the objectivity and
fairness of the reviewing agency.

Implementation of stronger procurement controls, if administered by
DIT, may raise serious concerns about the perceived objectivity of the review.
Because DIT's primary mission is to provide centralized mainframe computer
services, agencies may question DIT's role in reviewing procurements for
systems which do not utilize DIT's mainframe technology. JLARC staff found
no instances in which DIT denied a procurement request that might have
detracted from mainframe data processing. However, in comments on the
JLARC survey of customers, six agencies raised strong objections to DIT's dual
role as both a service provider and a central procurement oversight agency.
Such concerns could make implementation of stronger controls more difficult.

Recommendation (8). State controls over information technology
procurements should be strengthened. The first step in implementing stronger
controls should be the separation of central procurement responsibilities from
DIT. Agencies' and DIT's procurement requests should not be approved unless
they support documented objectives in statewide or agency information
management plans.

COMPLIANCE WITH PROCUREMENT POLICIES

The Virginia Public Procurement Act establishes State requirements
for all public procurements. DIT has also developed additional procedural
requirements for each of the major types of data processing and
telecommunications procurements it processes for agencies (Figure 5). These
procurement types include informal solicitations (for items under $10,000 or
purchases of items from the State contract list), formal solicitations, and sole
source procurements. DIT staff also review procurements delegated to
agencies and higher education institutions.

JLARC staff reviewed a random sample of 225 DIT procurements,
stratified by type of procurement. The JLARC sample included 50 formal
solicitations, 30 sole source procurements, 105 informal solicitations, and 40
delegated procurement replenishments. The review was designed to evaluate
compliance with the most significant procedural requirements for DIT's
procurements. Competitive procurements, sole source determinations, and
minority vendor solicitations are discussed in the following sections.

Competitive Procurements

As required by the Public Procurement Act, DIT has established
procedures for competitive procurements. These procedures include telephone
solicitations for small purchases, and competitive sealed bidding and
competitive negotiation for larger purchases.
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Figure 5
Types of Procurements Processed by DIT
(FY 1986)

DOLLAR AMOUNTS

State Contract List
$4,990,748

. (5%) Informal Solicitations
Informal Solicitations $500 to $10,000

Under $500 $4,119,355
$55,550 4%)
(.06%)

N
AN Formal Solicitations

Sole Source N \&

$45,233,541 5\\\ 345(,:57;,)208

(46%)

NUMBERS OF AWARDS

Informal Solicitations
Under $500

184

V%)

State Contract List
802
(39%)

Sole Source

724
(35%) Informal Solicitations
$500 to $10,000
139
(7%)

Formal Solicitations
196
(10%)

Note: DIT also processed 142 requests from agencies and higher education institutions for replenishment of
delegated authority in the amount of $19,955,000 during FY 1986.

Source: DIT procurement statistics.
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Informal Solicitations. Article 2, Section 11-41 of the Public
Procurement ‘Act states, "a public body may establish purchase procedures, if
adopted in writing, not requiring competitive sealed bids or competitive
negotiation for single or term contracts not expected to exceed $10,000;
however, such small purchases procedures shall, provide for competition
wherever practicable."

Complying with this section of the Public Procurement Act, DIT has
established the following procedural requirement for informal, small purchase
solicitations:

One quotation which may be by telephone or in writing, is
required for purchases of less than $500. For all
acquisitions where the estimated cost of the acquisition
transaction is between $500 and $10,000, three bids must
be obtained, if available. For all telephone bids a record
must be kept of the vendors contacted, the name of the
individual giving the bid, the date, and the amount of
each bid, and to whom the award was made.

In reviewing DIT's procurement files, however, JLARC staff found
that competitive procedures for informal solicitations were not followed by
procurement staff. Sixty-three percent of the APRs between $500 and $10,000
contained less than the required three solicitations.

DIT's five procurement staff inconsistently interpret the three-bid
requirement. Two of the procurement engineers reported to JLARC staff that
they would obtain three bids, regardless of the number of telephone ealls
needed to solicit the bids. If unfamiliar with the requested item, one
procurement officer makes more than three telephone calls. The other three
procurement staff stated that they would call only vendors who might carry the
product, even if the number is less than three. These staff make no more than
three telephone calls even if only one call resulted in a responsive bid.

The State's one-bid requirement for items less than $500 is not a
competitive procurement. Obviously, more than one bid is necessary in order
to achieve competition. However, a requirement to solicit additional bids
might result in administrative costs that exceed the costs saved by identifying
a lower price. Agencies and DIT may still wish to make multiple calls, but it
does not appear necessary to require a multiple-bid procedure for items less
than $500.

Formal Solicitations. For acquisitions exceeding $10,000, the
Virginia Public Procurement Act requires competitive bidding or negotiation.
Section 11-41 of the Public Procurement Act states:

All public contracts [for more than $10,000] with
nongovernmental contractors for the purchase or lease of
goods, or for the purchase of services, insurance or
construction shall be awarded after competitive sealed
bidding, or competitive negotiation.
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The Act also states that awards should be made to the lowest "responsive" and
"responsible” offeror (§ 11-37, Code of Virginia). As determined by the
procuring agency, "responsible" offerors are qualified to provide the product.
"Responsive" offerors offer products that meet the requirements of the
procurement request. Vendors must meet both conditions in order to be
considered for the award.

The sole criterion for selecting among bids, whether formally or
informally solicited, is cost. The Code requires agencies to award contracts to
the responsible and responsive offeror who submits the lowest bid. When
agencies plan to negotiate with vendors for services, agencies must develop
criteria for evaluating and scoring vendors' proposals. DIT requires that cost
be included as one criterion and counted as at least 25 percent of the total
score.

In reviewing 48 formal solicitations, JLARC staff found that in all
cases DIT awarded the contract to the vendor (determined by procurement
staff to be responsive and responsible) who submitted the lowest bid or offered
the highest scoring proposal. However, during the review, JLARC staff could
not determine if DIT complied with selection requirements in 23 percent of the
procurements. During the exposure draft stage of the study, DIT provided
documentation that awards were made to the lowest bidders or highest scoring
proposals in these cases.

Recommendation (9). In all informal competitive procurements,
staff should solicit at least three bids from qualified vendors capable of
providing the requested item. In all formal solicitations, procurement staff
should document that awards were made to qualified vendors submitting the
lowest bids or highest scoring proposals. At a minimum, documentation should
contain all bid amounts or proposal scores, and justifications used in
determining which vendors were not responsive or responsible. Internal audits
should be conducted annually to ensure that procurement staff comply with
competitive procurement laws and procedures.

Sole Source Procurements

The Public Procurement Act and DIT policies set out the
requirements for sole source procurements. "Sole source" applies to
procurements in which only a single vendor is determined to be capable of
providing the requested products or services. Competitive procedures do not
apply to these procurements. In FY 1986, DIT processed 724 sole source
procurements, or about 35 percent of all items procured and 46 percent of the
total dollar awards.

A greater portion of automated data processing items are likely to
be sole source than procurements of other types of goods. Computer-related
equipment and software need to be compatible with existing systems in order
to function properly. Only one vendor may be capable of providing compatible
products. However, because of the greater tendency to procure computer
system components via sole source, it is especially important to ensure that
State controls over these procurements are firmly in place.
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In reviewing DIT procurement files, JLARC staff found inadequate
documentation of sole source determinations. Moreover, confusion regarding
the oversight and service roles of DIT's procurement staff prevent adequate
and effective screening of sole source determinations.

Sole Source Requirements. State procurement laws encourage
competition to the maximum extent possible. Therefore, sole source
procurements should be avoided whenever possible since they provide no
opportunity for competition. A sole source procurement is justified if the
purchasing agency has determined that only a single vendor is capable of
providing the product or service.

The need for compatible equipment, especially in the case of
upgrades and additions to existing computer systems, does not necessarily
require sole source procurements. In some instances, several manufacturers or
vendors offer comparable alternatives for the components of a computer
system. Even proprietary acquisitions, in which a specific item from one
manufacturer is required, do not necessarily justify a sole source procurement.
Proprietary items may be available from several distributors. Therefore,
procurements of compatible equipment or proprietary items may still require
an analysis of alternative vendors.

As set out by the Code of Virginia, a procurement is deemed sole
source when there is only one source practicably available. Although
"practicably available" in the definition from the Code could refer to a
vendor's ability to deliver on time, DIT's guidelines require that a sole source
procurement not be based on availability alone. There should be no
justification for sole source procurements based entirely on a single vendor's
capability to deliver in the least amount of time.

Insufficient Documentation. As required by the Public Procurement
Act, sole source procurements must be justified in writing. This written
justification should document the determination that only one source is
available for the goods or services to be procured. Agencies and DIT
procurement staff are responsible for justifying sole source determinations in
writing.

JLARC staff found that 21 percent of the sole source requests from
agencies did not include a written justification. Seven percent of the sole
source requests also did not have a justification written by DIT procurement
staff. An additional 36 percent of the justifications written by DIT
procurement staff contained only a simple statement that no other vendors
were available. These files contained no supporting evidence that other
vendors were contacted, that the items were unique, or that only one vendor
was capable of supplying the items.

Inconsistent Interpretation by DIT Staff. DIT procurement staff do
not consistently interpret DIT's role in sole source procurements, and therefore
they carry out the review function differently. Some DIT procurement staff
assume a service role; others assume a control role.

One DIT procurement officer interviewed by JLARC
staff believes there are few instances in which items are
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truly a sole source procurement. The procurement
officer reported that he challenges or investigates 90
percent of the sole source justifications received from
agencies. He attempts to make an independent
determination that an item is available.from only one
vendor.

Another DIT procurement officer stated that he questions
only about 15 percent of the sole source justifications
submitted by agencies. The officer believes it is the
agency's  responsibility  to  justify sole source
determinations. Only when he definitely knows that
other vendors offer the requested item does he challenge
the determination.

These different staff interpretations of DIT's role in sole source
determinations affect the State process for reviewing procurements of
hardware and software. Limited reviews by some staff have resulted in
inadequate evaluations of alternatives. On the other hand, other staff
decisions have been overridden by DIT management.

Inadequate Evaluation of Alternatives. If an agency represents to
DIT that goods or services are available from only one source, then the agency
is clearly responsible for justifying this determination. DIT's role in confirming
or denying this determination is not clear, as demonstrated by procurement
officers' different interpretations of their responsibilities.

A recent sole source procurement by the Department of Social
Services (DSS) illustrates an inadequate evaluation of sole source alternatives
and the potential consequences of that decision. DSS procured a $395,000
automated system for the child support enforcement program from Sperry
Corporation, after DSS determined that Sperry was the only practicably
available source. However, in reviewing the project files and supporting
documentation, JLARC staff found no evidence that DSS attempted to contact
other vendors to determine if they could offer a proposal comparable to
Sperry's proposal. The Sperry system that DSS procured has exceeded the
deadline for completion, although it was this deadline that was used to justify
the sole source procurement. A more detailed discussion of this case example
is provided in Exhibit 3.

In reviewing this case example, JLARC staff did not attempt to
retrospectively determine if other sources were available at the time of the
procurement. The sole source procurement may have been appropriate.
However, the sole source determination by DSS was not supported by a
thoroughly documented evaluation of alternatives. And DIT did not request a
more thorough evaluation or conduct an independent evaluation of alternatives.

Need for Independent Assessments. There are instances when a
neutral, well-informed third party is needed to objectively assess sole source
procurement requests prepared by another State agency or by DIT. Two case
examples demonstrate this need. The first illustrates complex technical and
program issues surrounding the sole source purchase of an automated line
scanner by the Department of Transportation in the face of implementing a
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Exhibit 3

INADEQUATE EVALUATION OF SOLE SOURCE ALTERNATIVES
EXAMPLE: DSS CHILD SUPPORT ENFORCEMENT SYSTEM

In August 1984, comprehensive federal changes in the child support
enforcement program were enacted. The changes included more aggressive
measures for collecting support payments, such as garnishing wages and
intercepting tax refunds. These changes, coupled with State legislative
changes which transferred the program from courts to DSS, were to be
implemented by October 1, 1985.

Anticipating that the changes would have a significant impact on
DSS' administration and automated support of the program, DSS reported that
it began planning to accommodate the changes as early as the spring of 1984.
On September 21, 1984, staff from DSS' Division of Child Support Enforcement
presented a conceptual design to DSS managers, DIT, and Sperry Corporation.
A week later, DSS met with the federal Office of Child Support Enforcement
(OCSE) to discuss DSS' advanced planning document.

On September 28, 1984, Sperry gave a demonstration of a system
that had been developed for Pierce County in the State of Washington. During
the next few weeks, Sperry provided additional demonstrations to DSS central
office and field staff, and to DIT.

On November 11, 1984, Sperry submitted a preliminary proposal to
DSS that deseribed how the one-county system in Washington could be
transferred to Virginia. However, DSS understood that Virginia would be used
as a test site -- the system would be developed and tested in Virginia using the
Pierce County system as a starting point. Sperry submitted a more detailed
proposal to DSS in December 1984.

" DSS decided to award the proposal to Sperry on a sole source basis in
February 1985. DSS explained the sole source decision to the federal OSCE on
February 5, 1985, and submitted a sole source procurement request to DIT on
February 6, 1985. DIT received the request on February 8, 1985, and approved
the sole source procurement on February 11, 1985. DSS explained that Sperry
was the only source capable of meeting the October 1, 1985, deadline.

In May 1985, Sperry entered into a contract with the State promising
to deliver by October 1, 1985, "software products that will meet the Federal
requirements for computerized Support Enforcement Programs as stated in the
Code of Federal Regulations, 45 CFR, Part 307.10 as published in the Federal
Register September 19, 1984." The promise has not been kept.

From the date the contract was awarded, the automated system has
not been implemented as scheduled. The system still has not been fully tested,
nor are all components operating as planned. In fact, DSS and Sperry may
renegotiate the contract. Nonetheless, the federal government has not
withheld funds for Virginia's social services programs -- the presumed penalty
if the system was not operational by the federal deadline in October 1985.
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Exhibit 3 (continued)

In reviewing this procurement, JLARC staff conclude that the
evaluation of alternatives was inadequate. This conclusion is based on four
major findings.

First, DSS did not adequately evaluate the feasibility of completing a
major system redesign or replacement within one year. If DSS had conducted a
more thorough evaluation, the full complexity of the project and the
infeasibility of meeting the federal deadline might have been identified. DSS
assumed that the Sperry proposal could meet the deadline, and did not attempt
to seek an extension from the OCSE.

Second, DSS evaluated the cost of Sperry's proposal, which used
MAPPER as the computer programming language, against the cost of upgrading
the current system using another language, DMS-1100. DSS estimated that the
MAPPER based system was less expensive to develop ($565,712) than the
DMS-1100 system ($1,395,281). However, DSS estimated that the annual
operational costs of the MAPPER system ($2,034,216) would be greater than
the DMS-1100 annual operating costs ($1,424,304). DSS assumed that the new
system would need to last at least five-years. Consequently, the total cost for
the DMS-1100 system would have been approximately $2 million less than the
MAPPER system over the five-year period. Nontheless, one of the principal
reasons that DSS decided not to pursue the DMS-1100 alternative was because
it would not meet the federal deadline.

Third, when DSS decided to pursue the MAPPER-based alternative,
DSS did not contact any other vendors until after DSS had decided to award the
contract to Sperry on a sole source basis. DSS reported that four other vendors
were contacted on February 11, 1985, in order to determine if they could
provide supplemental support to implement Sperry's proposal. These contacts
were made a week after DSS had submitted to DIT a sole source procurement
request for Sperry's services. DSS dismissed these alternatives because the
vendors could not provide the level of staff support necessary to meet the
federal deadline.

Moreover, DSS presented the conceptual design to Sperry five
months in advance of this initial contact with other vendors. Had other
vendors been informed of the impending large contract in advance, it is
possible that they would have attempted to allocate sufficient staff in order to
compete for the award.

Fourth, DIT did not thoroughly evaluate other alternmatives. DIT
assisted DSS in evaluating Sperry's proposal as early as September 1984.
However, JLARC staff could find no evidence that DIT challenged DSS' sole
source determination. DIT's procurement staff approved the sole source
procurement request three days after the request was received from DSS.

Source: JLARC staff analysis.
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massive highway construction program. The second case example involves
differences within DIT between the procurement officer and the Director over
an office automation system.

On March 20, 1986, the Virginia Department of
Transportation (VDOT) requested equipment to upgrade
its existing VAX 11/786 CADD system (for
computer-assisted construction design). VDOT also
requested an automated line scanner (for reading and
automating construction plans). VDOT requested DIT to
conduct a sole source procurement, stating that
Intergraph was the only vendor which could provide the
equipment. VDOT wanted delivery by June 1, 1986.

The DIT procurement officer who processed the APR
approved the upgrade totaling $450,255, but declined the
request for a used automatic scanner costing $493,994.
The procurement officer justified the denial for several
reasons which included: (1) the vendor was only able to
provide one customer reference in North America, (2) the
vendor stated that the price would be reduced in the
future, (3) the vendor stated that the scanner would be
replaced with a higher-performance system in the future,
and (4) the system was in early stages of technological
development -- the vendor stated that the software was
not fully developed so output would not be reliable. Data
processing staff at VDOT also recognized that the
scanner technology had its limitations.

After the procurement officer denied the request, the
Commissioner of VDOT wrote a memorandum to the
Director of DIT stating an immediate need for the
scanner in order to facilitate implementation of an
extensive highway construction program. The Director of
DIT approved the procurement.

Six months later, in December 1986, VDOT requested a
new model of the scanner —- at a cost of $284,000. DIT
staff negotiated the contract with the vendor so that
VDOT could exchange the old scanner for the new one
and receive a credit for the difference in price. In an
April 16, 1987, letter to the vendor, VDOT identified
some problems with the software for the scanner. VDOT
reported to JLARC staff that they are working with the
vendor to resolve the problems and that the scanner is
adequately serving the need for automating maps and
plans. VDOT estimates that the scanner will reproduce
plans at approximately twice the speed of current
methods.

*k ok ok

On January 27, 1986, DIT's computer service division
initiated an APR to procure a DIT-based office
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automation system for users with IBM compatible
terminals throughout the State of Virginia. The
estimated cost of the system was $230,997. DIT's
director approved the procurement on January 16, 1986.
DIT’s procurement section received the APR on January
28, 1986. A procurement officer reviewed the sole
source justification and the analysis of alternatives. The
procurement officer felt that there was insufficient
information to support a sole source procurement, and did
not approve the APR. Nonetheless, a decision to award
the procurement was made the next day without a
signature from the procurement officer. According to
DIT's director, his signature was not intended to imply
approval of the procurement, but rather that it should be
reviewed and processed appropriately.

The intent of these case examples is not to question the need for the
sole source procurements or the decisions of the agency heads. Rather, these
examples are used to illustrate that agencies and DIT procurement officers do
not always concur on sole source determinations. When procurement staff
disagree with an agency's determination, a neutral third party should make the
final decision.

Currently, DIT's managers are serving in this third party capacity.
However, often they may not have the technical expertise to adequately
evaluate the reasonableness of the sole source justifications or the need for the
specifically requested item. Nor can DIT management provide objective
decisions with regard to DIT procurement staff decisions. Without
knowledgeable and objective support, central procurement staff cannot
effectively evaluate and control sole source procurements.

Methods for Strengthening Reviews. Information management
planning is a first step in strengthening sole source and other procurement
reviews. Planning would help agencies better anticipate hardware, software,
and service acquisitions. Planning helps to ensure that agencies have adequate
lead time to evaluate procurement alternatives. Information management
plans also would serve as a reference point for evaluating procurement needs,
help to avoid ad hoc procurement decisions by agencies, and limit unwarranted
denials by central procurement staff. However, differences of opinion
regarding compliance of procurements with plans or inadequately justified sole
source determinations will continue to occur.

Reviews of sole source procurements can also be strengthened by
investing the procurement function in an independent agency with sufficient
authority to force compliance with procurement policy. Moreover, an
independent procurement agency could serve as a more objective evaluator of
DIT's sole source determinations.

Procedural methods for strengthening sole source determinations are
also possible. In an audit of sole source procurements, the federal General
Accounting Office recommended market searches for competitive sources,
unless competition clearly is not feasible. The Division of Purchases and
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Supply (DPS) routinely conducts supervisory reviews of all sole source
procurements to determine if the procurements were adequately justified.
DIT's managers sign APRs, but procedural and justification inconsistencies
suggest that these are not thorough reviews.

Recommendation (10). The State's procedures for reviewing sole
source procurements of information technology should be strengthened. As
part of information plans, all State agencies should be required to develop a
biennial procurement plan. Specific requirements for justifying sole source
procurements should be developed, including cost analyses of alternatives and
documentation of contacts with alternate vendors. Central procurement staff
should periodically conduct market searches for items frequently procured as
sole source. Agencies' and institutions' use of sole source procurements, if
conducted under delegated authority, should be reviewed as part of biennial
procurement audits.

Minority Vendor Solicitations

DIT actively encourages minority vendors to participate in its
information technology procurements. The portion of total awards to minority
vendors has increased from 2.1 percent to 7.7 percent from FY 1984 to FY
1986. A significant share of these awards were made to one large
minority—-owned company. If the General Assembly intends to encourage
solicitation of businesses owned by socially and economically disadvantaged
persons, then the State definition of a disadvantaged minority vendor may need
to be revised.

In compliance with statutory requirements, DIT has developed
special solicitation procedures for minority vendors. Consistent application of
the existing procedures could increase participation of minority vendors in
State data processing procurements even further.

Definition of Minority Business. The Code of Virginia requires
agencies to develop procedures for encouraging minority vendor participation
in public procurements. Section 11-48 of the Code states:

All public bodies shall establish programs consistent with
all provisions of this chapter to facilitate the
participation of small businesses and businesses owned by
women and minorities in procurement transactions. Such
programs shall be in writing, and shall include
cooperation with the Department of Minority Business
Enterprise, the United States Small Business
Administration, and other public or private agencies.
State agencies shall submit annual progress reports on
minority business procurement to the Department of
Minority Business Enterprise.

Furthermore, §2.1-64.32 of the Code of Virginia states:

"Minority business enterprise” means a Dbusiness
enterprise that is owned or controlled by one or more

44



socially or economically disadvantaged persons. Such
disadvantage may arise from cultural, racial, chronic
economic circumstances, or background or other similar
cause.

Under this State definition, a minority business is defined as one
owned by socially or economically disadvantaged persons. If it is the intent of
the General Assembly to ensure affirmative solicitation procedures for
disadvantaged minority-owned businesses, the statutory definition of a
minority business enterprise may need revision. As illustrated by DIT's awards
to minority vendors, a large corporation can meet the current definition solely
because its owner qualifies as a racial minority.

In contrast to State law, federal regulations restrict the size of
companies defined as disadvantaged minority-owned businesses. For example,
a company cannot have more than 1,000 to 1,200 employees (depending upon
the type of products) in order to qualify as a disadvantaged minority-owned
business.

DIT reported that minority vendors were awarded 7.7 percent of the
total awards in FY 1986. Almost one-third of all DIT's awards to minority
vendors were made to one large company. These awards accounted for almost
three-fourths of the total dollar amounts awarded to minority vendors (Table
4). This minority-owned company has 31,000 employees and annual earnings of
approximately $2 billion.

Recommendation (11). The General Assembly may wish to amend §
2.1-64.32 of the Code of Virginia to define disadvantaged minority vendors as
socially and economically disadvantaged. Consideration should be given as to
whether the intent of the statute is to define large corporations as
disadvantaged on the basis of minority ownership, and if these organizations
should benefit from special solicitation procedures.

DIT Solicitation Procedures. As required by the Code of Virginia,
DIT has developed procedural guidelines to include minority vendors in informal
procurements. These guidelines state, "when conducting an informal
solicitation (for items between $500 and $10,000) at least one of every three
vendors contacted for bids will be a minority firm whenever possible."

As part of all formal solicitations, DIT sends a copy of the invitation
for bids, (IFB) or requests for proposals (RFP) to DMBE. This procedure is
intended to ensure that minority vendors who might not otherwise be aware of
State procurement opportunities are given a chance to compete on DIT
procurements. In addition, DIT utilizes the services of "Bid Net," a subsidiary
of Dun and Bradstreet, which advertises governmental solicitations to over
1100 subscribers, including 71 minority business development councils
nationwide.

In response to a legislative request, DIT also routinely sends RFPs
for consulting services to all minority vendors which offer this type of service.
DIT does not have a similar procedure for sending IFBs or RFPs to minority
vendors which offer other types of services or equipment. Similar procedures
are warranted as a method to actively recruit minority vendors for all types of
formal procurements.
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Table 4

PERCENT OF PROCUREMENT AWARDS TO MINORITY VENDORS
(FY 1984 - FY 1986)

Percent of Total Awards

Minority Vendors

Large All
Year Company Others Total
1986 2.6% 5.1% 7.7%
1985 2.8 1.7 4.5
1984 2.0 0.1 2.1

Percent of Dollar Amount in
Categories Offered by Minority Vendors*
Minority Vendors

Large All
Year Company Others Total
1986 8.9% 4.0% 12.9%
1985 11.7 1.0 12.7
1984 12.1 3.6 15.7

*Based on DIT's determination of the types of equipment or service
procurements in which minority vendors compete. Minority vendors do
not offer certain products such as mainframe computers.

Source: DIT's procurement statistics and minority vendor reports.

Active recruitment of minority vendors for formal solicitations is
also important because the State hardware and software contract list is
competitively bid. Items on the State contract list cannot be independently
procured from other vendors after the bids are awarded. Items on this list are
frequently purchased by agencies. In order for minority vendors to receive a
greater share of the contract list purchases, products offered by minority
vendors must be included on the list. On the April through September 1986
contract list, for example, six of 42 contracts were with minority vendors.
Thirty-nine of the 436 contract list awards were made to minority vendors.
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Compliance with Procedures. In interviews with DIT procurement
staff, JLARC staff found inconsistent interpretations of solicitation
procedures. Three of the procurement staff reported that they call a minority
vendor only if they know that the vendor offers the product. Otherwise, these
staff do not contact a minority vendor at all. On-the other hand, two of the
procurement staff believe they are required to call a minority vendor even if
the vendor might not offer the product.

By checking the names of vendors contacted against DIT's list of
registered minority vendors, JLARC staff found that 50 percent of the APRs
between $500 and $10,000 had no documentation that a minority vendor was
contacted. Twenty-seven percent of those minority vendors that were
contacted made a bid, and three percent of those bids were actually awarded.

DIT currently maintains an automated list of all registered vendors,
categorized by the type of product or services that each vendor offers. In
order to avoid discretionary selection of minority vendors for informal
solicitations, procurement staff could use this list to randomly select a
minority vendor that offers the requested type of product. Staff should be
required to call at least the pre-selected vendor, but others could be called
also.

For formal solicitations, the commodity codes on the automated list
could be used to identify all minority vendors that offer the requested service
or product. Formal solicitations should be sent to all minority vendors that
offer the requested item, in the same way that minority vendors are solicited
for consulting services. As the number of registered vendors increases, a
minimum number of contacts could be established for formal solicitations.

Recommendation (12). DIT should continue in its efforts to increase
participation by minority vendors. Procurement staff should routinely select
and call one or more minority vendors from the registered vendors list for all
informal solicitations. Similarly, procurement staff should establish and
contact a minimum number of minority vendors for all formal solicitations.

Training

Additional training would help procurement staff more consistently
interpret and implement procurement policies. As previously discussed, DIT's
procurement staff follow different procedures when soliciting bids for
competitive procurements, evaluating agencies' sole source determinations,
and soliciting minority vendors. Policies in each of these areas should be
clearly defined and communicated to all staff.

Current training is limited. DIT's procurement staff receive no
formal training as part of their jobs. New staff are expected to learn the
procedures as they work. Formal training that establishes clear expectations
for all staff might help DIT ensure consistent implementation of procurement
policies.

Recommendation (13). A formal training program should be
established for all procurement staff. The training should include clearly
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defined procedures for conducting competitive procurements, sole source
determinations, and minority vendor solicitations. Periodic supervisory reviews
of procurements should also be conducted to ensure consistent interpretation
and implementation of procedures.

PROCESSING EXPEDIENCY

DIT recognizes agency needs for prompt processing of procurement
requests. DIT has established processing time standards and is achieving these
standards for non-competitive procurements. However, competitive
procurements take considerably longer than other purchases, and are not
meeting DIT's processing standards.

Agency Satisfaction. On JLARC staff's survey of customer
agencies, 68 percent of DIT's customers reported that procurements were
processed in a timely fashion, but 32 percent reported that they were not.
Some processing delays might be avoided if DIT improved its system for
tracking agencies' procurement requests. Other delays are outside of DIT's
control and are a necessary part of public procurements. In particular, the
complex nature of formal solicitations and statutory requirements for
competition contribute to long processing intervals for larger procurements.

Small procurements could be expedited, however, if agencies
assumed this portion of DIT's current workload. Agencies do not have to use
DIT for processing informal solicitations or purchasing items from the State
contract. Nonetheless, more than half of the agency requests that DIT
processes are for small procurements. The current practice of delegating these
small procurements to institutions of higher education and some agencies
should be extended to additional agencies.

Procurement Processing Standards

JLARC staff reviewed all 1,460 automated procurement records for
FY 1986 to determine DIT's success in meeting processing standards. JLARC
staff reviewed the number of days between the date on which DIT received the
APR and the date procurement staff approved the APR. The procurement
standards are shown in Table 5.

Distinctions Among Standards. Recognizing that competitive bidding
and negotiating require more procedural steps than three telephone calls for a
specific item, DIT has established longer durations for formal solicitations than
for informal solicitations. Formal solicitations require DIT and agencies to
develop written requests for bids or proposals. These requests usually contain
unique technical specifications in addition to standard State contractual
provisions. Preparation of the written solicitation may require multiple drafts
before DIT and an agency agree upon the final wording in the document.

Because vendors must develop specific written bids or proposals in

response to formal solicitations, the standards allow additional response time.
The standards also allow additional time for evaluating proposals submitted in
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Table 5

STANDARDS FOR DIT PROCUREMENT PROCESSING

Type of
Procurement

Request for
Proposal (RFP)

Invitation
for Bid (IFB)

Sole Source

Informal
Solicitations

Contract List
Purchase

Replenish
Delegated
Authority

Processing
Activities

Prepare RFP Procurement
Solicit Bids
Review and Select
Proposals
Post Intent to Award Notice
Negotiate Contract (or
use pre-negotiated
master contract)

Prepare IFB Document

Solicit Bids

Product Testing (or simple
determination of lowest bid)

Post Intent to Award Notice

Prepare Contract

Review Request
Post Intent to Award Notice
Prepare Contract

Solicit Telephone Bids
Prepare Small Purchase
Contract or Delivery Order

Order Items

Prepare Small Purchase Contract

Review and Approve Request

Procurement Contract
Standard

(in days)

88

21
17

21
10

10
10

10

10

(&)

Standard
(in days)

28 (3)

No Standard

No Standard

10
10

Not Applicable

Source: DIT's Division of Administration memorandum, November 22, 1985.

response to an RFP. Less time is needed to simply select the lowest bidder
among responses to an IFB, unless DIT or the agency determines that the
products must be tested before selecting a bid.

According to DIT's policies, an "intent to award" notice for all
formal solicitations and sole source procurements must also be posted for 10
days prior to awarding the contract. This policy is intended to provide other
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vendors with the opportunity to protest the award decision before the contract
is actually awarded.

Two types of DIT procurement activities require no solicitations:
contract list purchases and delegated authority replenishments. Items on DIT's
hardware and software contract list have been previously bid. Therefore,
procurement staff simply order items from the pre-approved list. In the case
of replenishments, DIT staff review agencies' and higher education institutions'
requests for renewal of delegated procurement authority.

DIT was most successful in meeting the standards for
non-competitive procurements, that is, sole source, $500 items requiring one
telephone call, and renewals of agencies' requests for delegated procurement
authority. Formal solicitations (IFBs and RFPs) and procurements between
$500 and $10,000 most frequently failed to meet standards (Table 6).

Table 6
PROCUREMENT PROCESSING PERFORMANCE
(FY 1986)
DIT Average
Processing Processing Percent
Type of Standard* Time Achieving
Procurement (in days) (in days) Standard*
Request for Proposals** 94 157 27%
Invitation for Bids** 69Hx* 101 32
Sole Source 20 9 89
$500 - $10,000 10 15 52
Under $500 10 4 92
Contract List 10 5 86
Replenishment 10 9 85

*Does not include contracting standard or durations.

**Based on JLARC staff's sample. DIT automated files do not distinguish
between types of formal procurements.

*+*]F'B standard assumes product testing.

Source: DIT's Automated Procurement Records.
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Although DIT has established standards for the steps involved in
approving a procurement request, contracting standards have not been
developed for all types of procurements. DIT has established contract
standards for formal solicitations, but not for informal procurements. In order
to establish specific expectations for timely processing throughout the entire
procurement, contracting standards are also needed.

Automated APR Tracking. As one way to improve timely processing,
DIT should improve its method for tracking the progress of agency procurement
requests (APRs). Currently, DIT cannot respond to an agency's inquiry
regarding the status of an APR without conducting a manual search through the
files. In some instances, if the APR is at the Attorney General's Office, DIT
may not be able to immediately identify the APR's location. An automated
tracking system would enable staff to immediately determine the status of
APRs.

A second important purpose for tracking is monitoring compliance
with processing standards. Although DIT has established processing standards,
staff and supervisors do not receive performance reports on achievement of
standards. This information would be useful for management purposes, and
could also be used as a "tickler" mechanism. For example, a report could be
issued that lists all APRs approaching a given processing standard. Staff would
be alerted by this report that certain APRs should be given immediate
attention.

Recommendation (14). Procurement staff should establish and
increase efforts to meet processing standards for procurement and
contracting. As one method for monitoring performance, procurement staff
should develop an automated system for tracking procurement requests. The
system should be used to produce reports which identify all agency requests
that exceed processing standards. Supervisory staff should routinely review the
status reports and take necessary steps to ensure prompt completion of agency
procurement requests.

Procurement Workload

DIT's ability to meet procurement standards is also affected, in part,
by workload. During the last six years, the number of procurements processed
by DIT (formerly MASD) has increased from 903 in FY 1980 to 1,576 in FY
1986. During this period, procurement staffing increased by only two positions,
from five to seven procurement engineers. Many of these procurements did not
necessarily require DIT's participation.

Delegated Authority. Currently, DIT has delegated procurement
authority to 29 agencies and 17 educational institutions. As provided for by
DIT's procurement policies, agencies' total purchases from the hardware and
software contract list cannot exceed $25,000. Generally, agencies can
purchase an item that is not on the contract list if the item's cost does not
exceed $1,200. Four agencies, the Virginia Department of Transportation, the
Department of Education, the State Council of Higher Education in Virginia,
and the Virginia Institute of Marine Science are permitted to procure items of
up to $10,000 which are not on the contract list. The limits of this "blanket"
delegated authority range from $20,000 to $50,000.
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DIT delegates higher amounts of procurement authority to higher
education institutions. These "blanket authorizations" range from $20,000 for
smaller colleges and universities, such as the Virginia Military Institute, to
$500,000 for larger universities such as Virginia Polytechnic Institute and State
University. The institutions' total purchases cannot exceed these limits.
Procurements of individual items which are not on the contract list cannot
exceed $10,000.

The limits on delegated authority serve as a review point for DIT.
When an agency or institution nears the limit, it must submit a list of
procurements to DIT for review. DIT reviews the list and attempts to
determine if the agency has complied with procurement laws and procedures.
If all procurements appear to have been conducted appropriately, DIT
authorizes the agency to conduct additional procurements until the limit is
reached again. Institutions may request higher limits at the time of subsequent
reviews.

Because colleges and universities typically purchase greater amounts
of computer hardware and software, it may be appropriate for these
institutions to have higher limits of delegated authority than agencies. State
procurement requirements, established by the Division of Purchases and Supply
(DPS), restrict agencies to a $1,200 limit for an item not on the contract list.
However, the same informal solicitation procedures (three telephone calls) for
items less than $1,200 apply to items less than $10,000. With adequate training
and proper auditing, agencies could use informal solicitation procedures for all
items that qualify at an amount less than $10,000.

Procurements Processed by DIT. JLARC staff reviewed DIT's
current workload to determine how much of that work could have been
delegated to agencies and institutions. If all procurements less than $10,000
and contract list purchases had been delegated to agencies, 55 percent of the
procurements processed by DIT in FY 1986 could have been processed by
agencies. JLARC staff summed the processing times for each procurement
type and calculated that 20.3 percent of total processing time is spent on small
procurements (less than $10,000) and purchases from the pre-bid State contract
list.

Recommendation (15). DIT should increase its efforts to delegate
procurements from the State master contract to agencies and higher education
institutions. In delegating procurement authority to agencies, DPS should
consider increasing the limit on individual purchases of data processing
products to $10,000. Authority to informally solicit bids for items less than
$10,000 which are not on the contract list, shouid also be delegated to
agencies, as is currently the practice for higher education institutions.

OVERSIGHT RESPONSIBILITIES

Effective delegation of procurement authority to agencies requires
adequate central oversight. Otherwise, DIT's workload will be reduced, but
public procurement safeguards might be jeopardized.
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DIT has developed minimal safeguards for overseeing agencies' use
of delegated authority. DIT offers a brief orientation for agencies before
delegating procurement authority. DIT also requires agencies' to periodically
request renewals of delegated authority. These methods are not adequate for
ensuring compliance, however. More rigorous training and auditing programs
are needed.

State monitoring of vendors' performance is also needed. Although
DIT maintains some records on vendors' defaults, a more comprehensive
database on State contracts for information technology should be developed.
This information could be used by agencies in making more knowledgeable
selection decisions. However, the success of a statewide system for monitoring
vendor performance will depend upon all agencies providing complete
information to a central source.

Reviewing Delegated Procurements

DIT attempts to ensure that agencies and institutions comply with
procurement laws and procedures. DIT staff review a list of each agency's
procurements before authorizing the agency to conduct additional
procurements. DIT also provides some training and imposes disciplinary
sanctions as warranted.

Additional measures to monitor use of delegated authority are
necessary, particularly if all smaller purchases are delegated to agencies.
Measures for strengthening oversight include specific documentation
requirements, periodic audits, firm disciplinary sanctions, and continuous
training.

Documentation. Agencies and institutions with delegated authority
which have purchased up to the dollar limit of their authority cannot make
additional purchases without submitting an agency procurement request for
DIT's approval. DIT requires agencies to submit procurement documentation
along with the APR. This documentation includes the purchase order number,
the date of the procurement, the vendor awarded, whether or not the item
procured was on the hardware/software contract list, the item procured, the
quantity, and the unit and total prices. In reviewing agency requests for
replenishments of delegated authority, JLARC staff found inconsistent and
inadequate documentation.

For example, 59 percent of the requests did not identify which items
were procured from the contract list. Without this information, DIT staff
cannot adequately determine if customer agencies are appropriately buying
items from the contract list and competitively bidding others. Although 72
percent of the requests contained the names of vendors from whom items were
purchased, the documentation did not identify minority vendors, or provide
evidence that appropriate numbers of bids were solicited (Table 7).

Disciplinary Sanctions. Documentation accompanying requests for
delegated authority is incomplete; therefore, JLARC staff could not determine
if procedural violations occurred. JLARC staff identified possible violations in
eight percent of the cases, which included purchases above the authorized limit
and orders that were split into multiple purchases as a way to circumvent
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Table 7

TYPE OF DOCUMENTATION SUBMITTED WITH REQUESTS
FOR DELEGATED PROCUREMENT AUTHORITY

Percent of Requests

Type of Documentation Containing Documentation
Description of items 80%

Cost of items 80
Identification of vendors 72

Purchase orders 31

Notation of items purchased 41

from the contract list
Other miscellaneous information 79

Source: JLARC review of DIT procurement files.

limits. Because the files contained inadequate documentation, the violations
could not be verified. However, the files do raise serious questions about
compliance with procurement policies.

When DIT finds a procedural violation, it may take disciplinary
action. For agencies, a warning letter is sent to the agency for first and
second violations. A third violation results in withdrawal of the agency's
delegated authority for one year. Current policy sets out the following actions
for higher education institutions and agencies with blanket authorizations:

First Violation. A letter of warning to the blanket administrator
documenting specific violation(s).

Second Violation. Reduction of the institution's blanket
authorization by 50 percent.

Third Violation. Further reduction of the institution's blank
authorization by 50 percent and reduction of the institution's
delegated purchasing authority for non-contract list items to $2,500.

Fourth Violation. @ Withdrawal of the institution's blanket
authorization and delegated purchasing authority for a period of not
less than one year.
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In FY 1986, DIT issued one warning letter to an agency (the
Department of Health) citing a first violation of procedures or policies. In one
instance, DIT reduced an institution's authorized limit. In addition, DIT will
only grant a request for an increase in the authomzed limit if the regulating
agency has no violations.

These sanctions appear adequate for encouraging agencies to comply
with procedural requirements. However, DIT cannot adequately determine if
agencies are fully complying with public procurement laws or procedures
without more complete information and periodic audits.

Audits. DIT requires agencies to maintain the following information
in internal procurement files:

(a) A copy of the purchase order for audit purposes.

(b) Summaries of bids for items not contained on the contract list.
The summaries must include vendors' names, individuals
contacted, date, bid amount, and item description.

(e) Additional documentation that agencies may require of internal
staff in order to justify requests.

However, central procurement staff cannot determine if agencies comply with
the requirements because DIT does not conduct any on-site audits.

Reviews of replenishment requests, if properly documented, can
identify procedural violations. However, on-site audits are necessary in order
to determine full compliance with competitive requirements. DIT is currently
attempting to develop a cooperative audit program with the Division of
Purchases and Supply.

Training. Before delegating procurement authority to an agency,
DIT provides approximately two to three hours of training to agency staff.
Approximately 83 percent of the agencies which received training reported on
the JLARC staff survey that the training was adequate. Seventeen percent of
the agencies reported that the training was inadequate.

If agencies are to knowledgeably and competently administer
delegated authority, additional training should be made available. A formal
training program, and "refresher" courses should be developed in order to
facilitate delegation of all informal solicitations and contract list purchases to
agencies. Moreover, a probationary period, during which central procurement
staff closely audit agencies' practices, should be incorporated as a training and
oversight compo ent of delegation.

Recommendation (16). In delegating procurement authority to
agencies and institutions, procurement staff should establish procurement
documentation requirements. A formal audit program should also be developed
to monitor compliance with public procurement laws and procedures. Audits
should be conducted within six months of the initial delegation and biennially
thereafter. A periodic training schedule should also be developed.
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Monitoring Vendor Performance

Vendors' compliance with contractual obligations also needs to be
monitored. DIT staff currently assist agencies in preparing contracts, ranging
in complexity from simple delivery orders to sophisticated technical
performance requirements. However, DIT does not systematically monitor
vendor performance after the contracts have been developed. In order to
effectively monitor vendors' performance on all information technology
contracts, a central State source needs to routinely receive performance
information from agencies.

Without a central source of information on the performance of
vendors, State agencies cannot fully assess a vendor's capability to provide
requested products or services. If agencies promptly notified central
procurement staff of unsatisfactory vendor performance, the central personnel
could assist agencies in resolving problems. The central staff could also
maintain up-to-date information data on vendor performance, and make this
information available to agencies.

Recommendation (17). A centralized method for monitoring vendor
performance should be established. Agencies should inform the central
procurement staff of all instances of unsatisfactory vendor performance on
State contracts for information technology. This information should be
available to agencies for use in making subsequent vendor selection decisions.
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IV. SYSTEMS DEVELOPMENT

The Systems Development Branch (SDB) develops, modifies, and
maintains automated information systems for other State agencies. SDB also
conducts special studies, serves as a consultant, and assists agencies in
procuring and installing systems. In a manner similar to private contractors,
SDB bills customer agencies at hourly rates. SDB's activities also are partially
supported by general funds for projects that benefit multiple agencies. SDB
has 75 staff positions.

SDB was originally established in 1973 as an organizational unit
within the Division of Automated Data Processing, and later in 1976 as a
division within the former Department of Management Analysis and Systems
Development. When SDB was originally established in 1973, the State
perceived a need for a centralized pool of systems development staff. The
centralized staff had a twofold mission: (1) developing interagency systems;
and (2) providing central support for agencies which had occasional needs for
systems-related services.

In recent years, the General Assembly and the executive branch have
raised concerns regarding the role of a centralized systems development staff
and have taken a number of actions. General funds appropriated to SDB for
interagency projects have been significantly reduced in recent years as the
number of these projects has declined. Furthermore, SDB was authorized in
1976 to exercise a "first right of refusal" on all State systems development
projects. This policy was designed to support the centralized staff. Agencies
were directed to first seek SDB's assistance before attempting to obtain
services from private contractors. However, this policy was reversed in 1984;
agencies are now required to competitively bid on all but the smallest projects
($50,000 or less).

Under current internal service fund guidelines, SDB cannot
effectively compete with private contractors. SDB is unable to recover costs
for developing proposals which are not awarded. Agencies are relying
increasingly upon private contractors and internal staff for systems
development services. As a result, the mission of the centralized staff for
systems development services needs to be reassessed. In addition, SDB's
management of projects needs to be improved.

FUTURE ROLE OF SDB

The State has a need for central staff support to assist agencies in
identifying automation needs and the methods for meeting those needs. Also,
small agencies without adequate systems staff can benefit from periodic
assistance in maintaining and modifying automated systems. SDB's mission
should emphasize these roles.
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Mission of the Systems Development Branch

A centralized systems development staff (SDB) was created in 1973
for the purpose of developing interagency projects and for providing systems
maintenance, modification, and development services to State agencies on a
cost-reimbursed basis. However, the centralized staff currently provides a
broad range of services in addition to the original development, modification,
and maintenance projects.

Creation of Centralized Systems Development Services. The
Commonwealth's centralized systems development services were initially
organized in 1973 within the Division of Automated Data Processing to provide
two important functions for State agencies. First, the unit would identify,
plan, and develop centralized systems that could benefit more than one State
agency. This function became the Interagency Systems Development program,
which grew from $735,000 in FY 1977 to $3.6 million in FY 1981. Funding for
the program remained at approximately $2 million per year from the end of FY
1981 through FY 1986. It was reduced to less than $500,000 for each year of
the 1986-1988 biennium.

Second, the unit would serve as a "pooled" resource for State
agencies without full-time systems development expertise. Any State agency
could use these services to develop, modify or maintain automation
capabilities. Because this was a support service, the costs were charged to
users through an internal service fund.

The systems development services were transferred to the
Department of Management Analysis and Systems Development (MASD) in
1976, and subsequently to the Systems Development Branch (SDB) of the
Department of Information Technology in 1984. The statutory mission of
systems development remained essentially the same during these moves.

Evolving Role. Two provisions of the Code of Virginia provide the
statutory framework for SDB to carry out its work. Section 2.1-563.18(3)
directs DIT "To provide technical assistance to state agencies in such areas as:
(i) designing management information systems; (ii) performing systems
development services, including design, application programming, and
maintenance....." Section 2.1-563.19 establishes an Automated Services
Working Capital Fund to be used exclusively to finance automated systems
design, development, and testing services and staff. This last provision is
specific about the role of SDB as a designer and developer of automated
systems for State agencies.

Until 1984, SDB was primarily providing systems development and
maintenance support to agencies. During the next two years, SDB's role was
influenced by two important events -- a $50,000 limit on project size and,
later, sharp cuts in the Interagency Systems Development fund. These events
reduced the number and size of traditional agency systems development
projects and made SDB more dependent on smaller agencies for work. For the
most part, larger State agencies accelerated their use of private vendors for
larger projects. This changing environment for systems development projects
led SDB to broaden the scope of its mission and to expand its service offerings.
Currently, SDB is providing such services as:
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SDB developed an information management plan for
coordinated automated support of emergency services at
State and local levels. The plan provided for a change
from decentralized emergency services to a coordinated
form of interagency support. The plan was issued to the
Department of Emergency Services and various localities
at a cost of $108,047.

SDB prepared for and attended meetings of the Criminal
Justices Information System (CJIS) committee. The role
of the SDB staff was to provide support and assistance in
developing a statewide data dictionary for criminal
justice information. SDB was also expected to assist the
committee in developing goals and standards for the CJIS
system. SDB was paid $15,836 for this consulting
contract.

SDB has an experienced staff of professionals. But because the staff
size is fixed, it is difficult for SDB to possess the wide-ranging experiences and
multiple skills necessary to respond effectively and efficiently to all customer
requests for systems development related assistance. Discussions with other
State agency staff indicate that "commercial vendors can adapt more quickly
to changing technologies and provide more varied experiences and generally
more specific application experiences."

DIT needs to carefully evaluate the mission of SDB in light of three
continuing trends: (a) declining Interagency Systems Development revenues, (b)
restrictions on the size of internal service fund projects to encourage
competition on systems development projects, and (c) increased use of
commercial vendors by State agencies.

Declining Interagency Systems Development Funds

Interagency Systems Development (IASD) funding was sharply
reduced during the 1986 and 1987 sessions of the General Assembly. Recent
studies of the IASD funds indicated that SDB often used these general funds for
projects that did not meet legislative criteria. Consequently, the General
Assembly reduced the levels from approximately $2 million in FY 1986 to
$463,000 in FY 1987 and $388,000 in FY 1988. The decline in qualifying
interagency projects and SDB's loss of this major source of revenues are among
the indicators that point to the need to reassess the role of SDB.

Compliance with Legislative Intent. Two general criteria apply to
the use of IASD funds for development and maintenance projects:

e The focus of the development program is to provide automated
information systems that support multiple agencies.

® Appropriate uses of general funds for maintenance projects
include: latent program errors (SDB programming errors
undetected at the time of development), and computer environment
changes (systems changes required because of DIT hardware or
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software changes). General funds can be applied to any
maintenance project, including a project that was developed with
internal service funds.

Studies conducted during the last two years concluded that DIT did
not use IASD funds in a manner consistent with the fund's criteria. DIT's
internal auditors found that the program had expanded from its original
purposes to include development of systems that served the "broad interests" of
the Commonwealth. In addition, the fund was used to assist those agencies
which did not have data processing staff.

Department of Planning and Budget staff found that the fund
supported multi-agency systems, as intended. However, use of the funds had
extended to agency-specific systems which were not related to the original
purposes of the fund. In addition, SDB management had not clearly established
when the costs of systems developed with IASD funds should be transferred to
user agencies.

By reviewing FY 1986 projects, JLARC staff also found that SDB had
used the funds for some projects that did not appear to meet legislative intent,
as illustrated by the following examples:

SDB used IASD funds to finance a study for the
Department of Education (DOE). The objective of the
study was to develcp an information management plan for
DOE. The cost of the contract was $150,000. The only
State agency receiving a direct benefit from the project
is DOE. SDB assumed this project met interagency
criteria because local school divisions might eventually
benefit from DOE’s system.

* ok Xk

SDB applied IASD funds to help the Department of
Correctional Education (DCE) develop the "Student Data
System.” The system was financed with $60,000 of /ASD
funds, and $80,000 from DCE. The system is used
exclusively by DCE. Thus, IASD funds were used to
subsidize an agency’s specific project. SDB contends that
the Parole Board and the Department of Corrections will
also access DCE’s system. However, to date the system
is only accessed by DCE.

Reductions in [ASD Funding. While the agencies may have
demonstrated a real need for these systems, it is clear that SDB interpreted
interagency applications more broadly than the General Assembly intended.
During the 1987 Session, the General Assembly further reduced the level of
IASD funding to $388,000 for the second year of the 1986-1988 biennium.
Funding for the previous biennium had been approximately $2 million per year.

The House Appropriations Subcommittee on General Government

recommended a reduction in funding because "projects were developed for a
single agency, non-general fund agencies, and for the sole use of the host
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agency [that is, SDB]..... The project list for the current biennium included
only two or three projects that meet original criteria for the fund." During the
1987 Session, the General Assembly also approved the Governor's recommended
additional decreases of $137,000 and $212,000 from each year of the biennium
"in anticipation of surplus balances in the IASD maintenance accounts.”

During recent years, IASD funds have accounted for almost half of
SDB's total revenues. However, in FY 1987, IASD funds account for only 13
percent of SDB's expected revenues (Table 8). SDB estimates that revenues
from internal service funded projects will partially offset the IASD fund loss.
But DIT projects an internal service fund deficit of $150,000 at the end of FY
1987.

Table 8

IASD APPROPRIATIONS AND SDB REVENUES
(FY 1983 - FY 1987)

Fiscal IASD Total IASD Funds As
Year Appropriation Revenues Percent of Total
1983 $1,876,360 $3,809,460 49.3%
1984 1,956,445 4,449,601 44.0%
1985 1,955,195 4,045,637 48.3%
1986 2,040,990 4,317,617 47.3%
1987 463,000 3,569,972* 13.0%
1988 388,000 3,463,940* 11.2%

*DIT's projected revenues.

Source: DIT and 1986 Appropriations Act.

New Oversight Procedures. Since the recent reductions of general
funds for systems development projects, SDB has developed additional
oversight procedures for determining appropriately qualified projects.
Proposed projects are now reviewed and authorized for funding at a higher
administrative level:

(1) SDB staff develop a list of proposed projects for each
Governor's secretary.

(2) Each secretary reviews, prioritizes, and approves the projects.

(3) An agency proponent has direct responsibility for the system.

(4) A board composed of representatives of the affected agencies
is established for each project to ensure that automated

systems meet the needs and requirements of the targeted
agencies.
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In FY 1987, two IASD-funded development projects with a total value of
$200,000 (the Intellectual Property Project and the Children's Residential
Facilities Project) were administered under the new guidelines.

The application of maintenance funds will be subject to the approval
of the Deputy Director of DIT. The deputy will be responsible for ensuring that
fund use complies with the maintenance criteria.

Although these additional oversight procedures have been introduced,
DIT still plays a key role in determining which projects are funded. The need
for the projects are not linked to any statewide objectives or plan.

Recommendation (18). Interagency systems development projects
should be justified and prioritized according to objectives in a statewide plan.
The State should consider awarding these types of project contracts on a
competitive basis.

Encouraging Competition by Limiting the Project Size

In 1984, the General Assembly enacted legislation designed to
increase competition on systems development projects. The Appropriations
Act requires agencies to competitively procure any project in excess of
$50,000. Agencies may award a contract to SDB for $50,000 or less without
soliciting proposals from other vendors.

In effect, the $50,000 limit restricts SDB to small projects. SDB
cannot recover costs incurred in preparing proposals which do not result in a
contract award. Consequently, private vendors are the primary source for
major systems development projects in State agencies, except agencies which
develop systems with their own staff.

Rationale for Current Limit. By establishing a $50,000 limit on
project size, the General Assembly intended to ensure that agencies
competitively procured systems development services for larger projects.
Consistent with public procurement policies, the competition requirement was
intended to foster multiple proposals so that agencies could select the best
service at the lowest price. The following language was included in the 1984
Appropriations Act and each subsequent Act:

Before agreeing to purchase services for systems
development....any state agency....may follow the
procedures for competitive negotiation. Such procedure
shall be mandatory for any purchases in excess of $50,000.

At the time the policy was developed, the House Appropriations
Subcommittee on General Government perceived "higher costs to agencies with
the services provided by SDB (formerly MASD)." State policies had required
agencies to purchase systems development services through MASD, "unless
MASD determined that they [were] unable to complete the project as
efficiently as an outside vendor." The Subcommittee reported that in some
instances this had resulted in higher costs because:
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(1) The user agency received no other alternative proposals for
accomplishing the same goal.

(2) The cost and time for MASD to complete the project had run
over estimates. (The Subcommittee recognized that MASD had
improved their estimation techniques, but cost overruns still
occurred and were reflected in the rate to all user agencies.)

(3) The agency (MASD) had to generate sufficient revenue to pay
operating costs. Given commitments to employees, a steady
flow of projects was required to keep revenues and expenses in
line.

SDB Response to the Limit. SDB's policy is not to bid on projects.
SDB cannot bill customers for hours spent on developing project proposals
which do not result in a contract. Thus, if SDB competed for projects, the
rates would have to be increased in order to recover proposal expenses from
other agency contracts. SDB cannot levy such an increase and expect
customers, in effect, to pay for services they do not receive. Internal service
fund requirements and the $50,000 limit are rendering SDB-provided
development services an infeasible alternative for agencies considering larger
rojects. However, SDB and agencies have begun to segment projects into
50,000 contracts.

Compliance with the Limit. Because SDB does not identify and
record all contracts associated with a particular project, JLARC staff could
not determine the full extent to which SDB complies with the $50,000 project
limit. However, in interviews with SDB and customer agency staff, JLARC
staff found eight examples of projects that exceeded the $50,000 limit. These
included:

A $193,500 project (the Mine Safety Information System)
for the Department of Mines, Minerals and Energy
(DMME) was segmented into five separate contracts.
None of the individual contracts exceeded the $50,000
limit.

* ok Kk

The Department of Education segmented its "Beginning
Teacher Assistance Program” into multiple contracts in
order to comply with the $50,000 limitation. The total
value of the project is $200,000.

k ok k

The Health Regulatory Board segmented its “Complaint
Tracking and Reporting System” into contracts under
$50.000 to comply with the limitation. The total cost of
the project was $74,303.

By segmenting projects into multiple contracts, each $50,000 or less,
SDB and agencies are technically complying with the Appropriations Aect.
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However, this practice circumvents the intent of the Act and should be
discontinued. The provision was designed to ensure competition on all except
small systems development projects.

Agencies miss opportunities to review alternative proposals when
they circumvent the competitive requirement. For example, DMME reported
to JLARC staff that it was not satisfied with SDB's performance on the
$193,500 mines safety information project. If DMME had competitively bid the
project, it would have received other proposals to choose from and possibly
more satisfactory results.

Recommendation (19). The General Assembly may wish to amend
Section 4-5.06(b) of the Appropriations Act to require that the total
anticipated costs of systems development, enhancement, or modification shall
be included in the purchase estimate. Total anticipated costs should include
the costs of requirements specification, general design, detailed design,
implementation, and evaluation. Consistent with the intent of the Act, State
agencies should competitively bid all projects for which total anticipated costs
exceed $50,000. When requested, SDB should assist agencies in reviewing
automation needs, writing requests for proposals, and selecting private vendors
to develop systems.

Declining Requests for SDB Services

The project size restriction has impacted SDB's workload, but so has
customer dissatisfaction. Some of SDB's major customers are dissatisfied with
services and are turning to outside vendors or agency staff for these services.
Based on the agency survey and on interviews with 15 of SDB's major
customers, JLARC staff estimated that approximately $2 million originally
budgeted for SDB services in FY 1988 will be spent on other sources. However,
as permitted by the Appropriations Act, the Secretary of Administration
recently granted exemptions to the $50,000 project size limit for two project
emergencies. Revenues from these projects will likely offset most of the
losses from other agencies at least in FY 1988.

Customer Satisfaction. In response to JLARC staff's customer
survey, 72 percent of the agencies who used SDB were satisfied with the
services. This level of satisfaction was lower than that for the other major
services at DIT (83 percent were satisfied with telecommunications services,
and 87 percent were satisfied with computer services). As discussed later in
this chapter, some of SDB's largest customers were among the most
dissatisfied. They do not intend to use SDB's services in the future.

* Agencies noted concerns regarding the quality of work, attitude of
staff, timeliness, and costs of the projects.

The Department of Criminal Justice Services (DCJS),
cited three major problems with SDB's services: Iow
level of technical expertise, inadequate project
management, and inappropriate time requirements for
project completion. They intend to purchase future
development work from outside vendors instead of SDB.
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* ok ok

The Department of Housing and Community Development
(DHCD) commented that one project cost $24,000, and
was “scrapped” because it never functioned. SDB
estimated it could be moved to another computer for
$30,000. Instead, DHCD revised the project requirements
and developed the system in three days using a
commercial software package.

These case examples represent the views of SDB customers as
reported on the JLARC survey of agencies. SDB staff . disagree with the
agencies' assessments of their performance.

SDB staff suggested that some agencies should better define their
systems needs before undertaking a systems development contract. SDB
admitted that some SDB-designed systems were more complex than the agency
may have needed. However, agencies did not realize this until projects were
already partially completed. SDB would benefit from a clearer understanding
of customer expectations before beginning a project. And agencies would
benefit from a better understanding of the systems capabilities before
committing to the project.

SDB staff should not debate who is at fault when agency customers
are dissatisfied with their performance. In the private sector, service-oriented
businesses make every effort to address customer needs. SDB is in a similar
situation in that it needs to rely on agency business to exist. Moreover, SDB
has a limited customer base in State government.

A survey respondent from a major SDB customer agency stated, "our
viewpoint is that DIT has changed its policies on the way it is approaching and
providing systems development services..... SDB operates from a telling,
dictating approach as opposed to a typical service oriented role of asking,
listening, and guiding the client to desired results.” Because SDB is a service
organization in Virginia State government, it needs to continually assess
customer satisfaction and find ways to improve customer relations.

Recommendation (20). Because it is an organizational unit with a
service mission, SDB should make every effort to maintain sound business
relationships with customer agencies. SDB should ensure that the quality of its
products and services is high. Moreover, training courses emphasizing
"customer relations" skills should be developed and made mandatory for all
project staff.

Agencies’ Expected Use. In interviews with customer agencies,
JLARC staff found that some dissatisfied customers do not intend to spend
systems development funds for SDB services as originally anticipated. For
example, the Department of Motor Vehicles (DMV) budgeted $1.7 million for
SDB projects in FY 1988, and the Department of Criminal Justice Services
(DCJS) budgeted $309,400. These two agencies have since decided not to
expend these funds for SDB services.

On JLARC staff's survey, 44 percent of SDB's customers expect to
decrease requests for services; the remaining 56 percent expect to increase
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services. Four of SDB's largest customers in the past (DMV, DCJS, DHCD, and
DMME) reported that they do not intend to use any SDB services in the future.

Between FY 1983 and 1986, SDB revenues (actual agency
expenditures) exceeded agency budgeted expenditures. This relationship
between budgeted and actual expenditures will be reversed in FY 1987 and FY
1988: SDB projects that agencies will spend less on SDB's services than
agencies had originally intended to spend (Table 9).

Table 9

APPROPRIATIONS AND REVENUES FOR SDB
(FY 1983-1988)

Agency SDB Revenues

Fiscal Appropriations (Actual Agency
Year for SDB Expenditures)
1983 $3,408,536 $3,809,460
1984 $3,377,120 $4,499,601
1985 $4,003,486 $4,045,637
1986 $4,057,890 $4,317,617

1987 $4,974,963 $3,569,972*

1988 $4,977,308 $3,463,940%

*Projected by DIT.

Source: DIT financial statements and SDB budget.

SDB also projects that its revenues (agency expenditures) will fall
short of its expenses in FY 1988. As a result, SDB anticipates a sizeable fund
balance deficit -- $955,980.

As of May 1987, JLARC staff estimated that SDB's deficit would be
even greater -- approximately $1.6 million. JLARC staff contacted 15
agencies which had budgeted the largest amounts for SDB's services in FY
1988. Some of the agencies (such as the Board of Elections and the
Department of Medical Assistance Services) may spend more on SDB services
than originally budgeted. Others intend to spend less than budgeted (such as
DMV, DCJS, DMME, and the Governor's Employment and Training
Department). The net impact of these agencies' revised expenditure estimates
is a fund balance deficit of approximately a $1.6 million for SDB in FY 1988
(Table 10).

SDB revenues in FY 1988 could be even less than projected by
JLARC staff if agencies are required to comply with the $50,000 size limit.
Ten of the agencies' revised estimates exceed this limit for SDB services,
ranging from $80,000 to $466,125. Only if these budgets include a number of
individual projects less than the limit will the agencies and SDB be complying
with the intent of the Appropriations Act.
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Table 10
FY 1988 DEFICIT PROJECTIONS FOR SDB

JLARC Staff Estimate SDB Estimate
Sum of Agency
Appropriations
for SDB $4,977,308

Sum of Agency

Budget Revisions b2,289,530)

lf\
enlen

SDB Revenues 52,687,778 $3,463,940
SDB Expenditures* %4,269,920 ‘ $4,269,920
Revenue Shortfall ($1,582,142) ($805,980)
FY 1987 Fund Balance* ($150,000) (%150,000)
FY 1988 Fund Balance ($1,632,142)** ($955,980)

*JLARC staff used SDB's FY 1988 expenditure estimate and FY 1987 fund
balance estimate.

**As of May 1987. In July 1987, SDB plans to sign a contract with DSS for a
$1.3 million emergency project in FY 1988 and $1.3 million in FY 1989.

Source: DIT, Appropriations Act, interviews with SDB customers.

As permitted by the Appropriations Act, the Secretary of
Administration can grant exemptions to the limit. As of May 1987, the
Secretary had already granted one exemption to the Board of Elections for a
$546,000 project. The contract is for completion of the central registration
system, a contract which was breeched by the original vendor.

In the course of this study, after JLARC staff had computed SDB's
revenue estimates, another exemption was tentatively planned. SDB plans to
sign the contract with DSS for an emergency project that will cost $2.6 million
over two years. This contract will be used to support the data systems bureau
_in DSS and to complete automation of the child support enforcement program.
This unanticipated project, if approved, should eliminate most of the projected
deficit for FY 1988.

Use of Private Vendors and Agency Staff. DMV, DCJS, and other
agencies are relying increasingly on private vendors or their own staff for
systems development work. In FY 1987, State agencies expect to spend $8.9
million for private vendors. Also, as of March 1987, almost 1,253 State
personnel were employed in systems development-related positions within
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agencies. DMV, for example, has an internal staff of 66 positions dedicated to
systems development. As a result of increasing agency and vendor involvement
in systems development projects, SDB's role in providing these services is

changing.

Focusing the Mission of SDB

In recent years, the mission of SDB has broadened in scope by
significant constraints on funding, agency use of other sources for systems
development-related work, and SDB's expansion into a broad range of services.
SDB's role in State government needs to be re-assessed and clearly defined.

Agencies can benefit from a central support staff that provides
technical consulting, systems design assistance, and periodic maintenance and
modification services. SDB's mission should be focused in these areas. SDB
can no longer be expected to serve a primary role in developing large systems.
Large systems development projects should be competitively procured. SDB
cannot effectively compete with private vendors for these large projects.

Clearly, agencies with small computer systems staff or none at all
need assistance in assessing automation needs and designing systems.
Forty-one percent of SDB's customers, primarily smaller agencies, reported on
the JLARC staff survey that they would be affected adversely by the absence
of SDB-provided services. Two principal concerns were reported: (1)
perceived loss of maintenance and modification support, and (2) uncertain
quality of private vendors' work. Even large agencies, such as the Department
of Social Services (DSS), have encountered problems in defining automation
needs and selecting qualified vendors for systems development work.

Staff in SDB could assist agencies in reviewing automation needs,
establishing general expectations for systems functions, writing requests for
proposals, and selecting private vendors to develop systems. SDB could also
continue to periodically maintain and modify systems for agencies which do not
have staff to perform such functions. In addition, SDB can fill the need for
immediate supplemental staff support in emergencies.

In order for DIT to justify current staffing levels for these activities,
SDB will need to receive far more requests for services than in the past
because project sizes will be smaller. Consistent with the Appropriations Act,
all contracts should be $50,000 or less except for emergency projects. SDB
cannot expect to regularly receive large emergency projects such as the very
recent contracts with the Board of Elections and DSS. In fact, SDB's technical
assistance with "front-end" evaluation and preliminary design should help
agencies avoid such emergencies. In the future, it is likely that SDB's revenues
will decline and staffing levels should be decreased accordingly.

Recommendation (21). Consistent with Section 2.1-563.19, SDB
should continue to focus its mission on designing, developing, and testing
systems. Additional emphasis should be placed on providing technical
assistance to agencies in evaluating systems needs and temporarily maintaining
and periodically modifying automated systems. SDB and all State agencies
should comply with the project size restriction established in the
Appropriations Act.
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PROJECT MANAGEMENT

Although SDB has attempted to enhance project management
practices, some improvements are still necessary. Greater attention needs to
be given to estimating costs and hours more accurately. Improved project
planning would also help SDB optimize staff assignments. Project accounting
procedures and controls need to be further developed and implemented.

Project Planning

Since JLARC reviewed systems development services in 1981, SDB
has improved project planning. SDB establishes performance expectations for
project managers, more closely monitors the progress of projects, and attempts
to involve customers in planning. SDB has also developed an elaborate model
for estimating the costs of projects, based on typical project tasks and
durations.

SDB's efforts have resulted in more accurate estimates of costs and
project durations than in the past. However, approximately half of SDB's
project estimates exceed or fall short of actual costs by more than ten
percent. The lack of sufficient information in project plans may impede SDB's
efforts to achieve its goals for higher estimation accuracy.

Need for Detailed Project Plans. E&W reviewed all FY 1986
contracts with the seven customer agencies included in the review. Three of
the agencies (DPT, DMV, and DSS) had a total of 20 contracts with SDB during
this period. E&W interviewed SDB managers responsible for the projects and
reviewed files to determine if staff complied with SDB's project documentation
and procedural standards. E&W found that SDB's project planning packages
need more detail. For example, the package reviewed did not provide a clear
understanding of the work steps necessary to complete the project, nor did it
contain a list of the personnel participating on the various work steps.

In reviewing the 20 contracts, E&W also found that agency service
requests were not well-defined. Without sufficient information on the
customers' expectations, project plans consequently were not adequately
detailed. Changes in project plans or results of customer discussions were also
not fully documented. Documented project changes are needed for accurately
estimating and revising timetables and costs.

Accuracy of Estimates. In FY 1981, JLARC staff found that only 15
percent of SDB's projects were completed within ten percent (over or under) of
the estimates. In recent years, the accuracy of SDB's estimates have improved
to 52 percent within this 10 percent tolerance (Figure 6). SDB's ability to
accurately estimate project costs has improved since 1981 but is still
significantly short of its own goal of 90 percent of the projects being
completed within ten percent of the estimates. According to SDB managers,
staff are evaluated on their success in achieving this goal.

In FY 1986, actual costs were less than estimated costs (by more
than ten percent) in 37 percent of the projects. Although it may appear
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Figure 6
Accuracy of SDB's Project Cost Estimates
(Percent of Project Estimates Within 10 Percent of Actual Costs)
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Source: DIT's Management and Control System, and JLARC's 1982 report
"Working Capital Funds in Virginia".

acceptable for actual costs to be less than what an agency anticipates, this
occurrence poses two problems. First, SDB is now using fixed-price contracts,
and therefore it would accrue a "profit" on projects that cost less than the
estimated fixed-price contract. This result is contrary to internal service fund
policies. Second, agencies would not know the extent to which estimates may
have been inflated. Because SDB does not compete with other vendors, there is
no market method to ensure that SDB's project estimates are reasonable and
necessary to just recover costs.

In FY 1986, costs were greater than estimates (by more than 10
percent) in 11 percent of the projects. Cost overruns have occurred, in part,
because agencies and SDB do not have a full understanding of the work involved
in the projects. In other cases, SDB has not appropriately matched staff
qualifications to the project requirements.

The Department of Rehabilitative Services (DRS)
contracted with SDB for a microcomputer-based “client
tracking system.” The system was to be used on Hewlett
Packard 150 microcomputers using DBASE Il as
software. The original contract was for $9,530, and had
to be extended to $19,200 five months after the original
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contract was signed. DRS and SDB did not fully
understand the complexity of the system when the
estimates were made.

k kK

One DMV project, the Virginia Automated Drunk Driving
system, did not stay within its targeted estimates
because appropriately qualified staff were not assigned to
the project. These staff could not perform the
contracted work within budget and were subsequently
replaced by a second SDB project team.

Recommendation (22). SDB should develop detailed project plans,
using full customer agency participation in the planning process. Specific work
tasks should be identified in the plans. Changes in the scope of the projects
should be discussed with the customer agencies, and the results of these
discussions should be documented and maintained in the project files.

Staff Training and Utilization

If SDB intends to continue providing knowledgeable assistance to
agencies, it is particularly important for SDB staff to be used effectively and
be kept abreast of rapidly changing technologies. E&W found that SDB does
not formalize its staffing, recruiting, or training plans. When these types of
plans are not integrated into the project cycle, staff are assigned on an "as
available basis" instead of on project skill requirements. Availability of staff is
one important factor that SDB considers in making project assignments.
However, SDB should also increase its emphasis on identifying agency needs.
Staff training programs should be developed accordingly.

In addition, JLARC staff found instances in which higher-level SDB
staff were assigned to tasks usually performed by lower-level staff. JLARC
staff also found instances where additional planning might have avoided project
emergencies in which contractors were added as supplemental staff.

Utilization of SDB Staff. To test appropriate assignment of SDB
staff to projects, JLARC staff reviewed lower-level activities performed by
SDB staff. As defined by SDB, these activities included coding computer
programs, writing documentation, revising programs, and testing data. These
activities correspond to the Department of Personnel and Training's class
specifications for programmers and programmer analysts. Higher-level staff in
the systems development series, beginning with senior programmer analysts,
should typically perform the more complex segments of projects such as design,
management, and evaluation.

In FY 1986, the composition of SDB's staff changed. Attrition in the
lower ranks of staff, coupled with additions of higher-level staff, has shifted
lower-level activities onto higher-level staff. SDB lost 11 positions from the
programmer and programmer analyst classifications during FY 1986. During
this same period a net increase of three positions occurred in classifications
above this level. In reviewing SDB's work activity files, JLARC staff found
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that 73 percent of the lower-level activities were conducted by staff above the
programmer analyst level. Thirty-five percent were conducted by staff above
the senior programmer analyst level, which was billed at the same rate ($27 per
hour) as the programmer analyst (Table 11).

Occasionally, higher-level staff may be used appropriately for
lower-level functions if other staff are unavailable. However, SDB should
attempt to minimize such practices because use of senior staff for lower-level
functions increases costs to customer agencies. Staff at levels above the
senior programmer analyst were billed at rates that ranged from $30 to $39 per
hour. Lower-level staff were billed at $22 or $27 per hour.

On an individual basis, most higher-level staff spent relatively little
time (20 percent or less) in lower-level activities. However, JLARC staff
found three instances where higher-level staff spent excessively large amounts
of time in lower-level activities during FY 1986. One systems analyst spent 81
percent of the billable hours in lower-level coding activities, another systems
analyst spent 56 percent, and one program systems development supervisor
spent 47 percent of the time in lower-level activities.

Utilization of Contractors. During most of FY 1986, SDB never used
more than five contractors per month as staff supplements on projects.
However, projects within one unit of SDB fell behind anticipated timetables.
Between 18 and 25 contractors were used during the months of March 1986
through June 1986 in order to complete these projects. SDB reported that the
contractors were used primarily as staff supplements and not for special
expertise.

For a large development project for the Department of
Mines, Minerals, and Energy (DMME), SDB contracted for
two computer systems senior engineers to supplement
SDB staff. The contractors had no special expertise in
this agency’'s computer environment. In fact, the
contractors went through the same training as SDB staff
to learn the DMME computer environment.

To test appropriate assignment of contractors to project activities,
JLARC staff reviewed lower-level activities in the same manner as for SDB
staff. SDB billed more than 3,400 hours of contractor's time for lower-level
activities, accounting for 20 percent of the total hours billed by contractors.
Moreover, SDB assigned contractors, billed at $45 per hour, to perform more
than 1,200 hours in coding and other lower-level activities (Table 12).

Recommendation (23). SDB should review its personnel structure to
determine the appropriate number and classifications of staff needed to
complete project tasks. SDB should develop and use project plans for matching
staff skills with project tasks. SDB should improve its planning methodologies
to ensure that contractors are used only when special skills are required on
projects. A formal training program should be developed to keep staff aware
of changing technologies.
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Table 11

LOWER-LEVEL ACTIVITIES PERFORMED BY SDB STAFF

Position

Information
Technology
Manager

Chief
Engineer/
Systems
Development
Manager

Program
Systems
Development
Supervisor

Systems
Analyst

Senior
Systems
Engineer

Systems
Engineer

Senior
Programmer
Analyst

Programmer
Analyst

Programmer

TOTALS

(FY 1986)

Rate
per Number Percent of Percent of
Hour of Hours Total Hours Costs Total Costs
$39 16 0.0% $ 624 0.1%
$36 274 1.5 9,864 2.0
$32 1,105 6.0 34,880 7.0
$32 3,838 20.8 118,588 23.7
$30 1,152 6.3 33,693 6.7
$30 11 0.0 330 0.0
$27 7,105 38.6 183,562 36.7
$27 2,214 12.0 59,186 11.8
$22 2,737 14.8 59,854 12.0

18,452 100.0% $500,581 100.0%

Source: JLARC staff analysis of DIT's Management and Control System.
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Table 12
LOWER-LEVEL FUNCTIONS PERFORMED BY CONTRACTORS

(FY 1986)
Contractor Rate per Hour Number of Hours
A $45 1,265
B 42 658
C 39 852
D 34 384
E 27 264
TOTAL $40.30 3,423
(Weighted Average)

Source: JLARC staff analysis of DIT's Management and Control System.

Project Monitoring

In reviewing SDB records, E&W and JLARC staff found that SDB
does not consistently record project costs or monitor contracts. E&W also
found incomplete documentation of project changes and project oversight.

Project Accounting. SDB maintains project plans on its automated
Management Accounting and Control System (MACS). This system is used for
recording project staff's. timesheets and for monitoring projects. However,
MACS project numbers are not linked on a one-to-one basis with agencies'
contracts. E&W found that multiple contracts are included within a single
project. Consequently, project work cannot be directly correlated to each
specific agency contract. Moreover, E&W found that a number of project
revisions were not entered on the MACS data files. When the maintenance of
the automated management files allow for such confusion the accuracy and
value of scheduling and tracking reports are of limited use for project
monitoring.

Controls. E&W also found that project documentation was
incomplete. Technical reviews, working papers, project plan revisions,
resource changes, and customer interactions were not uniformly contained in
all project files. SDB management reported that all projects were subject to
technical reviews by the chief engineer and project managers. However, E&W
did not find any documentation that technical reviews had been conducted.

Recommendation (24). SDB should revise its project accounting
procedures to identify and record all contracts included within projects. All
project changes should be documented and added to the automated tracking
system. SDB should develop and follow documentation standards for all
projects.
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V. COMPUTER SERVICES

DIT operates two mainframe computer systems, IBM and Sperry, in
support of agencies' data processing needs. Eighty-three agencies access the
State's mainframe computers through approximately 8,500 terminals located
throughout Virginia. The computer services division within DIT, staffed by 183
employees, operates and maintains the mainframe computers and helps
agencies to use them (Exhibit 4).

The size of the State's computer center has grown significantly over
the years. Expenditures for computer services have almost doubled within five
years (from $18 million in FY 1983 to an expected $33 million in FY 1987).
During this same period, transaction volumes have increased from 265,000 per
day to more than 1.5 million per day. DIT's computer center is currently one
of the largest and most powerful computer centers in Virginia, and DIT staff do
a good job in operating and maintaining the State's computer systems.
Although agency use of DIT's computers has increased, additional efforts to
efficiently and effectively use the mainframe resources can slow the rapid
growth in costs.

DIT needs to help customer agencies make best use of the mainframe
computers. DIT cannot continue to provide services at unquestioned levels
demanded by customers. Yet as a service agency, DIT has not been able to
control agencies' use of computer services. Agencies need to better plan and
control their own use.

Also, additional planning and management controls within DIT would
facilitate more efficient management of the State's computer -center.
Hardware upgrades, for example, should be a last resort after all reasonable
efforts to improve performance have been exhausted.

JLARC staff, with assistance from Ernst & Whinney (E&W), found a
number of instances in which DIT could improve the performance of its
computer operations. DIT should evaluate the need for its two quite different
mainframe computer technologies. DIT could also increase its efforts to help
customer agencies efficiently use the mainframes. Further, agencies should
exercise greater controls over computer use and place additional emphasis upon
planning computer and system development needs. Moreover, as advanced
computer technologies reduce agency dependence upon the State's mainframes,
the State will need to establish policies that guide centralized and
decentralized data processing.

DIT OPERATIONS

DIT's computer center is a complex configuration of IBM and Sperry
computers and a host of peripheral devices, including more than 350 disk drives
and 76 tape drives for data storage, 9 printers, and various card readers and
punch machines. This mainframe computer system enables agencies to process
batch computer jobs and on-line transactions, enter jobs at remote sites, print
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Exhibit 4
DIT'S COMPUTER SUPPORT SERVICES

Operation Support

® Maintain various computer systems in order to meet customer
production processing requirements.

e Coordinate the workflow and scheduling between customer agencies
and the computer facilities.

e Install and manage all modems, cables, and test equipment, as well
as conduct capacity planning to support the teleprocessing
requirements of customers.

e Assist customers in resolving data processing problems.

IBM and Sperry System Support

e Install and maintain program products used by customers for
information on each technology.

® Assist customers in designing application systems to ensure operating
efficiency in the mainframe environment.

Telecommunications Support

e Assist customers in the areas of data communication equipment and
network capacity planning.

e Maintain an inventory of data on customer terminals, lines, offices,
programs and files to assist customers in diagnosing line, hardware,
and software problems.

Database Support

® Distribute information on database products offered by DIT.
e Assist agencies in establishing new databases.
e Assist in reorganizations of agencies' databases as requested.

¢ Provide weekly backups and validations of customer databases.

Source: DIT's "Virginia Information Technology Services Handbook."
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output, and utilize applications and database software. E&W concluded that
DIT's success in keeping the system operating (as measured by the average
time for problem resolution) was as good as other computer installations of this
size.

The ways in which DIT monitors, expands, and maintains the central
computer center directly affects the efficiency and costs of operations. In
order to minimize costs while maintaining acceptable levels of service, DIT
must place greater emphasis on planning capacity and monitoring systems
performance. The costs and benefits of maintaining multiple computer
technologies also needs to be evaluated.

Capacity Planning

Capacity planning helps DIT ensure that essential computer
resources are obtained in sufficient time to maintain acceptable levels of
service to customers. However, planning must also ensure that DIT does not
prematurely obtain hardware or software and incur unnecessary costs. In fiscal
year 1986, DIT spent $16.2 million on computer hardware and software. E&W
found that DIT could improve its methods for planning upgrades: the accuracy
of forecasting computer service needs could be increased, DIT's computer
usage could be better regulated, and DIT's justifications for acquisition
decisions could be strengthened.

Need for Improved Estimates of Utilization. In order to determine
when the capacity of its systems will be reached, DIT needs an accurate
method for estimating future customer use of the mainframe computers. DIT
does not have an effective methodology for accurately projecting customer
utilization. As discussed in the financial management chapter of this report,
DIT typically underestimates utilization. In FY 1986, for example,
unanticipated use of DIT's mainframe computers generated revenues 17.6
percent greater than DIT's costs for providing computer services.

Inaccurate estimates hinder DIT's ability to effectively plan and
anticipate when additional equipment may be necessary to accommodate
customers' demands for services. Projection of utilization is a difficult and
complex task, and some variance from the estimates is expected. However,
the importance of the estimates means that DIT should make greater efforts to
improve the accuracy of its projections.

DIT's projections are based on historical usage information from
agencies. However, agencies may not fully inform DIT that unusual
circumstances, such as computer system changes, upgrades, or expanded
processing expectations, will affect historical projections.

The Department of Social Services (DSS) consumed twice
the amount of computer resources anticipated for FY
1986, DIT projected $2.6 million in usage and DSS
actually spent $5.2 million. The unanticipated increase
was attributed to a new automated system for the
department’s child support enforcement program. DSS is
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the largest user of DIT's computer services and accounts
for more than half of the entire Sperry system use.

DIT primarily uses projections for setting rates, although data center
managers also attempt to identify customers' expected use. This information
is not formally shared between DIT's rate-setting staff and data center
managers as part of a coordinated capacity planning effort.

Recommendation (25). DIT should develop a formal ecapacity
planning methodology for use in critical decisions regarding the modification or
replacement of its computer hardware and software systems. DIT
rate-development staff and the data center managers should jointly participate
in projecting customer utilization and the capacity of DIT computers to
accommodate expected service use. DIT should identify additional
opportunities for including customer agencies, particularly the largest users of
computer services, in projecting utilization.

DIT Computer Usage Could Be Better Regulated. Accurate
projections of total computer utilization are hindered by the absence of
information and controls on DIT's usage. DIT itself is one of the largest users
of the State's mainframe computers; E&W estimates that approximately 19
percent of the computer capacity is consumed by internal administration and
programming efforts. Although DIT does not have control over agencies' use of
the mainframe computers, it is in a position to control its own use.

E&W found that DIT has no procedures for monitoring or controlling
staff's computer use. Billing summaries or utilization data is not recorded or
distributed to DIT managers; therefore, they cannot determine if staff are
effectively and economically using computer resources. No management
objectives have been established to define needs for internal automated
systems, system testing needs, and other uses that affect computer workload.

Recommendation (26). DIT should develop an information
management plan in order to direct staff use of its computers. DIT should
establish accounting and reporting procedures for recording internal computer
use. This information should be distributed to DIT managers and used by them
to monitor and restrict use to essential and economical applications.

Acquisition Decisions. In reviewing DIT's capacity planning efforts
and procurement decisions, E&W concluded:

Capacity planning in [DIT] is treated as a special rather
than a permanent process. A capacity plan should not be

- developed as justification for a new system, nor as an
upgrade to an existing system. Capacity planning should
be a continuous study that alerts management to the
future resource needs of the facility, and it should be
performed on a continuous and proactive rather than
reactive basis.

As discussed in the procurement chapter of this report, E&W found that DIT's
acquisition of a $4 million IBM 3090-400 mainframe computer in January 1987
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should have been linked with well-developed strategic and hardware plans.
However, in the absence of such plans, DIT's technical rationale and
specifications for size and computing capacity were not explained. Capacity
needs were not documented, nor were alternative methods for addressing
capacity needs fully analyzed. )

In order to adequately identify when and why computer system
upgrades will be necessary, DIT needs a multi-year hardware and software
acquisition plan. Accurate utilization projections will help DIT identify when
upgrade decisions will be necessary. Alternatives to acquisitions should also be
included to ensure that upgrades are actually necessary. In order to adequately
determine why acquisitions are necessary, alternative solutions for addressing
capacity needs should first be explored. Before deciding that an upgrade is
necessary, DIT needs to ask:

e How can the performance of the existing system be improved?

e How can the data processing workload be distributed more evenly
throughout the day?

e How can customer agencies be helped to more efficiently and
effectively use the mainframe computers?

Methods for more efficient and effective use of DIT's computer services are
discussed in the following sections of this chapter.

Because DIT's acquisition decisions have far-reaching impacts on the
costs and kinds of computer services offered by DIT, these decisions should be
reviewed and evaluated by a source independent of DIT. An independent
oversight board could serve in this role by reviewing DIT's capacity planning
results and analyses of alternatives. Such an independent review would help to
ensure that upgrades are needed and are an effective solution.

Recommendation (27). DIT should develop a multi-year hardware
and software acquisition plan. DIT's acquisition plan should contain procedures
for ensuring that non-upgrade solutions have been attempted first and are no
longer adequate to meet needs for additional data processing capacity.

Performance Monitoring

DIT places a great deal of emphasis upon monitoring the
performance of its mainframe systems. DIT uses 28 different software
products and hardware devices to monitor the performance of IBM, Sperry, and
telecommunications systems and equipment. DIT primarily uses these tools to
daily ionitor system response times, processing bottlenecks, and
communications line utilization, for example. Although these are appropriate
uses of the monitoring tools, E&W found that DIT does not have coordinated
methods for analyzing performance data. Moreover, by improving formal
change management procedures, DIT can better anticipate and minimize
adverse impacts of DIT's mainframe system changes on the performance of
agencies' applications.
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Uncoordinated Monitoring Efforts. DIT spent approximately
$350,000 in 1986 for monitoring products and staff. In some cases, the same
data are collected by several products. For example, three different products
(NPM, NPDA, and TESTDATA) all report information concerning line
utilization. Efforts to improve methods for interpreting different, and
sometimes conflicting, information from these monitoring products can help
managers effectively use the data. E&W found that DIT is producing a wide
range of analyses and reports on performance, but no consolidated
interpretation is provided.

E&W concludes that without a consistent methodology for
interpreting performance data, DIT cannot adequately pinpoint operational
problems and decide on the best approach to improve performance. Planning is
also impeded. Moreover, conflicting measures of utilization vis-a-vis capacity,
for example, make it difficult for DIT to decide on the timing and necessity of
upgrades.

Recommendation (28). DIT should develop a formal methodology for
monitoring the performance of its mainframe computer systems. Consolidated
results of performance evaluations should be used by DIT's data center
managers to establish specific criteria for initiating system adjustments and
upgrades. DIT should evaluate the usefulness of its 28 different performance
monitoring products in order to reconcile conflicting performance indicators.

Change Management. DIT has developed methods for managing
changes in computer hardware, systems software, and applications software. A
change control committee in DIT evaluates change requests in order to help
DIT avoid instituting changes that adversely affect computer operations and
customer services. In some instances, however, changes in DIT's systems have
adversely affected agency operations, as illustrated by the following example:

DIT implemented EXEC-8 level 39, a new Sperry
operating system in 1986. The product had not been fully
tested by Sperry, but DIT chose to implement the test
version. Consequently, agencies using the Sperry system,
such as the State Corporation Commission, reported that
their Sperry computer applications did not function

properly.

More rigorous pre-testing and analyses of the impacts and risks could
help DIT minimize adverse effects on agencies. "Back-off" procedures in the
event that the change destabilizes computer operations should also be fully
developed. The change control committee should evaluate more thoroughly
requests for hardware installation and operating system enhancements in order
to determine if changes have been adequately tested and can be terminated
quickly if necessary. Improved methods for alerting all customers potentially
affected by the change should also be adopted.

Recommendation (29). DIT should improve its methods for testing
and monitoring changes to the State mainframe systems. DIT should notify all
agencies which could be affected by the changes and seek customer assistance
in monitoring the impacts of the changes.
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Maintaining Multiple Technologies

The State incurs considerable costs by maintaining multiple
computer systems. IBM, Sperry, DEC, Hewlett-Packard, and Wang are among
the largest. Each technology requires specially-trained staff and separate
components and software. IBM and Sperry are the State's two mainframe
systems; DIT devotes separate staff within the computer services division to
each technology (61 staff for IBM and 44 staff for Sperry). The need for the
State to maintain two major mainframe technologies needs to be evaluated in
light of the relatively higher costs of one of those systems.

DIT also maintains multiple operating systems and applications
software for customer agencies. Some of these products are redundant,
outdated, and costly to maintain. The need for maintaining these multiple
software products also needs to be evaluated.

Dual Mainframe Computer Systems. Virginia is one of 12 states that
simultaneously operates two major mainframe computer systems, IBM and
Sperry, in the same data center. In reviewing and comparing the costs of
maintaining two mainframe technologies, E&W found that DIT's costs were
$964,451 per month on IBM hardware, software, personnel, and facilities (in
November 1986). DIT's costs were $777,891 for Sperry in these same
categories. Processing costs per resource unit for IBM are less than for Sperry,
however. DIT's IBM computers have a rated processing capacity of 53 MIPS
(millions of instructions per second) versus 26 MIPS for the Sperry mainframe.
The cost per MIPS for IBM is $18,197; the cost per MIPS for Sperry is $29,919.
E&W also estimated that on the average it costs $13 per batch job on IBM and
$18 per job on Sperry. E&W concluded that DIT has implemented the IBM
technology at relatively lower costs than it has implemented the Sperry
technology. DIT's costs are compared with other organizations' costs in the
chapter of this report on financial management.

Moreover, the equipment configuration of one technology does not
accommodate access to the other technology. Special software products must
be used to give users access to both technologies.

The cost differences and compatibility concerns associated with
operating the two systems suggest that migration to one mainframe technology
should be considered. However, considerable costs would be incurred to
accomplish such a conversion. Using a technical guide developed by the
Federal Conversion Support Center, E&W estimated that it would cost
$10,135,000 for DSS to convert from Sperry to IBM, for example. Conversion
costs would need to be weighed against the long-term savings of operating only
one mainframe technology as part of the State's decision to maintain one or
two mainframe technologies.

Outdated and Redundant Products. In its service role, DIT must
maintain software products that agencies use in their computer applications.
However, when agencies do not upgrade systems, DIT must maintain outdated
products, such as TCAM and older versions of DYL250, DYL260, and TOTAL.
In some cases, DIT maintains both the early and the recent releases of the
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same software, such as DYL280. In other cases, only one or two agencies use a
particular product, such as TCAM and TOTAL.

The Department of Alcoholic Beverage Control is the
only agency that uses TOTAL. In order to operate
TOTAL, DIT must use outdated /BM 3350 disk drives.
This older model does not perform as efficiently as the
newer 3380 drives. Channel speeds are slower, and it
costs more to maintain.

Although DIT has a responsibility to support its customers, State
policies are needed to ensure that the usefulness of outdated and redundant
products outweigh the costs associated with maintaining those products.
Moreover, plans for agency upgrades should be included as part of a statewide
plan, and funds should be allocated to accomplish necessary upgrades when
cost-beneficial.

Product Requirements. Because DIT operates in a multi-technology
environment, the agency needs clearly specified requirements for product
performance. E&W found that DIT does not have computer hardware or
technical environment plans that specify DIT's expectations for product
performance and compatibility. Without these performance standards, it is
more difficult for DIT to defend its procurement decisions and the products
that it uses in the data center.

A major computer vendor suggested that DIT
consider a non-stop processing environment. The vendor
suggested that its minicomputers could replace DIT's
Amdahl and Sperry communication controllers and
provide 100 percent processing availability. In reviewing
the performance of DIT's existing controllers for two
months (November and December 1986), E&W found that
the Amdahl controllers were available 100 percent of the
time and the Sperry controllers were deliberately stopped
only twice for a total of 18 minutes (99.9 percent
availability). Moreover, if one controller fails, the lines
can be switched to a backup unit within minutes.

In addition to finding that DIT's controllers offered
comparable performance, E&W also found that DIT did
not need 100 percent availability 100 percent of the
time. By reviewing DIT's transaction workload and prime
processing hours, E&W found that DIT realistically
needed 100 percent availability only 30 percent of the
time. E&W concluded that DIT's current controller
configuration was adequate to meet its processing needs.
DIT estimated that staff spent an average of a half day
per week over a three-month period considering the
vendor's proposal.

If DIT had well-documented hardware and technical environment plans,

evaluation of unsolicited proposals for the modification of the systems could be
conducted within a framework of documented needs.
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E&W also noted that DIT has not documented acceptable
performance levels for vendor maintenance. DIT's information on the average
time to repair problems could be better used to identify areas for improvement
and guide subsequent procurements and contracts. For example, when the
Sperry 1100/94 mainframe was installed in 1986, DIT experienced stability
problems with the central processing unit and other key components.
According to DIT, it took nine months to resolve these problems.

Recommendation (30). As part of a State plan for data processing,
the benefits and costs of maintaining multiple mainframe technologies and
outdated or redundant software products should be evaluated. DIT should
specifically review the feasibility of converting to a single mainframe
computer technology. Results of these evaluations should be used to establish
compatibility and uniformity policies. In particular, policies that require
agencies to move from costly, outdated technologies to newer technologies
should be established.

DIT should develop hardware and technology environment plans.
These plans should document necessary levels of performance and compatibility
for vendors' computer-related products. Vendor performance information
should be recorded and used to guide subsequent acquisition decisions.

DIT SUPPORT AND AGENCY USE

Efficient and effective use of computer resources- requires a
commitment by DIT and by agencies to achieve this goal. DIT ecan help
agencies to better manage use of the State's mainframe computers. Although
customer agencies are generally satisfied with DIT's computer services,
agencies desire additional assistance in areas such as problem resolution,
product research, and training.

Although DIT can help agencies use computer services efficiently,
DIT cannot control agencies' use. Agencies need to exercise greater controls
over computer services use. Agencies' costs for computer services are driven
more by their own use than by any operational inefficiencies within DIT.

Monitoring Resource Use

As the centralized data processing center, DIT has the necessary
technical staff and software products to economically monitor agencies' use of
its computer resources. Although agencies must assume primary responsibility
for use of DIT's computers, agencies do not have a statewide perspective or the
same sophisticated tools for monitoring utilization. DIT has these capabilities.
Therefore, DIT needs to increase its emphasis on assisting agencies to
efficiently use computer resources in areas such as production runms, data
storage, and database management. DIT could also expand its commitment to
"cost-containment"” reviews in order to help agencies identify more economical
programming techniques.
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Production Control. DIT executes approximately 15,000 job steps in
batch processing each day. Approximately 58 percent of these steps are
processed between 8 a.m. and 5 p.m. —- the peak processing period for on-line
transactions. E&W estimated that, as a result, DIT operated at approximately
65 percent of capacity during the day, but only 20 percent of capacity at
night. (These statistics were compiled before DIT's January 1987 upgrade). By
moving batch processing into the evenings, DIT could better balance machine
workload, enhance its performance, and attain greater time intervals between
equipment upgrades.

DIT currently offers a 25 percent rate reduction for night processing
(6 p.m. to 7 a.m.). This reduction is intended to encourage customers to
process batch programs in the evening. However, a large amount of batch
processing continues during the day. E&W recommends even more significant
price incentives: a 25 percent rate surcharge during the day and a 25 percent
reduction for agencies which permit DIT to schedule batch production runs.

Even this price incentive method may not, by itself, be sufficient,
however. With additional authority, DIT could also use available software
products to monitor and control batch processing. If DIT could ensure that the
workload were more evenly distributed, mainframe upgrades might be required
less frequently. Before DIT implemented such a control procedure, standards
for batch processing would have to be developed. DIT and agencies would need
to agree upon major batch production runs that could feasibly be processed in
the evening without adversely affecting agency operations.

Recommendation (31). To achieve more evenly distributed
mainframe data processing, DIT should be given greater authority to manage
batch processing for customer agencies. DIT should help agencies identify
major batch production runs which could be scheduled during non-peak hours.
Standards which govern the appropriate scheduling of batch processing should
be developed, and DIT should be given specific authority to enforce those
standards.

Data Storage. DIT maintains more than 300,000 disk files on the IBM
system. DIT's disk drives and related controllers are valued in excess of $8
million. In order to meet agencies' continuing demand for data storage, DIT
continues to acquire disk storage devices. However, DIT could take additional
measures to ensure efficient utilization of data storage and slow accelerating
data storage costs.

DIT is upgrading its disk drives in order to use newer, more efficient
machines. As an additional efficiency measure, E&W noted that DIT could also
use commercial software products to manage data storage on disk. These
products monitor frequency of file access and automatically compress and
archive files which are not accessed within a pre-defined number of days.
These products are capable of releasing up to 30 percent additional disk storage
space on existing equipment. By helping agencies identify outdated or
infrequently accessed files, DIT could free additional storage space. As a
result, agencies' storage costs could be reduced and disk drives could be
acquired less frequently.
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E&W found that DIT is more efficiently managing data storage on
magnetic tape. DIT uses automated tools to maintain tape quality, catalog
tape information, protect tape data, and provide security controls.

However, additional measures to help agencies efficiently manage
tape use are necessary. Tapes should primarily be used only for file back-up
and data transfer between physically separate computer systems. Nonetheless,
agencies continue to use tapes for storing frequently accessed data.

Tape storage is costly: tape libraries consume much more physical
space than disk drives. Tape technology is also labor-intensive: DIT staff must
manually retrieve, mount, and dismount tapes. E&W suggests that an
exceptionally high charge per tape mount should be established as a method for
discouraging use of tapes for frequently accessed data and production runs.
However, use of tape for archiving data should be encouraged.

Recommendation (32). DIT should help customer agencies to better
manage data storage files. DIT should identify storage files which are
infrequently accessed and decide with agencies how to most efficiently store
the data. DIT should also consider using software products that will free
additional disk storage space without adversely affecting agencies' access to
files. .

DIT should develop a two-tiered tape charge. A tape mount
surcharge should be established as a method to discourage use of tape for
frequently-accessed data and production runs. A discount for use of tape in
archiving data should be developed. The rate adjustment should be submitted
to JLARC for approval.

Database Management. The ways in which information on large
agency databases is organized and stored affects the costs of retrieval and
interface with other databases. E&W found that DIT maintains database
software but does not adequately advise agencies on how to construect, access,
and plan databases. DIT does, however, offer price incentives for agencies
wishing to reorganize databases. DIT provides a 70 percent reduction in
charges for programs executed solely for database reorganizations.

Agency computer programs for accessing databases may not be
designed efficiently. For example, DMV was using a program that used 16,000
read commands. After refining its database access techniques, DMV was able
to conduct the same file read search with one command, reducing the monthly
processing cost for the program from $10,000 to $1,000.

As the focal point for State data processing, DIT could also help
agencies adopt data labeling conventions that would facilitate merging
databases for composite information purposes. The State Board of Elections
might benefit from vital statistics maintained by the Department of Health.
Voter registration records could be automatically purged using death records.
Multiple State human services agencies may maintain records on some
individuals. Efforts to coordinate case management could be achieved if data
from various automated systems could be merged.
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In order to achieve these data interfaces, labeling conventions are
needed. Uniform procedures for recording names, social security numbers, and
addresses, for example, would facilitate data exchange. A commitment by DIT
to a data administration function would also help the State manage information
efficiently. ’

Recommendation (33). DIT staff should provide agencies with
greater assistance in establishing efficiently constructed databases. DIT should
also assist agencies in identifying opportunities for sharing information.
Database management guidelines which include uniform labeling standards for
common information should be established. An independent board, as part of
its planning and policy responsibilities, should identify needed database
interfaces and require uniform labeling standards when applicable.

Cost-Containment  Reviews.  Agencies frequently encounter
unanticipated and unnecessary costs when using DIT's computer services.
Although data processing methods may produce the desired results, alternative
processing procedures could achieve the same results at a lower cost. Agencies
could reduce costs by processing in a manner that uses less expensive resources
with regard to DIT's billing algorithms.

Currently, DIT staff with expertise in the billing algorithms assist
agencies in identifying cost-saving opportunities, but this function should be
expanded. During FY 1986, two staff have conducted eight reviews of agency
systems. This DIT initiative can be an important step in reducing agency data
processing costs.

In September 1986, DIT identified cost savings
opportunities at the Department of Social Services
(DSS). Using job listings statistics, DIT identified a series
of batch jobs that were run during the day. These jobs
were consistently run late in the work day, and the
results were not available to DSS until the following day.
By delaying the runs until the 25 percent discount period
in the evening, DSS could save approximately $88,000 per
year without experiencing a reduction in services. DSS
noted that some of the jobs may still need to be run at
the current times so that technical staff can review the
output before distributing copies the next morning.

k ok %k

Also in September 1986, DIT performed an analysis
of the Department of Taxation's (DOT) tape storage
operations. The team identified more than 2,000
separate tape files that could be condensed onto
multi-file tapes. DIT found that DOT could reduce tape
files to less than 600. This action would result in an
annual savings of $40,504. Other recommendations for
purging unused tapes, for example, would further reduce
DOT ‘s costs by approximately $6.000 per year.
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DIT found these cost savings opportunities by reviewing billing data
and workload information accumulated within DIT. On-site reviews of systems
operations and documentation might result in additional cost-saving findings.

Recommendation (34). The cost-containment function should be
expanded within DIT. DIT should place additional emphasis on helping agencies
understand DIT's billing algorithms and identify more economical data
processing procedures.

Customer Service

Based on the JLARC staff survey of all customer agencies, an
average of 87 percent of DIT's customers are satisfied with the range of
computer services that DIT provides: batch and on-line processing, technical
consulting, and IBM and Sperry support, for example. A third of DIT's
customers reported that the overall quality of services has improved since DIT
was consolidated in January 1985. Only three customers reported that the
overall quality had declined.

Although customer satisfaction is generally high, agencies desire
greater assistance from DIT in certain areas. These areas include problem
resolution, technology research, and training. In addition, DIT might consider
reinstituting computer user groups with its customers. Performance standards
that customers can expect DIT to meet are also necessary.

Problem Resolution. In 1986, DIT created a "help desk" as a focal
point for receiving agency questions. The intent of this function is to centrally
log customers' concerns and questions and route those questions to appropriate
staff within DIT for resolution. Customers' reactions to the usefulness of this
help desk are mixed:

According to staff at the Attorney General's
Office, "Once you find the person who specializes in your
problem, it is usually resolved quickly. The help desk is
an improvement but more efforts should be made to
educate users on who is responsible for coordinating
[problem resolution] efforts within DIT."

* ok k

In interviews with JLARC staff, personnel of the
State Corporation Commission (SCC) reported that DIT's
help desk retards problem solving. DIT's responses to the
agency's questions are delayed, or problems are routed to
inappropriate staff for resolution. As a result of these
problems, SCC staff prefer to call knowledgeable
contacts within DIT and circumvent the help desk.

The success of DIT's help desk will depend on agencies' use and DIT
staff's support. Properly operated, the help desk should serve as a focal point
for recording and routing all agency requests for assistance. DIT staff should
intensify their efforts to encourage agencies to contact the help desk.
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E&W found that DIT's Sperry support staff are not consistently
logging problem status and solutions information on the automated problem
management system. DIT personnel staffing the help desk may need additional
training to understand the Sperry technology as well as they understand the
IBM technology. Sperry customers do not have the same level of confidence in
the help desk function and are seeking assistance from other staff within DIT.
In order to function properly, the staff should have sufficient expertise to
answer most customers' basic questions. Only the most complex problems
should be routed to technical specialists elsewhere within DIT.

Recommendation (35). In order to record and successfully track all
requests for assistance, DIT staff should direct agencies to first contact the
help desk. DIT should maintain data on all requests and responses, and build a
problem management database. This database should be used to develop
specific management and technical strategies for addressing recurrent
problems.

Technology Research and Training. Customer agencies reported that
they would like DIT to provide more information on available new
technologies. Informal investigations of new technologies are currently
conducted throughout DIT's various organizational branches. E&W found that
product research "is not tied to strategic direction or hardware/software
acquisition plans. There are no documented procedures for conducting
requirement studies. The result is a random rather than a systematic approach
to recognizing opportunities presented by new technology."

According to DIT staff, customer agencies frequently become aware
of new technology opportunities through vendors. E&W noted that plans are
formulated for new product installation before DIT finds out that an
installation is under consideration. Vendors convince agencies of the merits of
a specific product that may be incompatible with DIT equipment. When an
agency commits to a product, DIT becomes responsible for making it work
somehow in the current environment. Statewide planning would help set
directions for the types of products and technologies DIT can economically and
effectively support.

DIT is currently considering a "computer store" as a method to
partially accomplish product research. Computer products from various
vendors will be available for testing by DIT and agencies. However, this
approach is not designed to effectively link all DIT's informal research
activities, nor should it be considered a substitute for a formal technology
research program.

Agencies also expressed an interest in additional training. Training
functions within DIT are currently fragmented among various organizational
units. DIT does not have a coordinated approach for providing this training or
utilizing vendors and manufacturers for training purposes.

Recommendation (36). DIT should develop a planned approach for
conducting technology research. Statewide and agency information
management plans should provide the focus for DIT's research. With assistance
from agencies, DIT should identify, test, and evaluate new computer products
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with likely applications in agencies. When agencies plan to evaluate new
technologies, DIT should be included in order to assess the impaects on DIT's
operations. Information regarding new products and their test results should be
summarized and distributed to all agencies. DIT should also establish a formal,
continuous training program, after identifying the most crucial needs within
agencies.

Computer User Groups. DIT sponsors six computer user groups.
Three of the groups are focused on Sperry-based products, and three are
focused on IBM-based products (including ADABAS). Use of these computer
groups should be expanded. As reported on the JLARC staff survey, only 12
percent of DIT's computer services customers participate in the user groups.

These computer user groups can serve a valuable purpose in an
inexpensive way. Rather than relying on outside consultants or vendor sales
representatives for product information, State employees can learn from the
experiences of others.

Staff at the Department of Motor Vehicles have refined
their use of ADABAS, a complex database system. Like
any other system, if the product is not used properly, it
will be costly to use. This information would have been
helpful for Department of Accounts staff when they
encountered unanticipated costs in operating the CARS /1
accounting system on ADABAS.

Recommendation (37). DIT should establish and promote agencies'
use of computer information groups and establish additional groups focused on
the common technologies. Agencies should actively participate in these groups.

Performance Standards. At one time, DCS also had formal service
agreements with some of its largest computer services customers. The
agreements were designed to achieve mutually satisfactory performance
expectations for DCS's computer centers.

Service agreements were abandoned about the time that DIT was
established because DCS and customers did not always agree upon acceptable
levels of performance. Moreover, acceptable performance levels for some
agencies were unacceptable for others. For example, if DIT's system was
designed to meet the needs of the customer with the highest expectations, all
others would pay a share of the cost for a larger, more powerful mainframe
computer.

Although service agreements were unsuccessfully used in the past,
the underlying need for performance standards is still valid. Computer
processing response time, for example, is an important factor in agency
productivity.

E&W calculated that each second of response time
costs approximately $0.002 per second. This factor was
based on the average salary of computer terminal users
($76,021) divided by a standard 40-hour work week. The
Department of Motor Vehicles has approximately 1,100
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on-line computer terminal users, processing 160,000
transactions per day. Consequently, each second of
response time costs DMV about $342.33 per day in
“unproductive” time, or $82,659.26 per year.

In the case of a large agency, such as DMV, the difference between a
three-second and four-second response time has important cost
considerations. On the other hand, the cost of larger mainframe computers
that DIT might bave to purchase in order to provide three-second response
time could offset productivity savings. Consequently, the State needs
standards that balance efficient levels of service with costs of providing
services.

Using these standards, DIT could better project when a system or
equipment upgrade is necessary. If excessive computer utilization degrades
response times to unacceptable levels, then decisions to upgrade could be
considered. Without this information, DIT may initiate upgrades later or
earlier than necessary.

In the past, service agreements were not effectively implemented
because agencies and DIT could not necessarily agree on uniform levels of
service. Moreover, no method for enforcing the agreements existed. In order
to effectively implement performance standards, a neutral third party needs to
decide on the standards and monitor compliance. These standards should be
directly linked to the State's data processing plans and objectives.

Recommendation (38). In order to identify necessary, economical,

and uniform service levels, uniform performance standards for DIT's data
center should be established.

Agency Utilization

Although DIT is responsible for efficiently providing computer
services, agencies are responsible for efficiently and effectively using those
services. Recognizing that the State use of information technology is most
significantly affected by agency use of computer services, JLARC staff
directed E&W to review seven customer agencies: the Departments of
Accounts (DOA), Motor Vehicles (DMV), Personnel and Training (DPT), and
Social Services (DSS), plus the Virginia Supplemental Retirement Systems
(VSRS), the State Corporation Commission (SCC), and the Alcoholic Beverage
Control (ABC) Board. Selection of these agencies was intended to represent a
cross section of data processing activities on the IBM and Sperry systems.

In reviewing these agencies' computer applications, E&W found that
none of the agencies had a comprehensive information management plan. DMV
and DOA had one component: a plan to guide systems development efforts.
Among these customer agencies, documentation of the systems is generally not
complete, making it difficult to maintain and modify systems. Some systems
are redundant, outdated technology which are ineffective and costly to
maintain.
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Scope of Data Processing Activities. The seven selected agencies
maintain 78 major computer application systems, 3,150 major data files, and
6,619 programs. An average of 455,788 transactions are processed per day, and
more than 2,860 different reports are generated. 'The average age of the
systems is 9.2 years; implementation was initiated as early as 1966 and as
recently as 1986. E&W surveyed all applications to identify general
documentation characteristics. E&W also reviewed ten applications in more
detail.

Agency Planning. When agencies fail to adequately plan for major
applications systems, the expected benefits of the systems may not be fully
realized. Planning is especially important when systems are to serve
integrated, statewide functions.

The State's central automated systems for
personnel and payroll have not yet achieved full
integration that might still be possible. There are some
redundant components in each system. Also, special
communications links are necessary in order for users to
access both systems. The personnel system (Personnel
Management Information System) operates on the Sperry
system. The payroll system (Commonwealth Integrated
Payroll and Personnel System) operates on the IBM
system.

Moreover, the payroll system has not been
implemented on the schedule originally planned. In turn,
agencies reported that their plans to access and use the
system have been disrupted. Efforts to convert
functionally-redundant leave accounting systems in
agencies, for example, will be delayed.

As discussed throughout this report, information management plans
are a crucial starting point for ensuring effective use of automation to meet
agencies' policy and program objectives. E&W found that none of the agencies
formally linked all systems functions to agency policy. Agencies place a high
degree of reliance on individual programmers' knowledge of agency operations
and abilities to adjust systems when policy changes are made. Agencies are,
therefore, exposed to the adverse impacts of personnel turnover when
inadequate documentation exists.

System Documentation. In surveying all of the seven agencies'
applications, E&W found varying degrees of systems documentation (Table 13).
Documentation standards are needed for management control, audits, and
maintenance. Systems documentation should include functional requirements
of the system, service level requirements, narratives and work flow diagrams,
data dictionaries, testing criteria, and report samples among other items.

Only 18 percent of the systems had documentation of the service
levels necessary to adequately operate the systems. Three of these seven
agencies did not know what their service requirements were. Ninety-three
percent of the systems had descriptive narratives, but only 56 percent had
work-flow diagrams that described the organizational and automated
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Table 13
CUSTOMER AGENCY APPLICATION SYSTEMS:
SUMMARY OF DOCUMENTATION ATTRIBUTES

Percentage of Systems with Documentation
DOCUMENTATION DOA ABC DMV DPT DSS VSRS SCC Average

Service-Level 100% 42% 4% 0% 29% 0% 0% 18%
Requirements

Documentation 100 100 92 100 38 100 100 77
Standard

Functional Require- 100 67 88 100 58 100 100 77
ments Document

System Narrative 100 100 96 100 83 100 100 93

Work-Flow Diagrams 100 75 81 0 42 0 100 56
Data-Flow Diagrams 100 83 92 100 71 0 100 73
Structure Charts 100 75 81 100 67 0 100 66
Program 100 75 96 100 67 100 100 84
Specifications
Data Dictionary 100 100 12 100 21 100 O 62
Testing Criteria 100 33 77 0 29 0 0 42
Transaction 100 100 85 100 46 100 100 90
Descriptions
Screen Formats 100 100 92 100 75 89 100 94
Report Samples 100 100 100 100 79 89 100 92
Software Function/ 0 0 0 0 0 0 0 0

Agency Policy

Source: E&W review of applications systems.
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interfaces. Sixty-two percent of the systems had documented data dictionaries
describing the data residing on the systems.

Functionally Redundant Systems. Agencies maintain a number of
functionally redundant systems, particularly in accounting and personnel areas
(Table 14). For example, ABC maintains an automated general ledger system
apart from the State's CARS II general ledger system. Although different
systems are needed because ABC operates on an accrual basis and is an
enterprise fund, there is no automated interface with CARS II. Similarly, there
is no automated interface between IBM users' personnel-related systems and
DPT's central personnel system on Sperry. ABC, DMV, and DSS all maintain
their own personnel-related systems. Additional opportunities for developing
unified central applications should be explored.

Table 14
FUNCTIONALLY REDUNDANT SYSTEMS

Vendor  General Personal Human
Agency Payment Ledger Payroll Leave Resources

Department of Accounts ° ° ° (] .

Department of Alcoholic ° ° ° .
Beverage Control

Department of Motor ° ° °
Vehicles

Department of Personnel °
and Training

Department of Social ° ) ° .
Services

Virginia Supplemental °

Retirement System

Source: E&W technical supplement.

Outdated Technologies. DOA, ABC, and DMV still use outdated
Data-100 minicomputers for bulk data entry and as remote job stations. The
equipment is experiencing reliability problems and is difficult to replace. ABC
also maintains a database management system, TOTAL, which has not been
updated since 1973. This software cannot be used on the more efficient
IBM-3380 disk drive, so ABC must also maintain outdated hardware. E&W also
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found that DMV maintains outdated telecommunications software for accessing
data files.

Agencies often may recognize that technologies need upgrading in
order to achieve greater operational efficiencies. "However, they do not have
strategic or acquisition plans to guide system improvements. Decisions are
made as a reaction to problems, rather than anticipating and endorsing periodic
evaluations of and enhancements to systems.

Applications Prototyping. "Fourth generation" computer languages
are typically used to develop system models and for automated decision support
systems. These languages, such as MAPPER used by DSS, are relatively simple
to understand and use. Therefore, they are frequently used to develop
prototypes of systems. These languages are not efficient languages to use on
major application and production systems because they consume far more
machine resources than basic languages such as COBOL or DMS-1100. For
example, E&W found that DSS uses MAPPER-based code for the refugee
management information system. Use of this system has expanded, and DSS
intends to convert parts of this system to more efficient operating languages in
COBOL.

E&W noted that the State does not have any written policies or
standards on how application prototyping and fourth generation languages
should be used. As a result, some applications may not make the best use of
the resources at DIT. E&W cited the new CARS-II system as one such
application:

CARS-Il is the “official’ general ledger of Virginia
government. It is maintained by the Department of
Accounts, and was implemented for statewide use on July
1, 1986. CARS-/l uses the Commonwealth’'s chart of
accounts. Some agencies modify or use subsidiary
accounts to meet unique agency accounting requirements.

General ledger applications generally do not require
complex data structures. Detailed journal entry records
are typically accessed by agency identification, fund,
accounting period, and account number. ADABAS is
capable of this, and much more, and the NATURAL
language does provide an easy facility for report writing
and user inquiry. However, it is questionable whether the
power of ADABAS/NATURAL is efficiently utilized by
this application. The same functionality might have been
achieved through the use of CICS/VSAM with individual
agency extract files for the summary data. Special
reports could be run by agency-written routines via
COBOL, Easytrieve or SAS, and inquiries supported via
C/CS.

Opportunities for Using Other Computer Technologies. E&W also
reviewed agencies' mainframe systems to determine if some might be more
efficiently run on minicomputers or microcomputers. E&W found that the
SCC's Corporate Information System is appropriate for a minicomputer
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application. The system has relatively few updates but a large number of
inquiries. It also has a limited number of users, all in one location.

Recommendation (39). Agencies should develop information
management plans and exert greater controls over computer services use. The
State should develop uniform standards to ensure that systems are adequately
documented to facilitate maintenance and modification. Planned schedules for
evaluating software and hardware capabilities should be developed, and plans
for replacing outdated, inefficient equipment should be developed and reviewed
by central planning staff. Agencies should be governed in their use of various
programming languages when designing computer applications by standards and
statewide planning objectives. As part of statewide planning efforts,
opportunities for using minicomputer and microcomputer applications should
also be explored.

CENTRALIZATION VERSUS DECENTRALIZATION

One of the principal information technology issues confronting
Virginia is: Should the State continue in its attempt to centralize computer
services, or should agencies be permitted to purchase and operate their own
computer systems? This issue has been partially addressed: DIT was created
as a consolidated information technology agency. However, a number of
agencies are using computer systems other than DIT's mainframe. This trend
toward decentralization is likely to continue as agencies acquire smaller, less
expensive computers.

The State needs a planned approach for appropriately using the
various computer technologies. All technologies can be linked together by
communications networks in a distributed processing design. However, policy
directions and standards must be adopted in order to achieve this objective.

Computing in State Government

Recent efforts to co-locate the State's mainframe computer centers
and consolidate three agencies into DIT have centralized the State's use of
information technology. However, agencies continue to add and upgrade their
own smaller computing facilities. The advantages of centralized and
decentralized computing need to be explored further.

Centralization. Virginia is among a few states (such as Kansas and
New Jersey) with a highly centralized information technology agency. In 1984,
the State's five mainframe computer centers were consolidated into one under
the direction of the Department of Computer Services (DCS). University
computer centers remained independent. In late 1984 and early 1985, computer
services (DCS), systems development services (Department of Management
Analysis and Systems Development), and telecommunications services
(Department of Telecommunications) were united in DIT. Furthermore, the
Appropriations Act reinforces DIT's role as the State's central computing
facility by preventing agencies from using private facilities for automated
information processing unless DIT grants exceptions:
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No state agency shall contract for the purchase of or for
the continuous use of any item of automated data
processing or word processing equipment, or contract for
automated data processing services from a non-state
agency without the prior written approval of the
Department of Information Technology (§ 4-5.06b).

Virginia's centralized approach has advantages. Economies of scale
(in equipment, personnel, and facilities) can be achieved by maintaining only
one mainframe computer facility. Interdependent technologies (computers and
telecommunications) can be more effectively linked, controlled, and serviced.

Nonetheless, highly centralized mainframe centers have
disadvantages. Agencies relinquish some local control of information
processing. They cannot directly control costs when the centralized center
decides to upgrade, for example. Also, small locally- installed computers can
process smaller amounts of information more efficiently and economically than
large mainframes.

Decentralization. Although DIT's size and scope of responsibilities
characterize Virginia as a "centralized" state, many State agencies and
institutions do not rely on DIT for data processing. Thirty-two agencies and
institutions use computer facilities other than DIT. Most of the higher
education institutions operate their own computer centers. Some agencies,
such as the Department of State Police, rely primarily on their own
computers. Other agencies operate their own large computers in addition to
using DIT -~ the Departments of Motor Vehicles, Mental Health and Mental
Retardation, and Agriculture and Consumer Services, for example.

The trend toward decentralized data processing is likely to continue.
As reported on the JLARC staff survey, 23 agencies expect their utilization of
DIT's mainframe to decrease as the agencies expand their minicomputer or
microcomputer systems. Eleven agencies expect utilization of DIT's
mainframe to increase. Thirty agencies expect use of minicomputer systems to
increase, and 37 agencies expect microcomputer use to increase.

There are some advantages associated with agencies using their own
computers. Minicomputers and microcomputers can more efficiently and
economically process text and smaller amounts of data than DIT's large
mainframes. Also, agencies can exercise greater control over the costs of
their own systems, and they can custom design those systems to meet unique
needs.

- However, smaller computers do not have the necessary computing
capacity to efficiently process large amounts of information. Also, agencies
may not be able to afford or access sophisticated software for their smaller
computers. Some software may only be available on the mainframe; other
software may be available on the mainframe, but its costs may be prohibitive if
infrequently used. Opportunities to access common statewide systems, such as
budgeting and accounting, would be impaired if agencies exclusively used their
own small systems without links to a central system.
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Directions for the Future

By planning and building a distributed information processing
network, State government can use the strengths of its centralized mainframe
technology and the decentralized minicomputer and microcomputer
technologies. However, efforts to build such a network will only be successful
if statewide policies and standards are adopted. This guidance is necessary in
order to ensure compatibility of data, software, and equipment as State
agencies and institutions add and upgrade their computer systems.

Distributed Data Processing. Many of the larger State agencies and
some smaller agencies are using all three computer technologies in a
distributed data processing network. Through a single terminal, agency staff
can access DIT's large mainframe computer (for complex analyses or large
production runs), minicomputers (for word processing and electronic
messaging), and perform microcomputer analyses (on smaller subsets of data).

The future success of distributed data processing in State
government will depend on compatibility of systems and telecommunications
networks. Agencies which purchase computer systems that cannot be linked
with the State's mainframe will not have the option to access central budgeting
or accounting systems, for example. Statewide policies and standards have not
been developed for the purpose of ensuring sufficient compatibility and
supporting communications networks.

Some agencies may not need to access all three computer
technologies. However, policy decisions must be made regarding which
agencies currently need access to all technologies or may need access in the
future.

Statewide Policies and Standards. As a first step toward fully
utilizing appropriate computer technologies and networks, the State must adopt
the concept of distributed data processing as a planning objective. Otherwise,
agencies will continue to press for piecemeal upgrades and additions which may
inhibit subsequent efforts to achieve networks or hierarchical mainframe,
minicomputer, and microcomputer processing.

By adopting uniform standards, the State can take a second
important step toward ensuring an economical and effective distributed
processing environment. The International Organization for Standardization,
for example, is developing standards to promote functionally compatible
computer systems that accommodate diverse designs. These standards and
others need to be explored as a method for achieving compatibility without
unduly restricting competition.

Recommendation (40). The State should evaluate agency information
technology plans and computer needs for the purpose of identifying
opportunities for distributed processing networks. The State should develop
standards that ensure compatible information processing and communications
systems. The State needs to adopt policies that specify under what conditions
agencies should be permitted to develop their own computer systems. Criteria
for determining interface requirements with other systems should also be
established.
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VI. TELECOMMUNICATIONS

Recent industry deregulation and technology advances present two
significant telecommunications challenges in State government:

(1) Within the current competitive market, what kinds of services
need to be provided by DIT in order to ensure economical and
effective use of telecommunications technology?

(2) How can the State efficiently use integrated technology
networks for transmitting voice, data, text, and video among
agencies?

As the centralized information technology agency, DIT will play a key role in
addressing these challenges.

Prior to industry deregulation, the State relied on C&P Telephone
Company of Virginia for most services. Now, DIT must play a more active role
in managing the State's telecommunications system, coordinating service from
various vendors, and helping agencies design and procure economical systems.
In order to achieve economical and effective telecommunications systems, DIT
needs to increase its emphasis on planning and optimizing the system at the
statewide level. DIT also needs to help agencies accomplish the same objective
at the agency level.

The State has taken an important first step toward integrating
telecommunications and computer technologies. Virginia is one of only a few
states which have consolidated telecommunications and computer services
within one centralized agency. However, additional steps are necessary. The
State can achieve substantial cost savings by sharing communication networks
among agencies and by transmitting multiple types of information through
integrated networks. Studies designed to explore these opportunities and
efforts to implement the available economies of scale are in progress.

JLARC staff reviewed DIT's support services and identified major
statewide telecommunications issues. However, JLARC staff placed less
emphasis on the review of telecommunications than on other areas of this
study. The Department of Planning and Budget (DPB) hired a consultant to
study statewide telecommunications needs. DPB  expects the
telecommunications study to be completed in October 1987.

DIT SUPPORT SERVICES

State government is one of the largest users of telecommunications
services in Virginia. DIT secures these services (Exhibit 5) through the 21
telephone companies (vendors) in the Commonwealth. Voice communication
via telephone is the most frequently used service -- approximately 5.5 million
minutes of service per month. A significant portion of the State's data,
processed by DIT mainframe computers, is transmitted to 8,500 remote
terminals in agencies via 15,000 miles of data communications lines.
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Exhibit 5

DIT'S TELECOMMUNICATIONS SERVICES

Type of Service

SCATS Service -

Data Lines/Data -
Equipment

Mainline Service -

Direct Services -

Tolls -

Other Charges and -
Credits

Description

The State Controlled and Administered Telephone
System (SCATS) is a private telephone network owned
by the Commonwealth and maintained by the C&P
Telephone Company of Virginia. It serves all State
agencies and has 2,500 access lines.

Data lines and equipment are part of the
Commonwealth's private telephone network. The
network consists of the dedicated lines, modems, and
circuits used for the transmission of data to DIT
computers and other computer centers found in certain
agencies and institutions.

This is the CENTREX service which is one of the actual
voice lines serving each State agency. CENTREX
dedicates a portion of the C&P central office switch and
assigns sequential extension numbers to the various
users.

Direct Services include telecommunications equipment
such as handsets, intercoms, extensions, special
features, etc.

This element represents customer usage of the normal
common carrier long distance facilities.

This service includes vendor installations,
deinstallations, service orders, partial month service,
ete.

Source: E&W representation of DIT services.

~ DIT spent
services in FY 1986.

approximately $35.4 million for telecommunications
Of this amount, approximately 90 percent was paid to

telecommunications vendors, and approximately 10 percent was spent for DIT
staff support. DIT's telecommunications division is comprised of 69 staff

positions.

State agencies and institutions are generally satisfied with DIT's
support services. On JLARC staff's customer agency survey, an average of 84
percent of the agencies reported they were satisfied with DIT's range of
telecommunications services. Some services warrant additional attention,
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however. Coordinated efforts in network maintenance, performance
monitoring, and capacity planning would improve the availability and quality of
voice and data transmissions. Agencies could also benefit from additional DIT
assistance in redesigning and upgrading telecommunications systems. At the
same time, DIT's procedures for ordering telephone equipment are
unnecessarily cumbersome. :

Network Management

Prior to May 1, 1987, DIT contracted with C&P Telephone Company
of Virginia for maintenance service to manage voice and data network
problems. DIT, as well as individual agencies and institutions, reported
problems to C&P. C&P analyzed the problems, determined which vendor was
responsible for resolving the problems, and tracked resolution of problems until
they were completed. Periodically, C&P provided DIT's telecommunications
division with a report of all trouble calls.

The maintenance service contract expired at the end of April. DIT
determined that it could provide the same service less expensively. This
arrangement will provide DIT with more timely network performance and
maintenance data. However, in order to effectively manage the State's
telecommunications network, DIT needs additional line utilization data,
coordinated capacity planning, and a focal point for recording and resolving
customers' service problems.

Network Problems. Although most customers were satisfied with the
statewide telephone network maintained by DIT, 15 customers (including some
of the largest users) did not think the network had sufficient capacity
(communications lines) to handle their volume of voice and data transmissions:

The University of Virginia (UVA) reported that long
distance service has improved, but is still unsatisfactory.
“The network is frequently busy or noisy. DIT has
installed additional trunk lines but additional lines are
necessary.” The College of William and Mary, Longwood
College, the Department of Alcoholic Beverage Control,
and the Virginia Employment Commission were among
other large users who noted similar concerns.

When agencies notify DIT of network problems, DIT attempts to
diagnose the problem. DIT uses special line monitors to identify transmission
difficulties on individual lines. However, DIT does not have a comprehensive
strategy or supporting technical tools to monitor the entire system's capacity
and performance. By developing its system monitoring capabilities, DIT could
better anticipate telecommunications needs and prevent system failures.

Inadequate Information. Voice and data communication information
accumulated by DIT is inadequate for acceptable maintenance and capacity
planning purposes. Without adequate network information, DIT cannot
adequately address line problems, determine when to add new services, upgrade
existing services, or explore technology upgrades.
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On-line monitoring of voice communications services (incomplete
calls, minutes of use, and gther line utilization information) is not routinely
available on the State maiunline telephone service (CENTREX). In addition,
data communications information is incomplete. DIT operates a computer
system which monitors incoming data as it enters the computer center. This
system, TESTDATA, provides data line utilization information, user response
time rates, and line availability percentages. However, Ernst & Whinney (E&W)
found that the capacity of TESTDATA to collect information is limited.

TESTDATA does not monitor approximately 40 percent
of the data lines that originate at DIT and provide
computer access to agencies. Data collected on the
remaining 60 percent of the circuit is unreliable because
TESTDATA fails to record network activity at all
locations on the circuit. If a line is unmonitored and a
request is made to have the line monitored, an operator
must physically disconnect a line cable from TESTDATA
in order to provide space for the requested line. This is
time-consuming and jeopardizes the stability of the
network.

DIT recognizes the limitations of TESTDATA. Telecommunications
staff are attempting to find a suitable replacement.

Uncoordinated Capacity Planning. The Telecommunications Division
is responsible for monitoring the statewide network, for capacity planning, and
for evaluating network performance. However, agencies or institutions with
their own data centers (such as the largest state universities) monitor,
evaluate, and plan individual data center telecommunications networks which
connect with the statewide network. In addition, DIT's Computer Services
Division monitors the data center network at the Plaza Building.

The telecommunications division has three separate groups involved
in network planning, design, and performance monitoring. The integrated
technology branch is responsible for performance monitoring, design, and
capacity planning for the SCATS voice network. The engineering section of the
data communications branch plans, designs, and monitors the State's data lines,
while comparable efforts for CENTREX telephone service are handled by the
telephone section of the voice communications branch.

By the spring of 1988, State agencies and institutions with separate
telecommunications networks for data centers will all be a part of a shared
statewide network. Consequently, voice and data signals will be run together
through common pipes forming a "backbone" network across the State. Once
this network is fully operational, it will be imperative that agencies and
institutions provide network performance and capacity data to DIT. Without
this data, DIT cannot effectively monitor and plan the statewide
telecommunications network.

The computer services division in DIT operates the hardware devices
which monitor DIT's data center network. While these tools are primarily used
to monitor the computers, network information and statistics are channeled to
the telecommunications division for use in monitoring the statewide tele-
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communications network. Exchange of information between the two divisions
is necessary to ensure that telecommunications planning incorporates all voice
and data lines.

Need for a Comprehensive Help Desk. The telecommunications
division does not operate a central problem monitoring function comparable to
the computer services help desk, nor does DIT maintain one central focal point
for resolution of all technical problems. As a result, problems with data
communication lines may be reported to the computer services division but
never relayed to the telecommunications division. Proper telecommunications
maintenance and planning will require DIT to consolidate its problem
monitoring and response functions.

Recommendation (41). DIT should develop and implement a formal
capacity planning methodology for the statewide telecommunication system.
DIT should collect additional performance data on voice and data
communications by upgrading software and hardware used to monitor the
system. DIT should also coordinate data collection efforts split between the
telecommunications division, the computer services division, and State
agencies which operate telecommmunications networks linked to the statewide
network. DIT should expand its current trouble reporting service to encompass
all voice and data communications. All problems should be centrally recorded
and tracked to ensure expedient resolution.

Engineering Studies

Now that the telecommunications industry is more competitive,
State agencies can achieve substantial savings by redesigning their
telecommunications systems. As the State's central repository of
telecommunications expertise, DIT can serve a vital role in helping agencies
design economical systems.

Agencies’ Concerns. As reported on JLARC staff's customer agency
survey, 81 percent of the agencies were satisfied with DIT's technical
consulting and systems design services:

Staff for the Virginia Supplemental Retirement System
reported that the quality of DIT staff has improved:
"They seem more knowledgeable and experienced.”

Agencies noted a few concerns, however, regarding the expertise and
responsiveness of DIT:

The State Corporation Commission (SCC) noted that
DIT's study of their telephone system was interrupted by
a study request from another agency. The SCC reported
that DIT staff originally assigned to their study had
superior skills and knowledge. When DIT resumed the
SCC study, less qualified staff were assigned and a
conflicting design was produced. (According to DIT,
multiple requests for services required staffing
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adjustments. In response to SCC's preference, however,
DIT reassigned the original staff to the SCC project.)

Fragmented Service Delivery. Currently, 24 technical staff in DIT's
telecommunications division spend at least a portion of their time conducting
engineering studies for State agencies and institutions. The voice and the data
communications branches provide specialized expertise related to their
respective technologies. The integrated technology branch provides expertise
in either technology.

A customer agency's request for an engineering study may be
handled by multiple branches within DIT. The branches have been known to
offer different advice:

The Department of Mental Health and Mental
Retardation (MHMR) used the [Integrated Technology
Branch (ITB) and the Data Operations and Engineering
Branch (DOEB) of DIT to conduct a needs assessment for
its administrative offices in Richmond and facilities in
18 locations. MHMR intended to develop a local area
data communications network. At the same time, data
and voice communication services were extensively
realigned in Richmond at the request of the Governor.
As part of this effort, the Voice Operations and
Engineering Branch of DIT recommended use of a
specific type of equipment, DATAKIT. However,
because DATAKIT would not be available in time to
meet MHMR's needs, another system, Electronic Key
System, was selected.

Engineering personnel in field offices of the voice communications
branch design systems but also provide non-technical assistance by writing
service orders for voice equipment and services. Clerical personnel actually
process the orders. In the data communications branch, one unit of data
engineers design the systems, and a second engineering unit within this branch
write and process the service orders. Furthermore, the data communications
engineers are centrally located in Richmond, while voice engineers are
geographically dispersed in field offices. The integrated technology branch
designs statewide networks and writes service orders related to the networks.

Recommendation (42). DIT should designate specific staff to provide
technical consulting and engineering studies of agencies' telecommunications
systems. DIT's field offices should be staffed by data communications
engineers in addition to voice communications engineers.

Service Order Processing

DIT processes between 2,000 and 3,000 service orders each month as
agencies add or delete telecommunications services and equipment. Multiple
participation in processing these orders contributes to procedures which are
sometimes cumbersome and time consuming. Moreover, the majority of both
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data and voice service order requests should not require DIT;s engineering input
in order to be finalized and processed.

Processing Timeliness. Of all the telecommunications services that
DIT offers, agencies were most dissatisfied with service order processing.
Twenty-seven percent of DIT's customers were dissatisfied with this service.
Although more direct interaction between agencies and telecommunications
vendors might expedite order processing, DIT needs to track most service
orders for network planning and billing purposes. Nonetheless, DIT could take
steps to improve processing expediency and simplify ordering procedures.

Multiple Order Processing Efforts. As a first step, responsibility for
telecommunications procurements, split between the Division of Purchases and
Supply in DGS and Procurement and Contracting in DIT, could be better
delineated. The absence of clear-cut guidelines concerning this division of
telecommunications procurement responsibility complicates the process:

The Department of Rehabilitative Services (DRS) needed
to procure a packet switching network. The APR was
sent to DIT, but Procurement and Contracting would not
handle the procurement because the network was not a
part of the DIT data center network. Consequently, DGS
handled the procurement, with DIT Procurement and
Contracting personnel on the bid evaluation committee.

* ok Xk

“DIT did not provide any suggestions and did not process
part of the order,” according to staff for the Council on
the Status of Women. Extra effort on the part of council
staff was necessary to obtain the equipment and
installation desired.

*® k%

DIT's Computer Services Division had to go through DGS
to procure a $60,000 data communications test package
for the data center.

In April 1987, DGS released a revised procurement manual which is
intended, in part, to clarify DIT and DGS procurement responsibilities. Even
so, the process remains complex. DIT's telecommunications division writes
orders for services and equipment. If requests for services must be
competitively bid, DIT's procurement and contracting branch conducts the
procurement. If equipment purchases must be competitively bid, DGS' division
of purchases and supply conducts the procurement. Orders from existing
contracts can be sent directly to the vendors, after DIT's telecommunication
staff write the orders.

As a second step, service order processing within DIT might be
simplified. Telecommunications procurements are further complicated by
branch delineations within DIT's telecommunications division. CENTREX
service and equipment requests are routed through the voice communications
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branch; requests relating to SCATS are handled by the integrated technology
branch. Data communications requests for equipment and service are routed
through the data communications branch.

Moreover, it does not appear that engineers and service ordering
staff are needed to process a majority of service orders. According to DIT
staff, approximately 75 percent of the requests for data communications
services and equipment are routine. In regard to voice service and equipment,
approximately 80 percent of requests from agencies and institutions are
routine. Routine requests require little or no engineering expertise to
determine system needs and alternative means of meeting these needs.
Consequently, agencies could deal directly with service ordering staff for most
of these requests.

Use of the Contract List. As a third step to simplify and expedite
telecommunications procurements, DIT could expand the hardware contract
list. By expanding the hardware contract list, similar to the one utilized for
frequently procured data processing equipment, agencies could more often
procure less expensive, frequently purchased telecommunications equipment
directly from vendors.

Recommendation (43). DIT should clarify its internal procedures for
reviewing and writing telecommunications service orders. Engineering staff
should not be involved in processing routine orders. In order to expedite order
processing, DIT should facilitate direct purchases by attempting to expand the
number of telecommunications items on the hardware contract list.

NETWORK SHARING

State government does not receive the full benefits of shared
telecommunications networks. DIT has identified a number of opportunities to
achieve cost savings by sharing networks among agencies and integrating
communications technologies. However, the State has no plans or policies that
endorse shared networks. As a centralized service agency, DIT cannot require
agencies to share networks. Consequently, the State needs plans, policies, and
standards for ensuring appropriate sharing of telecommunications networks.

Opportunities for Shared Networks

DIT has done a good job of identifying network sharing opportunities
that could result in substantial cost savings. These savings could be achieved
by increasing the use of shared networks among similarly located agencies and
integrating voice, data, video, and other communications technologies within a
comprehensive statewide network. The Department of Planning and Budget is
currently studying the feasibility of implementing shared networks.

Sharing Networks Between Agencies. Of the existing 393 data
circuits serving approximately 830 remote sites, only 16 of these circuits are
shared between two or more agencies. Many different State agencies have
offices located in the same population areas, sometimes the same building. By
sharing data lines, these agencies could achieve cost savings for the State.
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DIT currently spends approximately $2.4 million annually for data
communications that connect the mainframe computers with customer
agencies. By implementing a shared network, DIT estimates that a 15 percent
savings is possible on data communication lines alone (Table 15). These savings
may represent a small portion of the total savings possible through a statewide
network that includes voice lines, data lines, and equipment.

Table 15

POTENTIAL SAVINGS FROM NETWORK SHARING:
DATA COMMUNICATIONS LINES

Estimated
Present Estimated Savings

Location Cost Per Month Cost Per Month Per Month
Arlington $ 14,688 $ 12,256 $ 2,432
Charlottesville 8,327 7,966 361
Fredericksburg 11,254 10,121 1,133
Lynchburg 9,481 8,276 ,205
Norfolk 26,305 21,954 4,351
Richmond 84,244 71,125 13,119
Roanoke 42,105 34,755 7,350
$196,404 $166,453 $29,951

Annual Savings = $359,412 (12 x $29,951)

Source: DIT network optimization study.

For example, the Virginia Employment Commission, the Department
of Taxation, and the Department of Motor Vehicles each have offices located
in Tidewater, Northern Virginia, and Roanoke. Each agency has a separate
network running from these locations back to the DIT data center in
Richmond. Consequently, each is paying for the same number of network line
miles. Once the statewide network is operational, these three separate
network circuits will be run through the same line, thereby reducing total line
miles by two-thirds of the previous total. The cost of the shared line will be
greater than each individual line, but not as great as the combined three-line
total.

Similarly, agencies could share local communications networks that
do not require the transfer of voice or data information with distant locations.
This would require a change in DIT's current billing algorithms so that agencies
with shared local circuits would pay only their portion of the line cost.

Cost savings could also be achieved by sharing or eliminating
redundant equipment, as illustrated by the following example:
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DIT's private branch exchange (PBX) switch was
purchased at the time of co-location for $558,932
(including five years of maintenance) to provide the
digital communications capacity needed for the
computer operations center. This switch is also used to
provide telephone services to the DIT employees in the
Plaza Building location. This switch is not shared by
Virginia Commonwealth University, which has staff
located in the Plaza Building or by DIT staff located in
other buildings. Furthermore, once the statewide
network is fully implemented in 1988, this switch will
provide redundant digital communication services. The
switch should be either sold or used to provide digital
services to State agencies which will not have access to
digital CENTREX service (such as the agencies and
institutions located in Farmville, Virginia).

Multi-Technology Networks. Rapid technology advances in the
telecommunications industry are providing the State with opportunities to use
advanced technology in developing shared communications systems. For
example, digital lines can now transmit both voice and data simultaneously.
However, the State does not currently utilize this technology. The statewide
network simply runs multiple digital lines through a common line in order to
reduce network miles and costs. Further savings could be realized if each
single line were used to transmit both voice and data.

DPB Study. The Department of Planning and Budget (DPB), in
cooperation with DIT, is currently evaluating opportunities for network sharing
within State government. DPB has hired a consultant to conduct a statewide
needs assessment, recommend technology configuration for a statewide system,
develop an implementation plan, and comment on the role of the central
agency (DIT). DPB expects the study to be completed before the 1988 Session
of the General Assembly.

Statewide Policies and Standards

The State will not be able to take full advantage of network sharing
opportunities without a plan and supporting policies and standards for
accomplishing this objective. Results from the DPB study will assist the State
in developing a comprehensive information technology plan which includes data
processing and telecommunications.

Network Sharing Policies. Although DIT has identified cost savings
that would result from network sharing, it cannot compel agencies to share
with others. Without a plan that identifies which agencies could share
telecommunications networks and a State policy that requires network sharing
when feasible, cost savings may not be fully achieved. For example, State
government uses a mixture of point-to-point and multi-drop lines for voice and
data communications. The charge for one multi-drop line is based on the
number of drops, but is less than an equivalent number of separate lines.
However, all locations cannot utilize the main circuit at the same time.
Because multi-drop lines are similar to the "party line" telephone concept, line
protocol is necessary to control line access.
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DIT cannot establish network sharing policies, set line protocols, or
require compliance. An independent supervisory board, if given adequate
authority, could require network sharing.

Communications Standards. In order to share communications
networks, agency telecommunication systems would need to be compatible.
The following example illustrates the impact of incompatible networks and the
lack of authority to enforce a statewide telecommunications master plan:

The Virginia Department of Transportation is currently
implementing a separate statewide communication
networKk that will link the DEC computers in its nine field
offices with terminals in its 45 residencies and with the
mainframe in Richmond. VDOT offices are located in
some of the same geographic locations as other State
agencies. However, local circuits cannot be shared
economically with other agencies because VDOT is using
a different line protocol for its distributed processing
network. Special converters would be necessary to
translate communications signals between different
technologies.

If the State intends to achieve network sharing, the State will need
to develop uniform communications standards for ensuring compatibility and
for determining when distributed processing is cost effective. Organizations
such as the Institute of Electrical and Electronics Engineers and the
International Telecommunications Union are developing such communications
standards that might be useful for the State to consider. The State would need
to review subsequent telecommunications and computer-related procurements
in order to ensure compliance with the standards.

Recommendation (44). The General Assembly may wish to authorize
the development of plans and policies that require agencies to share
telecommunications networks wherever feasible. The results of the DPB study
of telecommunications should be considered when developing statewide policies
and plans. The State should adopt uniform communications standards and
require review of procurements in order to ensure compatibility of systems and
compliance with standards.
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VII. FINANCIAL MANAGEMENT

DIT manages three of the State's nine internal service funds. Total
revenues from the computer services, telecommunications, and systems
development funds are expected to exceed $70 million in FY 1987. DIT also
manages approximately $10 million in general funds.

Internal service funds are funds used to account for the financing of
goods or services provided by one agency primarily or solely to other agencies
on a cost-reimbursed basis. Managed properly, internal service funds should
just recover the costs of providing services. DIT establishes rates, approved by
JLARC, which are used to charge agencies for the services received.

A perception of many executive agencies is that DIT services are
expensive and that improvements are needed in DIT's financial management.
One of the major thrusts of the JLARC staff and Ernst & Whinney (E&W)
studies was to assess the accuracy of this perception. In large part, the costs
that agencies incur, especially for computer services, are more directly related
to agency use than to DIT's costs or rates. But some problems were found with
DIT's overall financial management, costs, and rates:

® DIT has not developed adequate internal management controls over
expenditures, and external controls are also lacking;

e Controls over five equipment leases were found to be deficient,
resulting in costs over the life of the leases of nearly $1.3 million in
excess of outright purchase costs;

® The cost allocation plan meets federal requirements, but needs
additional refinements;

® DIT arnnually incurs between $500,000 and $800,000 in annual salary
expenses and fringe benefit costs because a number of positions may
be inappropriately classified;

® DIT's costs for providing computer services are higher than other
data processing centers reviewed in this study;

® DIT's rates for computer services, based on inaccurate estimates of
use, are higher than necessary to recover costs;

e DIT's telecommunications support services could be streamlined to
reduce the overhead surcharge;

JLARC staff did not conduct a detailed review of DIT's accounting practices,

because a full financial audit of DIT was begun by the Auditor of Public
Accounts in April 1987.
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FISCAL RESPONSIBILITIES

DIT's responsibilities for administering internal service funds require
special financial controls and procedures. DIT develops a cost allocation plan
for attributing direct costs to each service element and for distributing
indirect costs in a fair and consistent manner. In order to ensure that agencies
are appropriately charged for services, JLARC and the federal Department of
Health and Human Services approve DIT's cost allocation plan. DIT is also
responsible for the usual accounting and financial reporting procedures, which
are complex because of the cost allocation requirements. DIT currently uses
nine automated accounting systems.

Cost Controls

Because it is primarily an internal service fund agency, DIT receives
a "sum sufficient" appropriation for 89 percent of its operational costs. DIT
does not operate under the usual fixed limit on appropriations, so it is
especially important to ensure that DIT's expenditures are adequately
controlled. DIT's internal budgetary restraints and external controls could be
strengthened.

Budgetary Restraints. DIT's controls over personnel and
acquisition-related expenditures, the two major expense categories of the
agency, are weak. Personnel costs account for approximately 20 percent of
DIT's total costs. As further discussed in the next chapter of this report, DIT
has not developed productivity measures or methods for manpower planning.
Without such information, DIT cannot effectively determine the personnel
needs of the agency. Moreover, DIT does not adequately review compliance of
actual work duties and activities with position classifications. JLARC staff
found that DIT annually incurs between one-half million and eight-hundred
thousand dollars in additional personnel costs because positions may be
inappropriately classified.

Acquisition-related expenditures include contractual services and
major equipment purchases or leases. Contractual services accounted for
approximately 50 percent of DIT's costs in FY 1986; these services are
primarily the contracts that DIT negotiates with telephone vendors.
Depreciation and interest are operating expenses which DIT incurs as a result
of its major purchases or leases -- primarily for computer-related hardware
and software. In FY 1986, depreciation and interest accounted for 36 percent
of the internal service fund for computer services, or approximately 15 percent
of total agency expenditures.

As discussed in the procurement chapter of this report, controls over
DIT acquisitions need to be strengthened. E&W noted that planning for DIT's
recent $4 million mainframe computer acquisition and evaluations of
alternatives were not well-documented.

In a review of DIT's financial records, E&W also found that controls

over past lease agreements were weak. During the period of September 1982
through December 1984, DIT and its predecessor, DCS, executed five
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equipment leases with exceptionally high charges. Payments over the life of
the leases will be $1,298,005 in excess of the costs to purchase the equipment
outright. DIT has incurred unnecessary expense as a result of these
inappropriate lease/purchase decisions. The majority of this expense was
incurred prior to DIT's creation, and DIT's current management had no part in
executing these contracts. DIT could cut its expenditures by exercising
available buy-out options on remaining leases, where cost beneficial.

In reviewing DIT, E&W concluded:

DIT does a good job in operating the computer and
facilitating the implementation of telecommunications
systems changes. DIT does not do an effective job in
controlling its resources. DIT's management control
system is invariably focused upon what they think is the
right thing to do, as opposed to being outwardly focused
on the achievement of business objectives documented in
strategic and operational plans....

E&W suggested that DIT could benefit from systematic procedures for on-going
management decisions. DIT's cost allocation plan would serve as the
foundation, in which costs, resources, and services would be linked. With a
systematic decision support method, DIT could identify the impact of changes
in service demand on its costs and resource needs. Currently, DIT has no
methods to quantify service units. As a result, DIT has difficulty in adjusting
its resource levels to match customer demand.

Recommendation (45). DIT should establish operational objectives
for the agency and develop specific plans to achieve those objectives. In
particular, these plans should include methods for projecting and controlling
personnel, contractual, and equipment- related expenditures. In order to
better anticipate and monitor expenditures, DIT should link spending plans with
operational objectives.

DIT should attempt to quantify productivity wherever possible. DIT
should also develop standards for costs per unit of output. In rate requests
submitted to JLARC, DIT should include a description of the output measures
and the link with rates. Changes in the amount of output should be included as
a basis for adjusting rates.

External Oversight. Weak internal controls reinforce the need for
stronger external controls over DIT spending. Unanticipated expenditures and
subsequent requests for spending adjustments on short notice have impeded
reviews by the Department of Planning and Budget (DPB). As discussed later in
this chapter, DPB needs to be more involved in efforts by DIT and agencies to
project service needs -~ particularly for computer services.

External oversight of DIT's procurements is also needed.
Recommendations in the procurement chapter of this report are designed to
provide stronger external controls. JLARC staff recommend that authority for
statewide procurements of information technology should be separated from
DIT and vested in an independent agency.
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As discussed in the next chapter of this report, the Department of
Personnel and Training needs to more closely monitor DIT's personnel
practices. Specifically, DIT's delegated authority for reviewing and classifying
positions should be revoked.

Cost Allocation

Because DIT's rates recover federal funds from some State agencies
such as the Department of Social Services, Department of Transportation, and
the Virginia Employment Commission, DIT is required to comply with federal
cost allocation guidelines. DIT's current cost allocation plan has been approved
by the federal Department of Health and Human Services.

DIT's cost allocation plan is prepared at a general level for federal
purposes. However, in reviewing DIT's implementation of the plan, E&W and
JLARC staff found instances where additional refinements were warranted. In
order to appropriately attribute costs to corresponding service units wherever
possible, DIT needs to adjust certain cost allocations. Specifically, IBM and
Sperry computer support, rent, telecommunications, and personnel costs should
be reallocated. E&W concludes that DIT's procedures for allocating other costs
are generally acceptable but not well-documented.

IBM and Sperry Computing Costs. The costs of DIT's IBM and Sperry
mainframe computer systems are aggregated and allocated to the computer
services fund. The costs of these two different technologies are not separated,
although the systems serve two different groups of computer users. In addition
to direct hardware costs, technical support for computer operations, systems
software support, database support, and maintenance could also be allocated
directly to the separate IBM and Sperry systems.

During the month of November 1986, for example, IBM costs for
hardware, software, and facilities were $964,451. Sperry costs were $777,891.
Dividing total costs by various measures of processing capability, E&W found
that the Sperry technology is more expensive per unit than IBM. For example,
the IBM mainframes have a total rated capacity of 53 MIPS (million of
instructions per second). The DIT cost per IBM MIPS is $18,197. The Sperry
mainframe has a capacity of 26 MIPS; the DIT cost per Sperry MIPS is $29,919.

By disaggregating IBM and Sperry costs, and recovering the costs
through a separate set of rates, DIT could establish a more precise charge for
the actual amount of services that customers receive. Currently, IBM
customers appear to be subsidizing Sperry customers.

Office Rent. Rent for the 7th Street building, which houses DIT's
administrative offices and the data center, is approximately $1.4 million
annually. This entire amount is charged to the computer services fund,
although only 90 percent of the direct and indirect rental expense should be
charged to this fund. This practice has the effect of subsidizing
telecommunications and systems development funds with computer services
revenues. Similarly, allocation of other expenses related to the physical plant,
such as electricity, insurance, and housekeeping, are not precise.
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Telecommunications Services. The costs of using
telecommunications services is not charged to the computer services fund or to
the systems development fund. As a result, computer services and systems
development costs are somewhat understated.

Personnel. In reviewing DIT's activities on a position-by-position
basis, JLARC staff found that DIT could achieve greater segregation of
personnel costs. For example:

Forty percent of all activities provided in the
Technical Services Branch support DIT internal functions
such as the development of automated systems for
internal use. However, all 14 positions in this branch are
charged to the computer services fund. |[Instead, 40
percent of these personnel (approximately six positions)
should be charged as general agency overhead. The costs
of these six positions should be allocated to all three
internal service funds and DIT's general fund activities.

In the last chapter of this report, JLARC staff propose a
reorganization for DIT. This proposal includes recommendations for
segregating and allocating personnel costs by three categories: direct services
for each fund, indirect services to all funds, and general agency overhead.

Reallocating Costs and Adjusting Rates. The effort that would be
necessary to pinpoint all direct costs might favor general (but acceptable)
indirect allocation methods. However, greater refinements still would be
needed, particularly for major items such as IBM and Sperry system usage,
personnel, rent, and telecommunications.

DIT uses complex billing algorithms to charge customers for its
various services. For example, computer services rates are actually seven
separate rates, which include CPU service, disk storage, lines of print, and
others. In order to determine the rate impacts of allocating costs on a more
direct basis where possible, DIT will need to recalculate the algorithms and
propose revised rates for JLARC's approval.

Recommendation (46). DIT should review and revise its procedures
for allocating costs. DIT should separately identify and allocate IBM and
Sperry costs. DIT should also refine its methods for allocating office rent,
telecommunications services, and personnel. DIT should submit a revised cost
allocation plan for JLARC approval by October 1987. To facilitate JLARC's
review of the cost allocation plan, DIT should submit a detailed list of
allocation procedures for each expenditure category. DIT should prepare its
rates for the 1988-1990 biennium accordingly and submit revisions to JLARC
for approval no later than December 1987.

COMPUTER SERVICES FUND

DIT recovers costs for providing computer services through a
seven-item rate structure: (1) seconds of use on the mainframe computers
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(CPU service), (2) number of lines printed on DIT printers, (3) number of lines
printed on agency printers, (4) number of tapes used for data storage, (5)
seconds of tape use, (6) amount of disk storage, and (7) number of transactions
(terminal input messages). DIT also charges a flat fee for use of the Sperrylink
office automation system. During the last few years, DIT's computer services
rates have more than recovered the costs of providing services. As a result,
the fund has accumulated sizable surpluses (Table 16).

Table 16

COMPUTER SERVICES FUND BALANCE
(FY 1983-1987)

Fiscal Year Revenues Expenses Fund Balance*
1983 $18,163,341 $18,166,490 $ 93,780
1984 25,087,064 23,304,452 1,876,392
1985 24,746,186 25,730,649 891,929
1986 29,174,318 29,337,846 728,401
1987(projected) 33,420,412 32,025,323 2,123,490
1988(projected) 38,170,101 37,167,964 3,125,627**

*The fund balance is cumulative: it equals the balance from the previous year
plus the surplus or deficit from the current year.

**DIT anticipates that rate reductions will be made during FY 1988 in order to
reduce the surplus.

Source: DIT financial statements and projections.

The review of the computer services fund included an E&W
comparison of DIT's rates and costs with those of other organizations. JLARC
staff reviewed the resource forecasting methods DIT used in calculating rates.
In addition, billing procedures were reviewed.

Cost and Rate Comparisons

In order to assess the reasonableness of DIT's costs and rates,
JLARC staff requested E&W to compare DIT's costs and rates with other
organizations in Virginia (all but one were in the Richmond area). In comparing
costs of five comparably sized and configured data processing centers, E&W
found that DIT's costs were generally higher than others. This cost comparison
was intended to serve as a general indicator of DIT's costs in relation to other
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data centers. Recommendations throughout this reporf identify specific
opportunities for DIT to improve operational efficiency and effectiveness and
reduce costs.

JLARC staff also requested E&W to evaluate DIT's 1985 rate
survey. E&W found that some of DIT's survey methods and the analysis of
results were inappropriately applied. Consequently, the survey results, which
concluded that DIT rates were generally lower than comparable organizations,
do not appear valid. Because of data limitations, E&W was unsuccessful in its
efforts to conduct an independent rate comparison with eight other
organizations providing computer services.

E&W Cost Comparison. E&W compared DIT's material costs with
other organizations that maintained centralized data centers and a large
mainframe computer system. E&W collected information on the costs of
hardware, software, personnel, and facility resources. The E&W questionnaire
was sent to nine organizations in Virginia, selected as the only ones comparable
to DIT. These organizations operated IBM or Sperry mainframe computers.
Five IBM users provided complete information for the analysis. E&W collected
operational expenditure data for a full month, November 1986.

DIT's two-technology data center is larger than any of the other
organizations' data centers. Consequently, DIT's total costs are higher than
the others. In addition, DIT spends a proportionately greater amount on
hardware than the other organizations. On the other hand, DIT spends a
smaller portion on personnel (Table 17).

Table 17

PROPORTIONAL COST COMPARISON BY EXPENDITURE CATEGORY
(November 1986)

DIT Hardware  Software Personnel Facility Total
IBM 56% 8% 30% 6% 100%
Sperry 59% 4% 30% 7% 100%
Average 7% 6% 30% % 100%

Other Companies

A 41% 11% 42% 6% 100%
B 46% 8% 3% % 100%
C 43% 8% 34% 15% 100%
D 38% 9% 41% 12% 100%
E 34% 11% 54% 2% 100%

Source: E&W Technical Supplement.
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E&W also attempted to compare DIT's costs on a uniform per-unit
basis. This comparison was designed to assess costs in relation to various
measures of the data centers' processing capabilities. These measures included
the rated capacity of the computers as measured in MIPS, jobs processed,
terminals used, CPU minutes (processing times for'the central processing unit),
input transactions, and print output.

E&W found that as implemented by DIT, Sperry technology is
relatively more expensive to operate on a per-unit basis than the IBM
technology. Moreover, DIT's per-unit costs are generally higher than four of
the five other organizations, except on the per-terminal measure (Table 18).

Table 18

COST COMPARISON BY RESOURCE UNIT
(November 1986)

Unit Measures (Dollars per unit)

DIT MIPS Jobs Terminals Minutes Transactions Lines
IBM $18,197 $13 $161 $36 $.10 $.005
Sperry 29,919 18 230 N/A N/A A1
Weighted
Average $22,055 $15 $186 $.01
Other
Companies
A $8,105 $6 $224 $5 $.03 $.002
B 14,304 8 237 14 .024 .002
C 14,819 5 556 17 N/P .004
D 17,900 15 356 N/P N/P .004
E 22,237 21 796 19 .09 .01

N/A = Not applicable; no valid comparisons of the IBM and Sperry
technologies can be made on these measures.

N/P = Not provided.
Source: E&W Technical Supplement.

Overall, E&W's analysis indicates that DIT's costs are higher than
the other organizations examined. Recommendations throughout this report
identify methods to provide services more effectively and efficiently.
Implementation of these recommendations should result in current cost savings
or future cost avoidances. As DIT's costs decline, DIT's rates should also
decline.
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DIT Rate Survey. In October 1985, DIT compared its rates with the
rates of seven public and private organizations. These were the states of
Georgia, Kansas, Montana, and New Mexico; Virginia Polytechnic Institute and
State University (VPI); The Computer Company; and Litton Computer
Services. As a result of the survey, DIT concluded that it was measurably less
expensive as a provider of computer services than private sector firms. The
study also concluded that DIT's rate structure was competitive with
comparable agencies in other states. DIT concluded that because some costs of
university computing centers are subsidized, a fair comparison between VPI and
DIT was not possible.

Rather than simply comparing published rates, DIT attempted to
calculate the amount and cost of resources used by model computer jobs. E&W
noted errors in DIT's rate comparison methodology. For example,

(1) DIT did not consistently use participants which offered
teleprocessing capabilities comparable to DIT's TSO (time
sharing option) service. For example, if DIT had compared New
Mexico's TSO-equivalent service, New Mexico's price would
have been 34 percent less than that computed by DIT. As a
result, New Mexico's on-line transaction rates would be less, not
greater, than DIT's rate for this service.

(2) DIT did not adjust its comparison to reflect pricing incentives
offered by other organizations. For example, New Mexico
deliberately increased its rates to discourage customers from
using more expensive tape service and two-ply paper for printed
output. E&W subtracted these factors from the computations of
DIT's and New Mexico's rates for a typical batch processing
job. E&W found that New Mexico's bill would be 34.2 percent
less expensive than DIT's bill, not 23 percent more expensive as
reported by DIT.

(3) DIT compared only IBM-related components with its rate
structure. Kansas and Georgia also operate Sperry systems
which could have been compared to the same system in DIT.
Instead, DIT used its one summarized rate for Sperry and IBM
workload measures. Consequently, DIT computations were
based upon dissimilar systems.

(4) DIT inappropriately interpreted some of the other organizations'
billing algorithms. For example, DIT erroneously equated the
hourly rate for the Kansas tape drive and disk controller usage
with elapsed eclock time. Typically, processing time is
significantly less than clock time because actual processing does
not occur during the entire duration of elapsed clock time.
Consequently, the processing time and job cost for Kansas were
overstated.

E&W Rate Comparison. In an effort to independently compare DIT's

rates with other organizations providing computer services, E&W attempted to
identify the computer resource requirements of four customer applications.
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E&W contacted organizations that charge for computer services in this review.
Of the eight companies contacted by E&W, five decided not to participate
because they could not match their billing and rate schedules to the resource
elements in DIT's system. E&W determined that the estimates provided by the
remaining three were unreliable because the hardware or software
environments were incompatible with DIT's environment, the billing algorithms
recovered costs differently, or the estimates were subject to volume discounts.

E&W concluded, "an accurate rate comparison is not possible given
the current DIT environment and usage accumulation procedures.” Future
attempts to compare DIT's rates with others will require more precise resource
accounting at DIT and customer agencies. Currently, billing accounts do not
necessarily match specific customer computer applications. As a result,
neither agencies nor DIT are able to track the impacts of workload changes on
bills. This also affects agencies' and DIT's abilities to project computer
utilization, which will be discussed in this chapter. After resource utilization
is documented, organizations with similarly defined resource elements need to
be identified. Additional discussion of the E&W method is included in the
technical supplement to this report.

Utilization Projections

An accurate estimate of computer usage is the most important
factor in DIT's rate-setting process for computer services. DIT's rates are
calculated by dividing total budgeted expenditures by projected utilization. If
DIT's estimate is less than actual utilization, the unanticipated additional
utilization will generate excess revenues. On the other hand, if DIT's estimate
is greater than actual utilization, shortfalls in utilization will result in
insufficient revenues to cover costs.

Customer Assistance. Section 2.1-563.18 of the Code of Virginia
directs DIT to assist agencies in forecasting service needs. As the first step in
assisting agencies, DIT provides recent historical information on computer
usage. DIT requests agencies to use the information in order to provide
utilization estimates based upon anticipated workload changes and revisions or
additions in automated systems.

Simultaneously, DIT projects its costs. DIT divides its costs by
agencies' aggregate estimates of resource utilization (CPU seconds, disk
storage, and lines printed, for example). This calculation is used to set rates
for each of the seven elements of the computer services billing algorithm. In
turn, DIT calculates total anticipated expenditures for each agency by
multiplying the rates by the projected utilization. DIT provides anticipated
expenditure estimates to agencies for inclusion in their budgets.

This process begins a year and a half before the beginning of the
biennium. Because of the State's typical budget development cycle, DIT and
agencies must attempt to project computer utilization far in advance of the
period in which the actual expenditures will occur (Figure 7).

Accuracy of Projections. DIT and agencies have historically
under-projected computer services utilization. DIT under-projected computer

120



Figure 7
DIT Computer Services Rate Making Process
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Source: JLARC representation of DIT procedures.

billings to agencies by 10.4 percent in FY 1985, and by 17.6 percent in FY
1986. These percentages would have been larger if rebates of $489,878 in FY
1985 and $3,298,785 in FY 1986 had not been given.

Agencies may, and often do, submit budget requests for amounts
different from DIT's recommendations. The Governor and the General
Assembly may also adjust budgeted amounts for computer services. As a
result, appropriations usually vary from DIT's original projections.

Agency projections, as adjusted in the appropriations process, have
been slightly more accurate than DIT's projections. In the last two years,
appropriations have underestimated expenditures by 5.9 percent in FY 1985
and 17.4 percent in FY 1986. Agency spending is not restricted by
appropriations at the sub-object budget code for computer services. This
means that budgeted amounts can be transferred to other expenditure
categories. Consequently, the amounts that an agency budgets and actually
spends on computer services might not be equal (Figure 8).
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Figure 8

Accuracy of Computer Services Projections
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Among the largest users of DIT's computer services, budgets of the
Department of Motor Vehicles (DMV) and the State Corporation Commission
SCC) have most closely approximated actual expenditures. In contrast, the
Departments of Social Services (DSS) and Accounts (DOA) have substantially
underestimated expenditures recently. These two agencies have added major
computer systems, which have cost more to operate than the agencies
originally projected.

Computer services costs for operating DSS's Child
Support Enforcement Program increased the agency's
computer services bill by approximately $300,000 per
month. DSS budgeted approximately $3.1 million in FY
1986 for computer services. DIT projected $2.6 million.
Actual expenditures exceeded $5.2 million for the year.
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Operation of the Commonwealth’'s new automated
accounting system, CARS /I, costs DOA more than
expected. DOA's original estimate for total computer
services expenditures in FY 1987 was $2.3 million. DIT
estimated $2.9 million. Updating its projections in 1987,
DOA expected to spend approximately $3.4 million by the
end of FY 1987. DOA requested and received a
supplemental appropriation in FY 1987 of $1.2 million for
a total of $3.4 million for DIT computer services. Actual
DIT billings in FY 1987 were $2.9 million. Although DOA
originally underprojected expenditures, it ultimately
received $512,818 in excess of actual expenditures.

Rebates and Rate Adjustments. When actual utilization exceeds
projections, DIT's rates generate large surpluses in the computer services
fund. However, prior to FY 1987, JLARC permitted DIT to return excess
revenues to computer services customers. DIT returned excess revenues in the
form of rebates -- as much as $6 million in FY 1984 (Table 19).

Table 19

DIT BILLINGS AND REBATES
(FY 1983 -~ 1986)

Fiscal Gross Total Net
Year Billings Rebates Billings
1983 $22,744,849 $4,900,846 $17,844,003
1984 $28,821,528 $6,039,006 $22,782,521
1985 $25,236,064 $ 489,878 $24,746,186
1986 $32,697,794 $3,298,785 $29,398,999

Source: DIT financial statements.
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From an agency's perspective, the rebate practice is disruptive. The
rebate is provided on an agency's bill without prior notification. Usually the
rebates are distributed during the second half of the fiscal year. In FY 1985,
DIT issued rebates only in June. In FY 1986, DIT issued rebates from February
through May. The practice can cause some agencies to completely change
their spending plans.

In FY 1986, the Department of Accounts (DOA}
implemented a very strict cost control program because
of unexpectedly high computer bills. DOA curtailed
planned expenditures in other areas, such as equipment
purchases, in order to pay computer services bills. When
DIT issued $227,191 in rebates to DOA during the last
part of the year, DOA had to reorder its spending plans.
DOA bhad insufficient time to complete previously
planned equipment procurements.

In an effort to avoid budget probiems caused by rebates, JLARC
recently approved two DIT rate adjustments within six months (July 1986 and
January 1987). This action avoided approximately $9.5 million in additional
charges to agencies for the 1986-88 biennium. However, frequent rate
adjustments also hinder agencies' multi-year planning and budgeting.
Consequently, DIT and agencies need to improve utilization projection methods
so that DIT's rates more accurately recover DIT's expenses.

Methods for Improving Projections. Although it is difficult to
predict fluctuating computer services usage, DIT and agencies can take steps
to improve projection methods. DIT cannot make accurate projections without
accurate agency projections, and agencies cannot make accurate projections
without useful resource consumption data from DIT. Consequently, DIT and
agencies need to work together in order to accurately project future use.
These efforts should result in more exact charges for computer services.

DIT uses complex algorithms for multiplying resource use data by
rates. Although many of these rate calculations are necessary, agencies cannot
adequately predict future use without actual usage data to serve as a baseline.
DIT is attempting to modify its billing system, but additional simplification is
pecessary. Methods for simplifying the billing process are discussed in the next
section.

Currently, the State has no standards for assigning billing account
codes to computer applications. As a result, many agencies cannot establish a
meaningful link between bills and operational activities. Increases or decreases
in workload cannot be translated directly into corresponding changes in
computer services use. The Virginia Employment Commission (VEC) and State
Corporation Commission, on the other hand, have developed systems for
associating internal departments and functions with computer account codes.
This allows the agencies to maintain ongoing oversight of the computer
resources used to perform each function. These account codes also provide a
base for understanding what growth and expansion in the programs will mean to
the computer budgets.
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Agencies such as DMV, VEC, and SCC have developed methods for
increasing the accuracy of their projections. Other agencies could benefit
from some of these techniques. DIT, in cooperation with the largest users of
computer services, should establish a task forece for the specific purpose of
identifying and adopting useful projection techniques.

DIT develops original utilization projections and bases its budget
recommendations upon these projections. However, agencies or DPB may
change these budget recommendations without notifying DIT. Because these
changes affect DIT's projections and could alter DIT's spending plans, DIT
should be notified. Conversely, DPB should participate in DIT's and agencies'
original projections as a way to better understand computer services budgets.

Recommendation (47). DIT and the State's largest users of computer
services should form a task force specifically for the purpose of developing
methods for accurately projecting computer services use. Among other
methods, the task force should develop standard account codes and an estimate
of the financial impacts of implementing the codes.

The Department of Planning and Budget should continue in its efforts
to participate with DIT and other agencies in developing original estimates of
computer services for each biennial budget. DPB and other agencies should
notify DIT of any adjustments in the estimates.

Customer Billings

DIT's customers reported on the JLARC staff survey that computer
services bills were generally timely, but the complexity of the bills made it
difficult to determine accuracy. E&W reviewed DIT's billing procedures for
computer services and found that additional refinements in DIT's billing system
are necessary in order to reduce complexity, improve accuracy, and increase
agencies' capabilities to validate bills.

Factors Affecting Bill Amounts. In interviews with JLARC staff,
agencies frequently expressed concerns that DIT's bills for services were
increasing. It is important to note that three factors affect the size of an
agency's bill and only one of these factors is within DIT's control. As discussed
in this chapter, DIT is responsible for controlling its costs and setting rates
that accurately recover costs. And in fact, in recent years, DIT rates have
gone down, not up.

The other two factors are entirely within an agency's control. First,
increased service usage drives up the amount of the bills. As discussed in the
chapter on computer services, agencies do not fully anticipate or control
service usage.

The second factor within agencies' control is use of software tools
for computer applications programming. If an agency inappropriately uses the
software, it will consume far more resources and cost a great deal more than
anticipated. Fourth generation computer software, such as ADABAS and
MAPPER, are particularly prone to exceptional resource consumption if used
inappropriately. The Department of Accounts (DOA) and the Department of
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Social Services (DSS) have incurred considerable ADABAS and MAPPER
charges in the past, due in part to inefficient use of these seftware products.
Efforts by DOA and DSS to improve use of these software products are in
progress.

Agency Concerns. Accuracy rather than timeliness of bills is the
greater concern among computer services customer agencies (Table 20). In the
JLARC staff survey of customer agencies, the complexity of bills was
frequently cited as a concern; 26 percent of DIT computer services customers
reported that they did not know if bills were accurate. Five years ago, JLARC
staff found that 16 percent of the computer services customers did not
understand their bills. Thus, bill complexity remains a problem.

Table 20
CUSTOMER CONCERNS WITH DIT COMPUTER SERVICES BILLINGS

Adequate
Resolutions
Response Timely Accurate of Problems
Yes 78% 57% 74%
No 6 17 15
Not Sure 16 26 11
TOTAL 100% 100% 100%

Source: JLARC survey of State agencies and institutions.

Larger agencies, with technical staff capable of analyzing computer
services bills, found inaccuracies in their bills. The Virginia Employment
Commission (VEC) and the Department of Motor Vehicles (DMV) were among
17 percent of the computer services customers who reported that inaccurate
bills were sent to them by DIT:

VEC found errors in central processing unit factors and
disk storage billings. VEC staff found the inaccuracies
by conducting trend analyses, running benchmark
programs, and auditing storage listings. Although DIT
has corrected the bills, VEC reported that it took as
long as a year to resolve some discrepancies.
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DMV developed analytic procedures for replicating
actual usage factors and formula weights used by DIT in
generating computer services bills. Using these
procedures, DMV found that DIT had undercharged
$90,000 on the December 1986 bill. DIT made the
necessary adjustments to the DMV bill.
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DIT's resolution of billing problems was cited as inadequate by 15 percent of
the customer agencies.

Because of concerns raised by customer agencies, JLARC staff
requested E&W to review DIT's computer services billing. E&W reviewed DIT's
24 major calculations for generating computer services bills and concluded that
some minor adjustments could be made to ADABAS and MAPPER calculations.
On the other hand, methods for deriving IBM and Sperry CPU usage and disk
consumption warrant more significant adjustments and are unnecessarily
complex. These complex calculations and the absence of standard
nomenclature for account codes impede DIT's and agencies' abilities to trace
and reconcile billing discrepancies.

Estimated ADABAS Usage. In an attempt to compensate for the
lack of detailed CPU usage data for ADABAS, DIT uses an estimate of CPU
time for each ADABAS command. The estimate was provided to DIT by the
vendor of the ADABAS software. The number of CPU instructions actually
used per ADABAS command can vary depending upon the type of operation,
transaction volume, and the number of concurrent users. This procedure
results in CPU usage charges which can vary for the same ADABAS command.
This introduces uncertainty and inconsistency in the ADABAS charges, which
have been a chief concern of ADABAS users. However, in January 1987 DIT
made adjustments to its ADABAS billing method which compensate for the
billing limitations. DIT now reconciles the usage data monthly before sending
bills to customers.

Estimated MAPPER Usage. DIT also estimates MAPPER usage. As
DIT noted in July 1986, the department was incorrectly using wall clock time
as CPU time. This method resulted in MAPPER charges as much as five times
more than actual usage. DIT developed a factor for estimating MAPPER
usage, and confirmed the method with Sperry before implementing it. DIT
began to use monthly reconciliations of MAPPER billing data in March 1987.
This reconciliation procedure has been tested and implemented on bills to the
Department of Social Services, the largest user of MAPPER. DIT intends to
develop similar reconciliation procedures for other MAPPER users.

Complex IBM Equations. DIT's billing system attempts to equate
different IBM machines, one of which DIT no longer uses. The current IBM
3090-400 mainframe, which was installed in January 1987, is equated to the
IBM 370/158, which was installed in 1974 and has since been replaced.
Similarly, the currently used IBM 3084 is also equated to the 370/158 in an
effort to achieve a common usage denominator. Using the 370/158 as the
common denominator, as opposed to the 3084, introduces an unnecessary level
of complexity in calculating bills. E&W noted that IBM's publication,
"MVS/Extended Architecture, Systems Programming Library, Initialization and
Tuning," describes a method for more simply equating the 3090-400 and 3084
mainframes.

Unnecessary Sperry Bill Conversions. E&W found that DIT does not
use the Sperry billing system which is built into the Sperry operating system.
Instead, DIT uses the Sperry log file to equate Sperry usage to IBM usage. DIT
then uses the job accounting system to produce bills. This action, while
technically acceptable, requires additional efforts to equate two technologies
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that are quite different. This action is not necessary, because Sperry usage can
be measured without converting it to IBM terms. Separate bills for Sperry
customers could be prepared from this data. The job accounting system on IBM
could then be used only for IBM billing -- the purpose for which it was designed.

Disk Storage Charges. E&W found that DIT could more precisely
charge agencies for disk usage. ADABAS users pay the same usage rate for
permanent data sets as all other disk users, but ADABAS users are also
assessed a surcharge for ADABAS work-space on the disks. Non-ADABAS
users are not charged for work-space and temporary data sets. In addition,
non-ADABAS users are only monitored and charged once per month for disk
usage; ADABAS users are monitored and charged daily.

DIT's monthly calculation of disk space also fails to capture actual
usage of Sperry disk storage. The Sperry technology operates differently than
IBM. Disk management programs on the Sperry technology automatically
offload files from disk to tape, or agencies can voluntarily offload files. If
these offloads occur just prior to the day in the month that DIT records disk
usage, DIT will not capture actual usage. In effect, a Sperry customer may
have full use of the files for a month without paying for them. This difference
in the Sperry and IBM technologies reinforces the need to bill the technologies
separately and calculate disk usage daily.

Inadequate Naming Standards. Standard file names identify the
agency but not the computer application. Computer job names also do not
distinguish between production and test runs. Without consistent use of codes,
some agencies cannot link billing account codes with the types of applications.
As a result, it is difficult for DIT and agencies to detect billing problems and
reconcile differences. The reconciliation of billing details sometimes takes
weeks to resolve. DIT and agencies will need to cooperatively develop a
meaningful account code system.

DIT's New Billing System. DIT is currently planning to revise its
billing system for computer services. As a part of this effort, DIT is soliciting
ideas from some of its major customers. However, DIT needs to recognize all
of the current problems identified by E&W before attempting to implement a
new system. E&W recommends that DIT should not proceed with a new system
without written requirements and specifications for all of the system's
capabilities.

Adjustments for Agency Errors. Not all billing errors that agencies
might claim are caused by DIT billing procedures. In some instances, agencies
have made computer programming errors and have requested DIT to provide
credits on their bills. For example, during a six-month period (January through
December 1986) DMV requested $183,990 in credits for charges incurred when
computer jobs did not finish processing correctly because of errors in the
programs. DIT advised DMV to correct the errors and provided partial credits.
Similarly, DIT has provided credits to other agencies for programming errors.
However, DIT does not have a policy that defines under what circumstances bill
adjustments will be made.

Recommendation (48). DIT should simplify its current billing system
for computer services. At a minimum, Sperry and IBM usage should be billed
separately. Also, when developing a standard measure of IBM processor time,
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DIT should use IBM specifications to equate only the machines currently in
use. Disk usage should be recorded daily and billed on that basis each month.
In addition, billing information on resource usage should be linked to
meaningful job identification codes as part of uniform nomenclature standards.
DIT should include these billing enhancement procedures in the new billing
system currently under consideration.

DIT should develop a policy that defines the circumstances,
frequency, and amount of bill adjustments that DIT will make when agencies
request adjustments for their programming errors.

TELECOMMUNICATIONS FUND

DIT's telecommunications fund is primarily comprised of telephone
vendors' charges. DIT passes some of these charges directly on to customer
agencies. DIT must divide and allocate other charges for the SCATS shared
network, which account for approximately 45 percent of vendor charges. DIT
also adds a ten percent surcharge to recover personnel expenses in the
telecommunications division and a portion of agency overhead. E&W and
JLARC staff reviewed DIT's telecommunications billing process and DIT's
services that comprise the ten percent surcharge.

Customer Billings

Concerns with the timeliness of DIT's telecommunications bills were
frequently cited by State agencies and institutions. Agencies reported on the
JLARC staff survey that late bills also made it difficult to monitor usage and
verify charges. However, multiple vendors and inaccuracies in vendors' bills
appear to require DIT's involvement in bill preparation and validation.

Customer Concerns. Forty-two percent of the agencies and
institutions receiving telecommunications bills from DIT reported that bills
were not issued in a timely manner (Table 21). Typically, agencies receive

Table 21

CUSTOMER CONCERNS WITH DIT'S
TELECOMMUNICATIONS BILLINGS

Adequate Resolution

Response Timely Accurate of Problems

Yes 56% 71% 73%

No 42 17 17

Not Sure _2 12 _10
100% 100% 100%

Source: JLARC survey of State agencies and institutions.
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telecommunications bills from DIT 60 days after the month in which the
charges were incurred. This practice hinders agencies' abilities to monitor
telephone abuse and anticipate expenditures. Delayed bills also hinder
agencies' abilities to reconcile monthly and year-end expenditures and budgets.

Seventeen percent of all agencies and institutions reported to
JLARC staff that they found inaccuracies in telecommunications bills.
Although bills are delayed, agencies nonetheless review their bills. Typically,
errors were found by the largest users of the services, which have staff who
monitor telecommunications billings, as illustrated by the following examples:

The College of William and Mary. the University of
Virginia, Virginia Commonwealth University, and Old
Dominion University were among the higher education
institutions citing inaccuracies on their bills. The
College of William and Mary listed numbers charged to
the institution that did not belong to it, incorrect billings
for telephone directories, incorrect toll charges. double
billings for SCATS calls, no charges for SCATS calls,
incorrect charges for data circuits, and charges for
equipment the institution no longer possessed.
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The Department of Mental Health and Mental
Retardation (MHMR) cited incorrect charges and suspects
others. MHMR reported that three-month billing delays
have prevented monitoring the validity of vendor
installation charges. MHMR is not sure in which month's
bill those charges will appear.

JLARC staff found similar billing concerns in its 1982 report,
Working Capital Funds in Virginia. At that time, 40 percent of the Department
of Telecommunications' customers were dissatisfied with billing practices.

DIT’s Billing Process. C&P and AT&T submit aggregate State bills
to DIT on a monthly basis. These bills are submitted on computer tape. DIT
uses its automated equipment inventory, developed with service order data, to
verify the vendors' equipment charges. DIT then divides the aggregate bills
into individual agency bills, applies the DIT surcharge, and sends the bills to
agencies.

DIT's process adds approximately one month to the bill'ing process, so
agencies. receive their bills approximately two months after the month in which
the charges were incurred. To ensure that the vendors are promptly paid, DIT
pays the bills after the equipment verification. DIT then collects agency
payments via interagency transfers.

Impediments to Simplifying and Expediting the Process. Although
direct billing from vendors to individual agencies would simplify and expedite
the telecommunications billing process, DIT needs to be involved for two
principal reasons. First, State agencies use some shared networks, and
telephone vendors have no basis for determining how to allocate these charges
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to individual agencies. DIT accumulates utilization data and uses this data for
distributing charges. Moreover, approximately 20 different telephone
companies are currently operating in Virginia as a result of the recently
deregulated telecommunications market. DIT accumulates and consolidates
these vendors' charges into a single bill for each agency.

Second, DIT uses service order information to check the accuracy of
vendors' charges. Serving in this monitoring capacity, DIT has identified
significant errors on vendors' bills. According to DIT, vendors have mistakenly
charged the State for equipment that was not received or lines that were not
connected or disconnected when requested. In August 1986, for example, DIT
found $291,171 in billing errors. More recently, DIT found $176,868 in errors:
$131,546 in overcharges and $45,321 in undercharges, for a net impact of
$86,225 in overcharges for November 1986 (Table 22).

Table 22

ACCURACY OF VENDOR'S BILLS
(November 1986)

Vendor Invoice Amount Adjustments
AT&T Information Systems $ 404,198.67 $50,594.29
AT&T Communications 86,537.99 (45,321.36)
C&P 2,109,712.33 80,952.20

$2,600,448.99 $86,225.13

Source: DIT analysis of November 1986 bills.

DIT's Overhead Surcharge

DIT's ten percent surcharge is intended to recover all of the
administrative costs associated with providing telecommunications services.
Most of these services benefit all State agencies and are appropriately included
as an indirect service surcharge. However, telecommunications engineering
studies are provided directly to specific agencies requesting this service.
JLARC staff evaluated the impact of a direct charge for this service and
concluded that a direct charge would discourage use of this valuable service.
However, the appropriateness of DIT's rates might need to be re-evaluated
after DPB's study of telecommunications is completed.

Indirect Services. DIT's Telecommunications Division provides a
pumber of services that benefit all State agencies. DIT staff monitor the
performance and maintain the statewide voice and data communications
networks. Clearly this is a statewide service that cannot be attributed to
specific agencies. Similarly, service order processing and directory assistance
are generally used by all agencies. Because these services generally benefit all
agencies, DIT appropriately recovers these costs through an indirect service
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surcharge. The amount of the charge varies with the size of an agency's bill,
but all agencies are charged the same rate.

Direct Services. DIT's Telecommunications Division also helps
agencies redesign telecommunications systems. The equivalent of
approximately ten positions in DIT are providing these services at a personnel
cost of approximately $357,400. As discussed in the telecommunications
chapter of this report, this is a particularly important function. Agencies can
potentially reduce telecommunications expenses by designing economical
systems that take advantage of competitive products and services in the
recently deregulated telecommunications market. :

Although this service is available to all agencies, only those agencies
which request the service receive its benefits. In effect, agencies that do not
use this service are paying a portion of the service costs because it is included
as part of the surcharge. The service costs could be directly attributed to the
agencies using the service.

There is a principal disadvantage to an hourly direct charge for
engineering studies, however. Agencies which would ordinarily use the service
might not do so because of the costs. Efforts to develop more economical
telecommunications systems might receive less emphasis. Overall, the costs of
operating inefficient systems that could have been reduced with DIT's
engineering assistance might outweigh the benefits of direct charges. In that
case, although some individual agencies' bills might be less because of a
smaller surcharge, the net effect could be higher total telecommunications
costs.

Telecommunications Study Results. DPB, with consultant assistance,
is currently studying opportunities for agencies to share statewide networks.
The study is also focusing upon DIT's role as the central coordinator for
telecommunications services. Results of this study, expected to be completed
in October 1987, may indicate a need to revise DIT's cost allocation methods
and rates for telecommunications.

Recommendation (49). Upon completion of DPB's study of
telecommunications, DIT should assess the impacts of the study
recommendations on the costs and rates of telecommunications services. If
changes are expected, DIT should submit a revised cost allocation plan and
recommended rates to JLARC for approval.

SYSTEMS DEVELOPMENT FUND

In recent years, the systems development fund balance has declined
to a slight deficit at the end of FY 1986. A deficit of approximately $150,000
is projected for the end of FY 1987. DIT projects an even greater deficit (28
percent) in FY 1988 (Table 23).

In order to avoid the immediate deficit projected at the end of FY
1988, DIT will need to revise its rate calculation methods. The longer-term
fund impacts of changes in SDB's role, workload, and contracting methods will
need to be closely monitored.
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Table 23
SYSTEMS DEVELOPMENT FUND BALANCE

Fund Balance as

Period Ending Revenues Fund Balance Percent of Revenues
June 30, 1984 $4,449,601 $698,447 16 percent
June 30, 1985 4,045,637 301,853 7 percent
June 30, 1986 4,317,617 (43,246) (1) percent
June 30, 1987* 3,569,972 (150,000) (4) percent
June 30, 1988* 3,463,940 (955,980) (28) percent

*DIT's projections.

Source: DIT financial statements and estimates.

Revise the Rate Calculation Methodology

Prior to FY 1987, SDB used different numbers of billable hours to
calculate the hourly rates for higher-level and lower-level staff. SDB
recognized that higher-level staff spend more time in administrative duties
that cannot be charged to agencies as part of a specific project. Therefore,
SDB used a lower number of billable hours in its rate calculation for
higher-level staff.

During FY 1986, SDB actually billed more hours than the numbers
used in the rate calculation. Consequently, SDB increased the numbers of
billable hours used in the rate calculation but did not adjust for differences
among staff. SDB used 1,550 hours as the base for all staff in order to avoid
sizeable increases in hourly rates. This method needs to be revised in order to
include a distinction in the type of non-billable activities in which higher- and
lower-level staff are engaged. However, staffing levels should be adjusted
before revising the methodology to ensure adequate staff productivity.

Targeted Versus Actual Hours. The Commonwealth compensates
SDB staff for 2,080 hours -- the typical 40-hour work week, 52 weeks per
year. But because of training hours, administrative requirements, agency staff
meetings, and leave, the actual hours billed by SDB personnel are less. SDB
used three target levels for actual hours during the 1984-88 biennium:

Information Technology Managers (ITMs) -- 900 annual hours
Systems Development Managers (SDMs) -- 1200 annual hours
All other staff -- 1460 annual hours

According to SDB personnel reports, during FY 1984 and FY 1985,
approximately 60 percent of SDB staff billed more than their targeted hours.
Table 24 shows that in FY 1986, the average billed hours exceeded targeted
hours in every personnel category -- ITMs by an average of 34 percent
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and SDMs by an average of ten percent. Overall, SDB staff billed 14 percent
more than their targeted hours. Instead of billing 91,580 hours, SDB staff
billed 103,948 hours.

Table 24
TARGETED HOURS VERSUS ACTUAL BILLED HOURS -~ FY 1986

Staff Number of Targeted  Av. Actual Percentage
Position Rate Staff Hours Hours of Actual
IT™M $39 5 900 1,205 134%
SDM $36 2 1,200 1,318 110%
CSCE $36 2 1,460 1,561 107%
PSDS $32 10 1,460 1,559 107%
SA $32 11 1,460 1,569 107%
SSE $30 7 1,460 1,648 113%
SPA $27 16 1,460 1,712 117%
PA $27 6 1,460 1,791 123%
Programmer $22 6 1,460 1,607 110%
Totals 65 91,580 103,948
Weighted Average 1,551 114%

Source: DIT's Management and Control System.

The effect of using inaccurately low targeted hours results in rates
that are unnecessarily high. Actual billed hours should approximate the
targeted hours used by SDB in its rate calculation.

Rate Calculations for the Current Biennium. For the 1986-1988 rate
calculations, SDB raised the targeted hours to 1550 hours per staff member.
This change produced an expected number of billable hours that more closely
matched the actual hours billed during FY 1986. Although the average billable
hours in each personnel category varied from 1,205 for ITMs to 1,791 for
programmer analysts, DIT used a standard 1,550-hour base to avoid large
increases in the hourly rates of higher-level staff. For example, if SDB had
continued to use the 900-hour target for ITMs, SDB calculated that the hourly
rate would increase from $39 per hour to $59 per hour. Instead, by using the
1,550-hour base, SDB set the rate for ITMs at $48 per hour.

Adjustments to the Billable-Hour Base. SDB claims that its current
deficit is due, in part, to the inability of higher-level staff to actually achieve
the 1,550 targeted hours used in the rate calculation. Therefore, these staff
are not recovering their salary expenses. Moreover, the General Assembly
approved a 4.56 percent salary increase beginning in FY 1988, which was not
included in SDB's original rate calculations.

There appears to be a need to make adjustments in the number of
hours used in the rate calculations, particularly for higher-level staff. SDB's
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projected $955,980 deficit is based upon current rates and the assumption that
total billabie hours would be adjusted according to staff level: 1,000 hours for
the highest-level staff (Information Technology Managers); 1,200 hours for the
next highest-level staff (Computer Systems Chief Engineers); and 1,460 hours
for all other staff. :

Clearly, a deficit of nearly $1 million is unacceptable. Some
increases in the hourly rate and adjustments in the total billable hours that are
used in the rate calculations appear warranted. However, the rates and
billable-hour base SDB proposes to use for its staff should result in rates that
are competitive with those of private vendors. Otherwise, State agencies
would pay more for SDB's services than the rates that could be secured from
other sources.

Match Positions to Anticipated Revenues. Rate increases should be
used prudently as a method for ensuring adequate balances in the systems
development fund. Longer-term trends in the demand for SDB services will
require corresponding adjustments in the number of staff in the branch. If
recent declines in project revenues continue, SDB will need to reduce staff.

Recommendation (50). SDB should evaluate the number of billable
hours used in its hourly rate calculation for systems development staff. SDB
should propose a revised cost allocation plan and hourly rate schedule. The
proposed plan, including the revised billable hours, and the rates should be
submitted to JLARC for approval.

Fixed-Price Contracting

JLARC approved SDB's use of fixed-price contracting in July 1985.
Beginning in FY 1987, SDB has been using fixed-price contracts for its project
work. Approximately 40 percent of the current project work is contracted
under a fixed-price arrangement. These contracts set firm cost figures that
customers agree to pay. If the actual costs exceed the contracted price, SDB
absorbs the cost overruns. When the situation is reversed, SDB retains the
difference between the estimate and the actual lower cost.

This fixed-price contracting method requires SDB to accurately
estimate costs. Otherwise, underestimates will result in revenue shortfalls,
and overestimates will result in surpluses -- both contrary to the intent of
internal service fund policies. As discussed in Chapter IV of this report, SDB
estimated costs within plus or minus ten percent of actual project costs in 52
percent of the FY 1986 projects. This level of estimation accuracy does not
warrant use of fixed-price contracting.

Recommendation (57). Until SDB demonstrates a higher level of
accuracy in its estimates, the use of fixed-price contracts should be
suspended. SDB should continue to maintain detailed, accurate records of the
actual hourly costs of services provided to customer agencies.
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VIII. STAFFING AND ORGANIZATION

The Department of Information Technology (DIT) was formed by
merging the Departments of Computer Services (DCS), Management Analysis
and Systems Development (MASD), and Telecommunications (DOT). This
consolidation began immediately after DCS had centralized its separate
computer centers. Merger of these three agencies provided the State with a
central support agency capable of providing highly technical
telecommunications and data processing expertise and services.

DIT consists of a director's office and seven divisions (Figure 9). The
bulk of agency personnel are housed in three locations in Richmond. However,
the Telecommunications Division has field offices in Norfolk, Fairfax, and
Roanoke (three positions each).

The agency has a maximum employment level (MEL) of 480
positions. Currently, division size ranges from 11 positions in the Human
Resources Division to 183 positions in the Computer Services Division. In
addition, DIT utilizes the services of approximately 30 full-time and 15
temporary, wage employees on a regular basis. The Systems Development
Branch of the Information Services Division also utilizes the services of
contractors to supplement its development staff.

The provision of highly technical services to State agencies and
institutions has resulted in the use of both agency-specific and technical
classifications. Currently, 35 percent of DIT's 480 positions are allocated to
technical classification series. Approximately 140 of these filled positions are
allocated to the Computer Systems Engineering series.

The JLARC staff analysis of DIT's organization and staffing was
broad-based and multi-faceted. After conducting personal interviews with all
division and branch managers and collecting survey data from all full-time,
permanent employees, JLARC staff found organizational, management, and
position classification problems which resulted from agency consolidations and
reorganizations.

Nearly one-fourth of DIT's positions may be misclassified, costing
the State excessive personal services dollars. Much of this extra cost is passed
on to customer agencies through internal service funds. While some of the
staffing problems existing prior to co-location and merger have been remedied,
full functional integration of DIT services has not yet occurred. The
Administration Division and the Human Resources Division, however, do
represent a merger of internal support functions and positions.

The Director of DIT recognizes many of these organizational
concerns. The Director established an internal task force to review the
organizational structure, and plans to use the JLARC staff report and the DIT
task force findings to reorganize the agency. Upon completion of this
reorganization, he reported to JLARC staff that he intends to conduct a
comprehensive review of all position classifications.
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STAFFING AND COMPENSATION

DIT has emerged from two major agency consolidations in less than
two years. Co-location was barely complete (and had not been fine tuned)
when merger had to be implemented. Problems inherent in any large-scale
reorganization were compounded by ineffective oversight by the Department of
Personnel and Training (DPT). Co-location and merger had to be implemented
in relatively short time frames.

Neither of the agency consolidations has yet produced the staffing
efficiencies and savings predicted. Procedures and decisions implemented over
the last several years have evolved into the staffing and organizational
concerns found by the JLARC staff. DIT's own task force confirmed that DIT,
as it exists today, provides duplicative services as a result of incomplete
consolidation of the three merged agencies.

Co-location

Co-location of the five separate computer centers operated by the
Department of Computer Services began in 1983 with the consolidation of the
two Broad Street centers (1221 East Broad Street and 2300 West Broad Street).
Centralizing DCS's separate computer operations locations was effected in an
effort to provide State agencies and institutions with an opportunity to fully
utilize all available technology and expertise. This consolidation effort was
projected by DCS to result in significant hardware, software, and facility cost
savings as well as personnel cost avoidances over a 20-year period.

Co-location was projected to result in personnel cost avoidances of
$16,049,647 over a 16-year period. These cost avoidances are not measurable
in many cases. However, JLARC staff found that the consolidation of the
State's separate computer centers cost the State $142,091 in additional annual
salary expenses. These costs were incurred through the upward migration of a
large percentage of DCS staff within the State classification plan. In addition,
possible staffing efficiencies identified by DCS in its co-location plans were
not implemented.

According to the planning documents executed by the Department of
Computer Services in September 1983, co-location represented a shift from
operating five separate computer centers to providing one complete data
center plus five service support areas (Database, IBM, UNIVAC,
Telecommunications, and Technical). As noted by DCS, "Were co-location
possible in one step, some 30 FTE positions could be immediately eliminated"
by utilizing an organizational structure with these six major service areas.

Development of a "Full-Service Image.” DCS forecasted that
customer demand for technical support services would increase, resulting in the
need for an additional ten full-time positions (over a period of several years) to
provide a "full-service image" to the customer community. This "full-service
image" included providing services in customer support, the tape library,
systems operation, database, and teleprocessing on all three shifts. In addition,
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DCS stated that the level of services required by the customers would require
the establishment of a technical support section to plan and coordinate the
technical direction of DCS in a centralized environment. The full range of
services encompassed eight service areas: customer service, systems support,
systems operation, database support, IBM support, teleprocessing support,
UNIVAC support, and technical support. The 30 FTEs that could have been
eliminated at the time of co-location, as well as the projected increase of ten
FTEs, were allocated among these areas. The technical support section was
designed to be the capacity planning and performance monitoring group. This
section was ineffective because its functions overlapped with the IBM, Sperry,
and database support sections. This section was later dissolved, and the
Facilities Support Branch was established in July 1985.

Resulting Personnel Changes. From a personnel standpoint,
co-location efforts officially began on February 1, 1984, with the position
reallocations of the Computer Center Administrators to Computer Services
Technical Managers. On this date, there were 185 filled computer operations
positions at the four centers. Figure 10 depicts the changes in the staffing
levels of computer operations positions that originated from the separate
centers. At the completion of co-location efforts (September 1984) the
number of filled positions utilized in the eight computer operations support
service areas had decreased by four. Two years after the completion of
co-location, the number of filled computer services positions had increased by
two positions.

Figure 10

Organizational Changes In Computer Services
Related to Co-location

FEBRUARY SEPTEMBER FEBRUARY SEPTEMBER SEPTEMBER
1984 1984 1985 1985 1986
) Telecommunications 11 j Telecommunications 11 J\ Telecommunications 1] ] Telecommunications 14
IBM 12 IBM 12 IBM 14 IBM 16
Sperry 9 Sperry 9 Sperry 12 Spemry 12
8th Street 23 Database 14 Database 13 Database 15 Database 17
Broad Street 71 Systems Operations 113 Systems Operations 109 Systems Operations 101 Systems Operations 99
6th Street 49 - Customer Support 10 Customer Support 10 Customer Support 16 4 Customer Support 15
Man Strect 40 Technical Support 10 Techmcal Support 11 Facilities Support 8 Paciliics Support 12
Deputy Director 2 Deputy Director 2 Division Director 2 Divasion Director 2 Division Director 2
Fitled 185§ Filled 181 Filled 177 Fiiled 179 Filled 187
Positions Poslitlons Positions Posltions Posltions
Involved Involved Involved Involved Involved

Source: DCS co-location planning documents; agency personnel records.
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Co-location was implemented by placing 78 DCS employees in
different positions (Table 25). Sixty-nine percent of these personnel changes
were movements to positions with higher grade and compensation levels.
During the seven-month co-location period, the average salary increase for
personnel who changed positions and got increases was $2,631, accompanying
an average 1.7 grade level increase. Furthermore, these personnel changes
caused an upward shift in the average grade level of DCS as a whole.

Table 25
CO-LOCATION GRADE LEVEL AND SALARY CHANGES

Change in No. of Amount of

Grade Level Employees Salary Change

-1 1 $ o0

0 23 0

+1 32 77,339

+2 10 24,645

+3 7 16,232

+4 4 18,774

+5 1 _5,101

78 $142,091

Source: JLARC organization and staffing analysis.

The large number of personnel changes implemented during the short
co-location period resulted in position classification problems. In order to
appropriately classify positions within the State eclassification plan it is
imperative that accurate position descriptions be written. The position
descriptions should be compared with other positions within the agency, as well
as with comparable positions in other agencies. DCS had inadequate time to
implement all of the parts of the classification process or to strictly adhere to
DPT's rule governing the allocation of positions resulting from agency
reorganizations. There was inadequate time to formally determine the full
staffing impact of the change in service provision which was instituted through
co-location efforts.
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Merger

Merger of the State's three agencies responsible for providing
central support services in telecommunications and data processing was
designed to eliminate service fragmentation as well as to respond to industry
trends toward technological integration. This consolidation was expected to
result in service enhancement as well as the elimination of redundant
administrative support and its accompanying overhead costs. The Governor's
report, An Assessment of the Secretarial System and Proposed Realignments of
the Executive Branch, transmitted to the General Assembly on January 24,
1984 stated:

After the merger of [DCS, MASD, and DOT], it is
anticipated that the agency could operate with at least
26 fewer authorized employees and an annual cost
reduction of one million dollars.

JLARC staff research showed that these staffing efficiencies have
not been realized. Furthermore, the maximum employment level (MEL) for
DIT was initially 472, the sum of the MELs for the three separate agencies.
The 1986 Appropriations Act set DIT's total MEL at 480 positions. In addition,
DIT requested 62 additional positions for the 1986-88 biennium; however, the
General Assembly denied this request. As in the case of co-location, merger
also resulted in an upward migration of a large percentage of staff and the
retention of some inappropriate position classifications.

Administrative Support Positions. For this analysis, JLARC staff
defined administrative support positions as positions which were allocated to a
formal administration section of any of the four agencies (DCS, MASD, DOT,
or DIT) or positions which were utilized to support the total agency, such as
personnel and internal audit. Table 26 shows a breakdown of these positions in
DOT, DCS, and MASD prior to merger and in DIT as of September 1986 (two
years after merger was implemented).

Table 26
COMPARISON OF ADMINISTRATIVE SUPPORT POSITIONS

Administrative
Agency Positions
Department of Computer Services 15
Management Analysis and Systems Development 12
Department of Telecommunications 13
Pre-Merger Totals 40
Department of Information Technology 55
Increase in Positions at DIT +15

Source: DCS, MASD, and DOT organization charts.
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Merger did mesh the administrative functions and positions of DCS,
MASD, and DOT. However, instead of eliminating duplicate support positions
found in the separate agencies, merger resulted in a 27 percent increase in the
number of positions with administrative duties.

At least part of the increase in the number of administrative support
positions can be attributed to the fact that there are more administrative
services provided in DIT than were available or needed in the separate
agencies. For example, prior to merger at least one of the separate agencies
did not have a cost allocation plan, which is a violation of federal guidelines.
None of the three agencies had positions responsible for maintaining the
agencies' physical facilities. Furthermore, the number of positions in human
resources and internal audit corresponded with agency size, resulting in a
smaller number of these positions prior to merger.

Personnel Changes Resulting from Merger. As a part of the merger,
101 employees from the three agencies were allocated to different positions,
representing 22 percent of the combined total personnel in the agencies (Table
27). Eighty-eight percent of these personnel changes resulted in movement
into positions with higher grade and compensation levels. The average salary
increase per personnel change was $2,616, accompanying an average 1.8
increase in grade level.

At the time of merger, position descriptions were written primarily
for newly-created classifications and/or positions, such as the Information
Technology Management series. A few positions which previously existed in
the three separate agencies were reviewed to determine if they were
appropriately classified based upon the new DIT job duties.

Technological Change and Manpower Planning

Advances in less labor-intensive technology have resulted in a
decrease in the number of positions needed to operate the DIT data center. It
is likely that future technological advances, in addition to increased customer
utilization of distributed data processing, will further reduce the number of
personnel needed to run the data center. In fact, the manager of the
Operations Branch projected that plans for new tape technologies and system
enhancements will result in a reduction of 20 to 25 positions in the data center
over the next three to five years.

Technological changes have also led to changes in the nature of
customer demands. The shift in the focus of customer demands, resulting from
the increase in the number of users, was first identified in co-location planning
documents developed in 1983 by DCS. These plans stated that consolidation of
the separate computer facilities presented "DCS with the opportunity to
organize and direct its personnel and resources towards a full service image to
its customers." Increasing customer requests for problem resolution and
technical support during non-prime shifts were believed to indicate a need for
such an agency image. As evidenced by the evolution of the help desk function
in the Operations Branch, the shift in the nature of customer demands
continues to gradually impact the nature of positions needed in DIT.

143



Table 27
GRADE LEVEL AND SALARY CHANGES RESULTING FROM MERGER

Change in Number of Amount of
Grade level enc Employees Salary Change

-2 DCS 1 ($2,474)
DOT 1 0
-3 DCS 2 ( 4,775)

No Change DCS 12 0
+1 DCS 11 29,117
MASD 10 28,061

DOT 14 36,243

+2 DCS 13 8,986
MASD 20 73,913

DOT 8 19,443

+3 DCS 2 3,163
DOT 2 7,904

+4 DCS 1 2,525
MASD 1 2,758

DOT 1 1,575

+5 DOT 1 4321

+6 DOT 1 4,321

101 $215,081

Source: JLARC organization and staffing analysis.

Customer Demands Translate Into Staffing Changes. A comparative
analysis of the composition of computer services staff from September 1983
through September 1986 (Figure 11) clearly shows this expected shift in the
focus of the services provided by DCS (and now DIT). Positions related directly
to operations, such as computer operators and production control technicians,
decreased 12 percent over this time period, while the number of management
positions has remained fairly stable. On the other hand, technical support
positions increased 28 percent. DCS originally anticipated that the personnel
cost increase as a result of this change in service focus would cost $471,183
less than if co-location did not occur. The JLARC staff analysis of the actual
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rsonnel costs showed that the DCS cost avoidance was $329,439, which was
141,744 less than anticipated. As the number of technical positions has
continued to increase and the number of operations positions has continued to
decrease, salary costs have increased because technical positions are generally
at higher grades than operations positions.

Figure 11
Computer Operations Positions
1983-1986
140 — 53

Number Of Positions

9/83 9/84 v 9/85 9/86

KEY:

[ . Management

Source: DCS planning documents, DIT Human Resources Division.

Technical Support Systems Operation & Support

Manpower Planning Needs. Effective manpower planning combines
workload measurement and productivity standards (work measurement) to
determine the number and type of staff needed to meet anticipated workload.
Technological advances and changing customer demands make manpower
planning very complex for an agency such as DIT. The costs of technology and
a professional data processing staff make it imperative to accurately forecast
needs and plan accordingly. With the exception of the operations branch of the
Computer Services Division, DIT's manpower needs are handled more
reactively than proactively. Even in the operations branch, staffing forecasts
are basically estimates; and then attrition is utilized to eliminate unneeded
positions.

Recommendation (52). DIT should establish a formal manpower
planning function within its Human Resources Division. This function should be
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charged with responsibility to develop valid forecasts of the agency's future
manpower needs. DIT should develop measurable productivity criteria for all
service-related and support positions, and this data should be used in
conjunction with workload forecasts to project changes in the number and type
of staff the agency will need. ’

Position Classification

As a result of co-location and merger, a number of position
classification problems have been created for DIT. These problems have been
compounded by inadequate planning for the impact of technological advances.
In addition, DPT did not serve in a meaningful role during these agency
reorganizations as indicated by the extent of inappropriate position
classifications within DIT. An independent analysis conducted by JLARC staff
found that as many as 24 percent of DIT's 480 positions may be inappropriately
classified. These inappropriate classifications cost the State excessive annual
salary expenses and fringe benefit costs. Savings ranging between $500,000 to
$800,000 could possibly be realized.

Furthermore, approximately 35 percent of DIT's positions are
allocated to technical classes in the Computer Systems Engineering,
Telecommunication Services, and Communications Services series. The
specifications for these series are written in vague language and lack clear
distinctions among the classes. Consequently, a large percentage of these
positions are currently allocated to questionable classifications.

DIT's Role. JLARC staff found five classification practices used by
"DIT which have resulted in the inappropriate classification of 114 positions.
First, at the time of merger, current position descriptions were not written for
all positions. For example, prior to merger, the top fiscal positions in the three
agencies were classified as Fiscal Director A (DCS), Fiscal Officer (MASD),
and Accounting Manager A (DOT). At the time of merger, none of these
positions were utilized as the top fiscal position in DIT; however, all three
positions are still classified based upon pre-merger job duties.

Second, personnel have been retained when their positions were no
longer needed. The agency has placed at least 30 incumbents in new positions
with new duties but retained the old position classifications. All of these
positions are inappropriately classified. The following examples are illustrative:

There are at least three Computer Operations Supervisor
positions in the Operations Branch which were responsible
for supervising operations subordinates prior to
co-location. After co-location, these positions were used
as hardware analysts for the more complex data center
operations. Supervisory duties were no longer a
responsibility of these positions. Yet the positions have
retained the classifications allocated prior to
co-location, even though DPT states that a supervisor
must have subordinates.
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A Production Control Supervisor from the Operations
Branch was moved to a new position in the security
group. Primary responsibility in the new position consists
of responsibility for the Computer Services Division’'s
technical library. This position is also utilized to assist in
determining what level of security is needed for which
types of information and for supervising one employee,
who is also not involved in production control. DPT
questioned the allocation of this position in June 1986;
however, the position classification has not been
changed.

Third, DIT has used agency-specific and technical classes to allocate
positions which are found in numerous other agencies. This practice is
particularly evident in the Administration Division of DIT.

DIT, which is considered by DPT to be moderately
complex based on the number of different funding sources
involved, has classified its managerial position for the
Finance Branch of the Administration Division as an
Information Technology Manager (Grade 18), whereas
comparable management positions in other moderately
complex agencies, such as Social Services, Health, and
General Services, are classified as Fiscal Directors A
(Grade 16). Only in the most complex agencies, such as
the Departments of Transportation and Mental Health
and Mental Retardation, are the top fiscal management
positions allocated at the grade level of 18. These
positions are classified as Controllers. DIT's use of the
Information Technology management series, rather than
the fiscal series, appears to be unwarranted.

¥k ok ok

In the Finance Branch of the Administration Division,
there is a Computer Systems Engineer (Grade 14) position
responsible for the billing function of the agency. In
agencies of comparable complexity, such positions are
classified as Accountants Senior (Grade 11) or
Accountants (Grade 9), or the positions are charged with
more than one accounting function and are classified as
Accounting Managers B (Grade 14) or Accounting
Managers A (Grade 12) based on staff size and the nature
of the functions managed. Similarly, in the Planning and
Budgeting Branch of Administration, the top fiscal
management position is classified as a Computer Systems
Chief Engineer (Grade 17), while similar positions in
comparable agencies are classified as Budget Managers
(Grade 14). Budget Directors (Grade 17) are only found in
the largest, most complex agencies.

k Kk %k
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The entire Procurement and Contracting Branch of the
Administration Division (excluding the clerical support
staff) is an example of using agency-specific and
technical classifications where such usage. is questionable
due to the high percentages of time spent performing
non-technical duties. The top managerial position of this
branch is classified as an [Information Technology
Manager (Grade 18), while the comparable managerial
position in the Division of Purchase and Supply in the
Department of General Services (DGS) is classified as an
Assistant Director of Procurement (Grade 16).

JLARC staff recognize that effective procurement of
data processing equipment requires a greater degree of
technical expertise than does the procurement of supplies
and equipment of a general nature. Moreover, the
procurement process includes non-technical steps that do
not require engineering expertise. The procurement
section manager in DIT s classified as a Computer
Systems Chief Engineer (Grade 17) while the
telecommunications procurement section manager in DGS
is classified as a Purchase and Stores Director B (Grade
13) and the comparable position in VDOT js allocated as a
Purchasing Manager (Grade 14). The subordinates in the
Procurement and Contracting Branch all are classified in
the Computer Systems Engineering series ranging from
Grade 15 to Grade 17. However, their counterparts in
DGS and in VDOT are classified in the Buyer series
(Grade 7 to Grade 11). Although some of DIT's
procurement positions may warrant somewhat higher
grade levels, DPT should re-examine the appropriateness
of the large disparity between these DIT positions and
other State procurement positions.

Fourth, DIT has broadly interpreted some class specifications,
allocating specific positions at unnecessarily high levels. For example, DIT
seems to have broadly interpreted geographic dispersion to mean three field
offices each with three positions. As a result, many positions are classified at
levels that are equivalent to comparable positions in agencies such as DMV,
VDOT, and MHMR, which are definitely geographically dispersed throughout
the State.

DIT has an Audit Director-Internal position (Grade 18),

- yet these positions are found in only the largest, most
diverse, and complex agencies. According to DPT, Audit
Manager Senior-Internal (Grade 17) is the classification
that is designated for use in moderately complex agencies
such as DIT. Audit Director-Internal is reserved for the
State's largest and most complex agencies such as VDOT
and MHMR.

148



DIT has an Employee Relations Director C (Grade 16). In
other agencies where this classification is used, such as
the Department of Social Services and the Department of
Motor Vehicles, the staff are geographically dispersed in
large numbers throughout the State. DIT's Employee
Relations Director C position is not in charge of
employee training and development even though the
classification specifications for this class include
responsibility for this function. Furthermore, the
Employee Relations Directors C in other agencies have
relatively large subordinate staffs compared to the staff
of DIT's Human Resources Division. In May 1987, this
position was downgraded to a grade 15 as a result of
DPT's statewide personnel evaluation.

Lastly, there are numerous positions in DIT where reductions in staff
or technological changes have led to a gradual change in the job duties. For
example:

According to DPT, a lead operations position should be
responsible for actually supervising a small number of
subordinates (making work assignments, conducting
performance evaluations, etc.), and such positions should
be shown on the organization chart as having
subordinates. Primarily because of a decrease in the
number of operations positions, none of the 23 Computer
Lead Operators or the 11 Production Control Lead
Technicians currently meet these classification criteria.
It should be noted that the management of the Operations
Branch defines a lead position as one requiring more
expertise and ability than an operator or a technician.
However, there is also a classification for a Computer
Center Operations Specialist which is the technical
expert on a shift, making this definition of a lead
somewhat redundant.

Recommendation (63). DIT should write new position descriptions
for the 114 inappropriately classified positions identified through the JLARC
staff analysis. In all instances, DIT should also comply with DPT's Policy No.
3.07 (for position reallocations) and Policy No. 3.08 (for position abolishment
and establishment) in determining the type of personnel action needed to effect
these classification changes. DIT should also use these DPT policies to
determine the appropriate compensation actions required in changing the
allocations of these 114 positions.

DIT should also write new position descriptions which accurately
reflect position duties whenever an employee is moved from one position to
another. This will ensure that the allocated eclassification is appropriate
whenever a position becomes vacant, as required by DPT policies. DIT should
also comply with DPT's Policy No. 3.07 and 3.08 whenever changes in an
employee's duties result in classification and compensation changes.
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DPT’s Role. Classification problems at DIT have been compounded
in two ways by the Department of Personnel and Training. While Section
2.1-114.3 of the Code of Virginia specifically charges DPT with responsibility
for establishing and administering a "program of evaluation of the
effectiveness of performance of the personnel activities of the agencies of the
Commonwealth," DPT has served only in a consultative role in total agency
reorganizations in the past. Without on-site audits, the effectiveness of DPT's
oversight in agency personnel actions depends upon the accuracy and timeliness
of classification changes initiated by an agency.

Under DPT's Rule 5.5, if restructuring cuts across classification
lines, or results in changes in job duties for specific positions, the Director of
DPT is to be furnished with a written description of the revised position duties
so that proper allocation can be determined. This written notification is to be
submitted at least 30 calendar days prior to the planned effective date of the
change. However, "in the event it is not practicable to provide 30 days'
written notice, the appointing authority [DIT in this case] shall notify the
Director [of DPT] by the most direct and earliest means available." DCS and
DIT did not initiate personnel actions, substantiated by the required written
position descriptions, within a reasonable time after co-location and merger.
JLARC staff found classification problems two years after these organizational
changes were implemented.

Furthermore, a DPT compensation and classification analyst has
stated that DPT has "pretty much bought off on the fact that DIT positions
need data processing knowledge and experience." Consequently, when DIT has
requested specific allocations, DPT has not routinely questioned the requested
allocation. DPT's limited role in reorganizations and a belief that most DIT
positions require data processing backgrounds have resulted in ineffective
monitoring and control over personnel changes resulting from co-location and
merger.

DIT has a memorandum of agreement with DPT granting it delegated
authority to reallocate existing positions within classes and salary grades, and
to allocate new positions. This authority enables DIT to classify jobs within the
agency in 36 different class codes (excluding the top classification for each of
the included codes). Under this system, DPT then reviews agency
documentation of personnel actions on a monthly basis to determine
compliance with the uniform State classification plan.

Under the current decentralized system, it is important that agency
administrators ensure that all position descriptions submitted to DPT on a
monthly basis are accurate and up-to-date. However, unless the agency with
delegated authority voluntarily complies with DPT allocation and reallocation
policies, and unless DPT follows up on its reviews, serious classification
problems can still occur.

A Computer Operations Supervisor was moved from the
Operations Branch to the Facilities Support Branch in
71986. The position description written in April of that
year clearly indicates that this position is utilized as an
interior decorator for DIT. DPT advised DIT in June 1986
that the State classification plan did not have a class
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specifically suited to this type of work. DPT noted that
this position could not be allocated to “a field of work so
remote from computer operations.” DPT did not conduct
any follow-up of its assessment to determine if DIT made
necessary adjustments to the classification. DIT
recognized that the interior decorator position was
misclassified but has taken no corrective action since
DPT’s review a year ago.

* ok ok

A Computer Systems Senior Engineer was moved from
the Operations Branch to the Facilities Support Branch to
supervise a carpenter, an assistant carpenter, and the
interior decorator. The job duties of this position fit the
classification specifications for a Building and Grounds
Supervisor A, which is six grade levels lower than this
position's current engineering classification. In June
1986, DPT advised DIT that the duties of this position
were not appropriate for the computer systems
engineering class and recommended that DIT take
appropriate action. As of June 1987, this position is still
classified as a Computer Systems Senior Engineer.

Recommendation (54). The Department of Personnel and Training
should reassess its role in agency reorganizations to ensure that this role is
consistent with DPT's statutory mission of implementing a State classification
plan and of evaluating the personnel activities of all State agencies and
institutions.

DPT should also assess its current policies and procedures used to
monitor and evaluate personnel activities in agencies and institutions, and
these policies and procedures should be redefined if needed in order to foster a
more active role in reorganizations and in day-to-day personnel activities.
DPT should revise Rule 5.5 for administration of the Virginia Personnel Act to
include specific procedures to be utilized by agencies in position allocations
that result from any type of reorganization. State agencies and institutions
should be required by this rule to temporarily assign job duties to staff until
such time as the position descriptions generated by reorganizations can be
reviewed and allocations approved by the director of DPT.

Recommendation (55). DPT should revoke DIT's memorandum of
agreement for delegated classification authority. DIT should be required to
submit all position eclassification requests to DPT in writing and on an
individual position basis, following the process outlined in Rule 5.5 for
administration of the Virginia Personnel Act. DPT should routinely conduct
on-site audits of DIT positions in each classification to ensure that position
descriptions submitted accurately reflect position duties.

Use of Vague Technical Specifications. In addition to those positions
clearly found to be inappropriately classified, 35 percent of DIT's 480 positions
fall in the Computer Systems Engineering, Telecommunications Services, and
Communications Services technical series. The classification specifications for
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all classes in these series are written in vague language which could foster
interpretations too broad to be accurate. JLARC staff questioned the
appropriateness of DIT's use of these classifications for many of the agency's
positions. However, because the classification descriptions often lack
specificity, JLARC staff defined many of these position classifications as
questionable. In interviews with JLARC staff, the DPT analyst assigned to DIT
and the compensation and classification analyst at DIT also raised questions
about the appropriateness of utilizing these classifications for some of DIT's
positions.

Comparisons of job duties utilizing these specifications are
complicated; consequently, these particular specifications present a potential
for grade inflation. The specifications for the Computer Systems Engineering
series are written in vague, general terms and lack clear-cut distinctions
among the classes within the series, yet class codes from this series are
assigned to 140 positions. The disparity in job duties for personnel in these
classifications points to a need to rewrite the specifications, making clearer
distinctions among the classes. For example, the Computer Systems Engineer
title is assigned to positions with wide variance in the technical nature of the
job duties performed as well as in the amounts of time spent in performing
these technical duties.

A Systems Engineer in a technical support branch of the
Computer Services Division is involved in software
installation, maintenance and modification, and technical
hands-on problem resolution. A Systems Engineer in the
Client Services Branch is involved in simple problem
diagnostics (a help desk function involving passing the
problem on to someone else for resolution), software
testing and documentation, systems monitoring, and
assigning user [D's. A Systems Engineer in the
Administration Division is responsible for using
automated systems to carry out the fiscal function of
generating accurate customer bills.

In addition, the Computer Center Lead Engineer -classification should be
restricted to large mainframe operations according to DPT; yet, 45 percent of
DIT's 29 Lead Engineer positions are located outside of the Computer Services
Division (the actual computer center).

A more precise definition of the type of degrees, previous work
experiences and present job duties would provide a more meaningful distinction
in the Computer Systems Engineering series. A college degree in computer
science, mathematics, or engineering is listed in all of the specifications in this
series as the required educational qualification. However, 69 percent of DIT's
140 incumbents in these positions either have unrelated degrees or no degrees.
Many of these staff have prior experience which substitutes for the required
degree. Because the class specifications are so vague, however, it is not clear
what educational degrees or experience are really required to perform the
duties assigned to these positions.

A supervisory requirement might also serve to better distinguish
between higher and lower grades in this series. None of the specifications for
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the Computer Systems Engineering series require management duties, yet
JLARC staff found that 21 percent of DIT's 140 positions allocated to this
series actually have full-time management duties. Sixty-five percent of the 40
Computer Systems Chief Engineers in DIT are full-time management personnel.

Another concern with DIT's technical classifications is the apparent
overlap between the Computer Systems Engineering, Telecommunications
Services, and Communications Services series. Prior to merger, Computer
Systems Engineers were utilized in DCS and MASD, while Communications
Engineers and Communications Engineer Managers were utilized in DOT. Now
that these agencies have been merged and data processing and
telecommunications technologies are being integrated, there is a need to have
all of these specifications reworked to encompass an integrated definition of
job duties.

In addition, specification language in both the Telecommunications
Services and the Communications Services series has been outdated since the
time of merger. For example, the classification specifications for a
Communications Engineer Manager state that this position "reports to the
Deputy Director, Government Communications," a position that no longer
exists.

.Recommendation (56). DPT should conduct on-site audits for all
positions in DIT which are ecurrently allocated in the Computer Systems
Engineering, Telecommunications Services, and Communications Services
series. The data gathered through these audits should be used to write these
classification specifications from an integrated technology (and an integrated
agency) perspective. The new specifications should incorporate -clearer
distinctions among the job duties, the expertise, and the training required for
each of the new classes. In addition, DPT should include a requirement to
perform full-time management duties in the new specifications for the
Computer Systems Chief Engineer class.

Salary Levels and Turnover Rates

An examination of salary levels revealed that DIT salaries are
competitive. In addition, an analysis of annual turnover rates for data
processing and telecommunications positions in the Department of Information
Technology showed that turnover currently is not a problem.

DPT Actions to Enhance Classification Competitiveness. In the
early 1980s, turnover rates were excessively high for data processing classes
throughout the State. The Departments of Computer Services and Management
Analysis and Systems Development corresponded frequently with the DPT,
urging actions which would make salaries for these classes more competitive
with the private sector.

Between May 1981 and May 1984, DPT took three separate actions
aimed at enhancing the competitiveness of the State's data processing classes
and simultaneously reducing the turnover rates within these classifications.
First, after completing a comprehensive study of all generic classes in the data
processing group, new class concepts and salary ranges were implemented for
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these classes on May 1, 1981. Second, an 8.5 percent salary differential was
implemented for all data center personnel who worked second and third shifts.
And finally, on May 1, 1984, DPT regraded a number of data processing classes,
permitting agencies employing such personnel to grant salary increases ranging
from 4.4 to 8.8 percent. DCS granted full 8.8 perceiit increases.

DPT completed a salary survey for data processing classes in 1986.
Using A.S. Hansen's 1986 Data Processing Survey as its primary source, DPT
concluded:

The data shows that data processing salaries are right
where they should be. They trail the private market, as
do all classes, but they are closer to the market than
most classes.....Overall there is no problem of data
processing salaries being either too high or too low.
Therefore, no changes are indicated as necessary at the
present time.

Analysis of Turnover Rates for Data Processing and Telecommunica-
tions Classifications. Figure 12 shows a comparison of turnover rates for FY
1983-1985 for the three separate agencies which merged to form the
Department of Information Technology. Telecommunications positions for the
Department of Telecommunications and for DIT were used in this analysis.
Data processing positions from all the agencies were used to make turnover
comparisons. In FY 1985, turnover is shown for both the separate agencies and
for the DIT.

Figure 12
Agency Turnover in
Data Processing and Telecommunications
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* The turnover rates for DIT for FY 1985 encompass the period from September 1984 through June 1985.
Source: DPT report, ‘Turnover Reports by Class Within Agency Classified”, DIT's Human Resources Division.
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Between FY 1983 and FY 1986, the turnover rate for data processing
and telecommunications positions dropped from 14 percent to 7.4 percent, for a
6.6 percent reduction. DIT did experience a sharp increase in turnover for
these classifications during the first quarter of FY 1985; however, this increase
was probably a normal outgrowth of merger. )

The national average annual rate of turnover in the areas of data
processing and telecommunications has increased since 1984. A survey
conducted by Edward Perlin Associates (New York City) and reported in the
June 11, 1986, issue of Personnel Management showed that the average annual
rate of data processing turnover was 18 percent. For FY 1986, DIT's turnover
rate for its data processing and telecommunications professionals was
significantly lower than the national average. DPT's 1986 annual salary survey
concluded that "there is no evidence of significant turnover problems for any of
the (data processing) classes or series at the present time."

ORGANIZATIONAL CONCERNS

DIT is a central support agency which provides highly technical
services. This organization, considered by DPT to be moderately complex, is
comprised of seven divisions and the Director's Office staff. These separate
units are responsible for providing support to customer agencies and
institutions, as well as for DIT's own operational needs.

An in-depth analysis of DIT revealed major organizational problems
and underscored the fact that the many agency functions have not been
merged. The services provided by the major divisions (Computer Services,
Information Services, and Telecommunications) are largely copies of DCS,
MASD, and DOT.

Several service areas were found to raise either mission consistency
or staffing efficiency issues. Failure to consolidate service functions present
in each of the three separate agencies has resulted in widespread
fragmentation of services, as well as blurred distinctions between internal and
external service support. JLARC staff also found that DIT's 48C MEL positions
included one position which is not used as an agency position.

The size of DIT's seven divisions ranges from 11 to 183 positions.
Comparably wide ranges were found to exist in the number of supervisory
positions in the different divisions and in the number of subordinates assigned
to specific managers. Based upon division size, JLARC staff found that six
divisions have excessive layers of management positions. JLARC staff also
identified a strong need for DIT to develop a well-defined management training
and development program and to take steps to ensure that employee
reimbursements for courses of study comply with DPT guidelines.

Mission Consistency and Staffing Efficiencies

JLARC staff found DIT to be providing several services that seemed
to more closely match the missions of other State agencies. In addition, DIT's
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procurement function and some of the activities of the Systems Development
Branch were found to be outside of the realm of the agency's statutory
mission. Utilization of positions for the provision of such services as clerical
support pools, switchboard operations, facilities support, public relations, and
legislative liaison were found to pose efficiency concerns. Furthermore,
JLARC staff found one position that was used to provide clerical support to a
secretariat.

Services Presenting Mission Consistency Concerns. DIT was found to
be providing at least four services which fall outside of the agency's mission
and which, consequently, should be provided by other agencies (or boards). As a
holdover from DCS, the Technical Services Branch negotiates and administers
for the Commonwealth a contract for educational materials. While the bulk of
these contract offerings are data processing oriented at the present time, an
instructional contract for training materials which benefit all agencies and
institutions could be more effectively negotiated and administered by the
Department of Personnel and Training.

The Public Telecommunications Branch of Educational Technology
provides administrative support to the Virginia Public Telecommunications
Board. This support involves negotiating contracts with public broadcasting
stations and coordinating the program offerings that will be provided by these
stations. This support is more directly related to educational purposes than to
information technology.

The Virginia Public Telecommunications Board should be established
as an independent board in the Education secretariat. Responsibility for
providing administrative staff support should be assigned to the Department of
Education (DOE), allowing the board to concentrate on its program
responsibilities. Two positions from DIT should be transferred to DOE to
provide technical and liaison support to the board. Other functions of the
Educational Technology Division should be retained within DIT.

The Management Consulting Division has statutory authority to
conduct both organization and management studies (which are general in nature
and are aimed at assisting an agency in reviewing its organization and
procedures) and special projects (which are more narrowly scoped and focused
on one specific organizational problem in an agency). This authority does not
extend to policy and program analyses, which come within the statutory
responsibility of the Department of Planning and Budget. The nature of the
services provided by this division does not blend with the information
technology mission of DIT. This function should be placed in an separate
agency in the Administration secretariat as recommended in JLARC's previous
report, An Assessment of Structural Targets in the Executive Branch of

Virginia.

The information management planning and technical staff support
activities currently provided by the Systems Development Branch do not fit
with DIT's mission and should be terminated. By the same token, the
procurement function should be conducted independently of DIT's service
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