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Summary: Operations and Performance of Virginia’'s
Department of Elections

WHAT WE FOUND

Virginia uses a fairly robust process to maintain its voter registration
list, but can further improve process and guidance

Maintaining the accuracy of Virginia’s list of 5.5 million registered voters is critically
important, but also extremely difficult. The dynamic nature of the registration list
makes it extremely difficult to maintain a completely accurate list and to reliably quan-
tify the accuracy of the list.

However, available evidence suggests the list is  WHY WE DID THIS STUDY

likely mostly accurate because (1) most individuals
on the list are the same from year to year, and (2)
ELECT uses fairly comprehensive sources and ro-
bust procedures to maintain the list. ELECT does
not, though, make full use of available data sources
to fully ensure the accuracy of the list. ELECT has
historically allocated less than one staff position to
maintaining the registration list. ELECT also has
not provided adequate guidance to the 133 general
registrars about how to decide whether to add or
remove a voter from the list.

In 2017 the Joint Legislative Audit and Review Commis-
sion (JLARC) directed its staff to study the operation and
performance of the Department of Elections.

ABOUT THE DEPARTMENT OF ELECTIONS

The Virginia Department of Elections (ELECT) is respon-
sible for supervising the local administration of elections
in Virginia. Elections are administered by general regis-
trars and local electoral boards, which are responsible for
operating polling locations on election day and for nu-
merous other functions during the rest of the year.

IT system maintained by ELECT is not sufficiently functional or reliable

The state’s I'T system (VERIS) used to maintain the voter registration list and interact
with general registrars is not sufficiently functional or reliable. The system does not
provide all of the functionality registrars need to administer elections effectively. The
system has longstanding reliability problems that continue to slow processing speed
during peak usage.

ELECT requested and is now receiving from the General Assembly an additional
$1 million annually from FY18 through FY22 to improve the system. However, many
of the major improvements have yet to be implemented. More broadly, the decision
in FY17 to rebuild rather than replace the system did not adequately consider several
key factors. Several other states are also rebuilding or replacing their elections IT sys-
tems to address the same challenges facing VERIS.
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ELECT's oversight does not provide full assurance of election integrity
and uniformity, though guidance and training is generally useful

To be effective, state supervision of local election administration should consist of
meaningful oversight, and guidance and training for local elections officials to ensure
that elections are conducted with integrity and uniformity. ELECT conducts a few
oversight activities to ensure that elections are effectively administered. However, it
does not adequately focus on overseeing the local functions that, if not performed
propetly, pose a risk to uniform and legally compliant elections in Virginia. For exam-
ple, ELECT oversight has not sufficiently focused on key functions such as assigning
voters to legislative districts and precincts, or precinct operations on elections day.

ELECT generally provides useful guidance and training to help general registrars ad-
minister elections, but some material has not been timely, correct, or sufficient to ad-
dress questions from registrars. The current commissioner is taking several positive
steps to address these deficiencies.

ELECT has lacked continuity of leadership and is susceptible to
political influence

Under the previous commissioner, there were significant concerns about inadequate
management, lack of strategic leadership, and political bias, according to ELECT staff.
Under the current commissioner, management has improved. However, the recent im-
provements are at risk due to the lack of continuity of leadership across administra-
tions. ELECT has three appointed positions—more than many other agencies—and
the top three leadership positions traditionally turn over with each administration. In
addition, ELECT lacks a classified position to ensure continuity of operations across
administrations. Further, because the number of political appointees is unusually high,
ELECT continues to be susceptible to political influence.
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Summary assessment of ELECT operations and performance

Topic Criteria used by JLARC to assess topic Assessment
Sources used for information matching are comprehensive

Voter

registration list ~ Procedures used for information matching are robust

maintenance
Guidance to registrars ensures uniformity in making changes to list
System provides needed functionality for registrar activities

VERIS . - . .

IT system System is sufficiently reliable & responsive

System has been developed & managed effectively

Oversight conducted to ensure election integrity & uniformity
Supervision of
local election Guidance provided to ensure election integrity & uniformity
administration

Training provided to ensure election integrity & uniformity

Agency is effectively managed to ensure positive organizational culture

Agency has clearly defined job roles and expectations for staff

Internal agency

management Agency has adequate policies and procedures

Agency structure has reasonable number of appointed positions

s o000 S

Agency structure has clearly defined division of responsibilities

KEY @ = Fully meets criteria @) = Partially meets criteria () = Does not meet criteria
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WHAT WE RECOMMEND

Legislative action

Withhold additional funding for VERIS pending satisfactory status report
on system improvements

Direct ELECT and VITA to hire a third party to conduct a comprehensive
assessment of the feasibility, costs, and benefits of replacing VERIS

Direct ELECT to develop a plan to provide greater oversight of election
integrity and uniformity
Direct ELECT to create a permanent, full-time director of operations posi-

tion to be filled by a classified employee

Eliminate the appointed positions of chief deputy commissioner and confi-
dential policy advisor

Executive action

Work with DMV and experts, and allocate at least one full time staff posi-
tion, to improve maintenance of the voter registration list

Improve the written guidance and training to general registrars on topics
such as adding or removing voters from the registration list, and assigning
voters to precincts

Consolidate the Election Services and Community Relations divisions

The complete list of recommendations is available on page v.



Recommendations and Options: Operations and
Performance of Virginia's Department of Elections

RECOMMENDATION 1

The Virginia Department of Elections should improve its process for updating the
state’s voter registration list by using the USPS National Change of Address data at
least twice a year. (Chapter 2)

RECOMMENDATION 2

The Virginia Department of Elections should work with experts to assess and improve
the name-matching algorithm used as part of its list maintenance program. (Chapter
2)

RECOMMENDATION 3

The Virginia Department of Flections should convene a workgroup to review the
electronic voter registration process through the Virginia Department of Motor Vehi-
cles. The workgroup should identify changes that would improve the accuracy of voter
registration information and the efficiency of the process. The workgroup should sub-
mit a report and recommendations to the House and Senate Privileges and Elections
Committees by July 1, 2019. (Chapter 2)

RECOMMENDATION 4
The Virginia Department of Elections should allocate at least one full-time staff po-
sition to maintaining the voter registration list. (Chapter 2)

RECOMMENDATION 5
The Virginia Department of Elections should conduct formal, periodic reviews to
identify opportunities to improve the list maintenance process. (Chapter 2)

RECOMMENDATION 6

The Virginia Department of Elections should develop written guidance and a training
module for general registrars on how to verify whether a voter should be removed or
added to the voter registration list and the processes to be used to correct inaccuracies

on the list. (Chapter 2)

RECOMMENDATION 7

The General Assembly may wish to consider amending § 24.2-404 of the Code of
Virginia to require the Virginia Department of Elections (ELECT) to conduct peri-
odic assessments to ensure that voters are assigned to the correct state legislative and
congressional districts based on their residential addresses. ELECT should share the
results of its assessment with registrars and ensure that these voters are correctly as-
signed. (Chapter 2)
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RECOMMENDATION 8

The General Assembly may wish to consider amending the Code of Virginia to require
that localities report to the Virginia Department of Elections (ELECT) all local
boundary agreements. ELECT should consider these agreements when conducting
periodic assessments of voter assignments. (Chapter 2)

RECOMMENDATION 9

The Virginia Department of Elections, in consultation with the Virginia Division of
Legislative Services, should provide written guidance for general registrars on how to
assign legislative districts for those voters whose residential addresses fall into different
districts depending on the map used. (Chapter 2)

RECOMMENDATION 10

The General Assembly may wish to consider including language in the Appropriation
Act to direct the Virginia Department of Elections to work with the Virginia Geo-
graphic Information Network to ensure that all general registrars use Geographic In-
formation System technology to assign voters to districts and precincts. (Chapter 2)

RECOMMENDATION 11

The Virginia Department of Elections should develop a detailed, written status report
regarding improvements to the Virginia Flection and Registration Information System
through September 2018. The report should be submitted to the Virginia Information
Technologies Agency, the House Appropriations and Privileges and Elections Com-
mittees, and the Senate Finance and Privileges and Elections Committees by Novem-
ber 1, 2018. (Chapter 3)

RECOMMENDATION 12

The General Assembly may wish to consider including language in the Appropriation
Act to withhold additional funds allocated for FY20 to rebuild the Virginia Election
and Registration Information System pending satisfactory progress implementing im-
provements for which additional funding was provided in FY18 and FY19. (Chapter
3)

RECOMMENDATION 13

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT), in consultation with the
Virginia Information Technologies Agency, to comprehensively assess whether to re-
place or rebuild the Virginia Election and Registration Information System by exam-
ining the feasibility, costs, and benefits of each option. ELECT should consult external
experts with recent experience helping other states rebuild or replace their elections
information systems. (Chapter 3)

vi
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RECOMMENDATION 14

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT) to develop and imple-
ment a plan to provide greater oversight of local elections administration. The plan
should detail strategies ELECT will use to (i) identify and assess major risks to election
integrity and (if) conduct activities to provide greater confidence that these risks are
being mitigated. ELECT should submit its plan to the House and Senate Privileges
and Elections Committees by July 1, 2019. (Chapter 4)

RECOMMENDATION 15

The Virginia Department of Elections should develop and implement (i) a process for
developing, updating, reviewing, and approving the guidance provided to general reg-
istrars and (if) an internal reference guide and a process for keeping records of the
guidance provided to registrars. (Chapter 4)

RECOMMENDATION 16

The Virginia Department of Elections (ELECT) should develop clear guidelines, both
for ELECT staff and for general registrars, on which types of questions should be
answered by ELECT staff and which should be directed to the Office of the Attorney
General. (Chapter 4)

RECOMMENDATION 17

The Virginia Department of Elections should (i) ensure that training topics reflect the
training needs of local elections officials and prior elections issues and problems; (ii)
ensure that training is accurate and sufficiently detailed to be useful to local elections
officials; and (iii) make training available in a variety of formats, including online.
(Chapter 4)

RECOMMENDATION 18

The Virginia Department of Elections (ELECT) should develop and implement a
formal training program for new staff, to include (i) training on job-specific responsi-
bilities, (ii) an overview of elections administration in Virginia, and (iii) training on
ELECT’s administrative policies and procedures. (Chapter 5)

RECOMMENDATION 19

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT) to create a permanent,
full-time position of director of operations subject to the Virginia Personnel Act
(§ 2.2-2900 et seq.). The position should be responsible for managing day-to-day op-
erations at ELECT and ensuring (i) fulfillment of the agency’s mission and responsi-
bilities; (ii) compliance with state and federal elections laws and regulations; and (iii)
compliance with ELECT’s business, administrative, and financial policies. (Chapter 5)

vii
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RECOMMENDATION 20

The General Assembly may wish to consider amending § 2.2-2905 of the Code of
Virginia to eliminate the appointed positions of chief deputy commissioner and con-
fidential policy advisor for the Virginia Department of Elections. (Chapter 5)

RECOMMENDATION 21

The Virginia Department of Elections should consolidate its Election Services and
Community Relations and Compliance Support divisions into a single division that
provides guidance and training and conducts oversight of general registrar operations.
(Chapter 5)

OPTION 1

The General Assembly could amend the Code of Virginia to assign the Department
of Elections exclusive authority to add and remove voters from the state’s voter regis-
tration list. (Chapter 2)

viii



1 The Virginia Department of Elections

SUMMARY The Virginia Department of Elections (ELECT) is responsible for supervising the
local administration of elections in Virginia. Elections are administered by general registrars
and local electoral boards, which are responsible for operating polling locations on election
day and for numerous other functions during the remainder of the year. ELECT supervises
elections by providing oversight, guidance, and training for registrars and local board mem-
bers. State supervision of local election administration is critical to ensure that elections are
administered uniformly throughout the state, in accordance with state and federal laws, and
that ballots are counted accurately. Responsibility for maintaining an accurate voter registra-
tion list is shared between ELECT and general registrars. ELECT operates the Virginia Election
and Registration Information System (VERIS), which is used to maintain the statewide regis-
tration list and carry out numerous other election functions. ELECT is relatively small com-
pared to other state agencies, with 47 staff and total spending of $12 million in FY17.

In 2017 the Joint Legislative Audit and Review Commission (JLARC) directed its staff
to study the operation and performance of the Department of Elections (ELECT),

which had not been comprehensively reviewed by JLLARC since 1998. The mandate
for this study directed JLARC staff to review whether ELECT

e adequately supervises and coordinates the administration of elections;

e sets appropriate training standards and provides adequate training for general
registrars and local electoral board members;

e cmploys adequate practices to ensure voter registration information is accurate
and up-to-date;

e administers the Virginia Election and Registration Information System (VERIS)
in an effective, efficient, and secure manner; and

e is organized, staffed, and structured to ensure efficient and effective operations.
(See Appendix A for the study mandate.)

To address the study mandate, JLARC staff interviewed ELECT staff, general regis-
trars and local electoral board members, State Board of Elections members, elections
interest groups in Virginia, and national experts in voter registration lists; surveyed
ELECT staff, general registrars, and local electoral board members; analyzed ELECT
spending and staffing data; and reviewed research literature on a variety of election
administration topics. (See Appendix B for the research methods used in this study:.)
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Virginia has a locally administered, state-supervised
process of elections

Virginia’s electoral system consists of four key entities: the State Board of Elections,
ELECT, local boards of elections, and general registrars. These state and local entities
ultimately must work together to administer elections effectively. Most states have sim-
ilar arrangements whereby elections are administered locally but supervised centrally
by the state.

In any given year, multiple elections for state, local, or federal constitutional offices
can occur. These include

e state elections for the House of Delegates, Senate, and governor’s office;

e Jocal elections for boards of supervisors and city and town councils, school
boards, and local constitutional offices such as the commissioner of revenue,
clerk of the circuit court, sheriff, and commonwealth’s attorney;

e federal elections for Congress and the presidency; and

e primary elections to determine nominees for general elections.
y g

Elections in Virginia typically include a general election in November for state, local,
and federal offices and primary elections in June. Some cities and towns hold local
elections in May, and there may be special elections whenever vacancies occur in a
state, local, or federal office. Voter turnout can vary substantially depending on the
type of election. Approximately 4.2 million Virginians voted in the November 2016
general election, when candidates for the Senate of Virginia, Congress, and the presi-
dency were on the ballot. By contrast, about 541,000 Virginians voted in the June 2018
primary elections.

Elections are administered locally by general registrars and local
electoral boards
In Virginia, elections are administered in each locality by a general registrar and a local
electoral board. Local administration consists of operating polling locations on elec-
tion day and then transmitting vote tallies to ELECT (Figure 1-1). Registrars and local
boards have numerous responsibilities in preparation for election day, including

e recruiting and training volunteer poll workers;

e preparing and distributing ballots to each precinct;

e sending out and counting absentee ballots;

e finalizing and distributing to each precinct a list of eligible voters; and

e ensuring that precincts have adequate numbers of voting equipment, ballots,

poll workers, and other election day materials.

For the rest of the year, general registrars maintain the voter registration list in their
locality and purchase and maintain voting equipment as needed, among other respon-
sibilities.
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FIGURE 1-1

Virginia's locally administered, state-supervised electoral system has four key entities

State
Board of
Elections

-
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State
Department
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Local
General
Registrars
(x133)

LOCAL LEVEL

Local
Boards of
Elections
(x133)

ELECTION DAYS

Certifies state and
federal election
results

Receives and reports
vote tallies from
general registrars

Receives questions
and complaints from
voters, interest
groups, media,

and others
Operates )
pr%cincts Transmits
where vote tallies
citizens can  to ELECT
vote

Certifies local
election results

REMAINDER OF THE YEAR

Convenes as needed

Develops, maintains,
and provides
guidance to

general registrars

Provides support
as requested to
general registrars

Maintains statewide
list of registered
voters

Purchases and
prepares voting
equipment

Develops and
provides training
to general registrars
and local boards
of elections

Develops training
materials for general
registrars to use with

poll workers

Assigns voters
to precincts

Recruits and trains
poll workers to
administer elections
in each precinct

Convenes as needed

SOURCE: Code of Virginia and interviews with ELECT staff and general registrars.

General registrars are appointed to four-year terms by their locality’s electoral board.

Each locality has an electoral board that consists of three members appointed by the

chief judge of the local circuit court. By statute, two members of the local board must

be of the political party that won the most recent gubernatorial election; the third
member must be from the opposing political party (§ 24.2-1006). Local electoral board

members are appointed to staggered three-year terms.



The regulations promul-
gated by the State
Board of Elections cover
aspects of elections ad-
ministration such as (1)
procedures for approv-
ing or denying voter reg-
istration applications; (2)
procedures for conduct-
ing recounts; and (3) eli-
gibility standards for vot-
ers, ballots, and
candidates.
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ELECT and the State Board of Elections are responsible for supervising
local election administration

Under the Code of Virginia, ELECT has broad authority to supervise and coordinate
local election administration. To ensure that elections are administered uniformly
throughout the state and consistent with state and federal laws, ELECT is responsible
for supervising and coordinating the work of general registrars and local electoral
boards. ELECT is required by statute to “make rules and regulations and issue instruc-
tions and provide information consistent with the election laws” to local elections of-
ficials (§ 24.2-103). ELECT makes available written guidance materials and helps gen-
eral registrars and local board members answer questions related to state, federal, and
local elections.

ELECT is also required to maintain a training program for general registrars, local
electoral board members, and local poll workers. ELECT conducts annual training
sessions for registrars and board members and provides training standards and mate-
rials that registrars use to train poll workers.

The State Board of FElections is ultimately responsible for supervising elections,
though it delegates the vast majority of its responsibility to ELECT. The state board
consists of three members appointed by the governor to four-year terms. Two mem-
bers of the state board must be of the political party that won the most recent guber-
natorial election; the remaining member must be from the opposing political party
(§ 24.2-102).

Effective state supervision is essential to ensure
uniformity, legality, and accuracy
The uniform, legal, and accurate administration of elections requires ensuring that, in
accordance with federal and state laws and standards,

e cach eligible Virginia resident has the same opportunity to register to vote;

e cach registered voter has the same opportunity to cast a ballot in an election;
and

e ballots are counted accurately.

State and federal elections laws govern how elections are to be administered, and a
critical purpose of state supervision is to ensure that local elections officials under-
stand and adhere to these laws. The Code of Virginia sets forth requirements for a
broad range of electoral functions, including

e qualifications, locations, times, and ways for voters to register;

e circumstances under which individuals must be removed from the voter regis-
tration list;

e requirements for operating polling locations on election day, such as polling
hours and the numbers of voting machines and poll workers needed;
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e procedures for providing and counting absentee and provisional ballots; and
e deadlines by which local electoral boards and the State Board of Elections must
tabulate and certify elections results.

Four key federal laws establish requirements for numerous aspects of the electoral
system (Table 1-1).

TABLE 1-1

Four laws set forth federal requirements for administering elections

Federal law Description

Military and Overseas Voter e Streamlines absentee voting procedures for overseas civilians and members of
Empowerment Act (2009) the armed forces by requiring electronic access to parts of the election process

¢ Requires states to implement a computerized system to store and manage the

official voter registration list

Help America Vote Act (2002 . . . . - Lo .
elp America Vote Act (2002) e Provides funding for states to improve election administration, including the

purchase of voting equipment

e Establishes voter registration procedures for federal elections
National Voter Registration Act

(1993) e Permits use of driver's license applications for voter registration applications

e Sets guidelines for voter removal programs

Uniformed and Overseas Citizens  ® Allows overseas civilians and members of the armed forces to register to vote and
Absentee Voting Act (1986) vote by mail

Because the state’s elections system is locally administered, the potential exists for in-
consistency in how general registrars and local electoral boards accept or deny voter
registration applications; allow voters to cast in-person, absentee, or provisional bal-
lots; or tabulate election results. Inconsistency can cast doubt on the integrity of the
electoral process and the legitimacy of an election outcome (even if the outcome is
not actually affected), create a perception that an election was administered for the
political gain of one party or candidate, or result in different treatment of similar voter
circumstances across localities. If local elections officials deviate from law or standard
practice, ineligible individuals may be allowed to vote or eligible voters may be disen-
franchised, and the state may be vulnerable to lawsuit. Effective state supervision can
minimize error and inconsistency across localities.

State supervision is especially critical given the wide range in size, staffing, and tech-
nical expertise of the 133 general registrars’ offices. For example, Fairfax County has
more than 740,000 registered voters, 243 precincts, and 30 full-time staff in the regis-
trar’s office. Highland County has less than 1,800 registered voters, six precincts, and
a general registrar without any supporting staff.
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ELECT and local elections officials share responsibility
for the voter registration list

ELECT and general registrars share responsibility for maintaining an accurate
statewide list of the roughly 5.5 million individuals registered to vote in Virginia.
ELECT has statutory responsibility to “maintain a complete, separate, and accurate
record of all registered voters in the Commonwealth” (§ 24.2-404). Registrars are re-
sponsible for registering every resident of their locality who is qualified and applies to
vote and maintaining accurate and current voter registration records (§§ 24.2-417
and 24.2-114 12).

The voter registration list undergoes constant revision as new voters are added, exist-
ing registrations are updated to reflect address changes, and voters are removed if they
are no longer living in Virginia, deceased, convicted of a felony, or judged mentally
incapacitated by a court. To ensure the voter registration list remains as accurate and
current as possible,

e ELECT conducts an initial review of new voter registrations to verify their eli-
gibility. Registrars are required to make the final decision on whether to approve
or deny an individual’s voter registration.

e ELECT is required by statute to identify potentially ineligible voters through
data exchanges with state, local, and federal entities as well as other states.

e General registrars are responsible for reviewing the names of potentially ineli-
gible voters identified by ELECT, verifying that they are ineligible, and removing
these voters from the registration list. Registrars can also remove any ineligible
voters they identify (subject to state and federal laws).

ELECT operates the key IT system for administering
elections in Virginia

ELECT operates the Virginia Election and Registration Information System (VERIS),
the web-based IT system used to carry out a range of functions that are critical to
administering elections. ELECT and registrars use VERIS primarily to maintain a
statewide list of registered voters, but the system is used to perform a variety of other
functions. Registrars use VERIS to assign voters to precincts and state and federal
legislative districts. The system is also used by localities on election day to transmit
election results to ELECT.
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ELECT has 47 staff organized into four divisions

ELECT’s spending and staffing levels are modest compared to many other state agen-
cies. ELECT spent a total of $12 million on its operations in FY17 (Figure 1-2). Half
of this spending was for operating and maintaining VERIS, including to maintain voter
registration records. A little more than half of funds for ELECT’s operations are fed-
eral Help America Vote Act funds, and most of the remaining funding comes from
state general funds.

FIGURE 1-2
ELECT spending totaled $12 million in FY17

Communication
and administrative
support services

Maintaining voter Total
registration $12 million
records

Training and
guidance for ELECT
staff and local
elections officials

Other

SOURCE: JLARC analysis of data from ELECT.
NOTE: Excludes $5.9 million in “pass-through” funds to localities for general registrar and local electoral board mem-
ber compensation. “Other” includes a range of functions to ensure uniform and legal elections.

ELECT employs 47 people, including five part-time staff. ELECT is led by the com-
missioner of elections—the state’s chief election official—who is appointed by the
governor; the current commissioner was appointed in February 2018. ELECT com-
prises four main departments or offices (Figure 1-3), the largest of which are Infor-
mation Services (responsible for VERIS and other I'T functions) and Election Services
(responsible for training, policy development, and other functions).
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FIGURE 1-3
ELECT is organized into four divisions

Commissioner's office
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12 positions & compliance support 6 positions
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Support local elections Manage administrative
officials through Assist local elections and business functions
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finance violations local electoral boards

SOURCE: Information from interviews with ELECT staff; ELECT organizational chart.
NOTE: Includes part-time staff.
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Maintain statewide
voter registration list



2 Ensuring Accuracy of Virginia's Voter
Registration List

SUMMARY The state’s list of 5.5 million registered voters is likely mostly accurate, though
the accuracy of the list cannot be fully quantified. Most of the list does not change on a yearly
basis, and the Virginia Department of Elections (ELECT) uses a fairly robust process to main-
tain the list. The accuracy of the voter registration list could be further improved through
several enhancements to the list maintenance process. ELECT's guidance for general regis-
trars about adding and removing voters from the list is inadequate, and as a result, registrars
have considerable discretion when deciding whether to add or remove a voter from the list.
Guidance should be improved so that decisions about adding or removing voters is more
uniform across the Commonwealth’s 133 localities. In a few localities, some voters have been
inadvertently assigned to the wrong legislative district. ELECT and general registrars have
recently worked to correct these errors. Several steps should be taken to minimize the likeli-
hood of these errors occurring in the future, including clarifying that ELECT's supervisory role
entails periodically assessing whether district assignments are correct.

The accuracy of Virginia’s voter registration list is critical to ensuring that elections in
Virginia are legal and valid. An accurate registration list contains (1) all legally eligible
voters, (2) no ineligible voters, (3) up-to-date names and addresses of eligible voters,
and (4) the correct legislative district and precinct assignment based on the voter’s
address. An accurate voter registration list helps ensure that only legally eligible voters
cast ballots in an election, and that voters cast ballots in the correct federal, state, and
local races.

In maintaining registration lists, there is an inherent tension between ensuring that the
list is accurate and ensuring that it does not disenfranchise any eligible voters. Giving
priority to keeping the registration list accurate—and particularly keeping ineligible
voters off the list—increases the risk that eligible voters will be mistakenly removed
or denied their registration. Conversely, giving priority to ensuring no eligible voter is
disenfranchised increases the risk that ineligible voters will be mistakenly added to the
list or allowed to remain on it. Assessing precisely where a state’s list maintenance
process falls along this continuum is not practical, but the tension between disenfran-
chisement and eligibility underscores the challenges of maintaining a completely accu-
rate registration list.

To be eligible to vote in Virginia, individuals must be legal citizens of Virginia and over
the age of 18, but not have been convicted of a felony or found mentally incapacitated
by a court. The information about each eligible voter must be accurate, particularly the
home address, which is used to assign a precinct where voters cast their vote on elec-
tion day.



Achieving the goal of a
simultaneously 100
percent accurate and
100 percent complete
voter registration list is
virtually impossible.

— National Research
Council of the National
Academies
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The voter registration list for each locality is used to generate pollbooks for each precinct
on election day. Whether voters are on the pollbook for their assigned precinct deter-
mines whether they can cast an in-person ballot at their polling location, an absentee or
provisional ballot, or not vote at all. An accurate registration list is also important for
running elections efficiently. General registrars use voter registration lists to determine
the resources needed on election day, and large numbers of ineligible voters on a local-
ity’s list could result in more polling locations, poll workers, voting machines, and other
materials than are actually needed on election day. Virginia’s voter registration list mainte-
nance process only partially meets the evaluation criteria (Table 2-1).

TABLE 2-1

Voter registration list maintenance process only partially meets criteria
Criteria used to evaluate voter registration list maintenance process Assessment
Data sources for information-matching are comprehensive L D)
Procedures for information-matching are robust O
Guidance is adequate to ensure uniformity across localities when making changes O

KEY @ = Fully meets criteria Q) = Partially meets criteria (O = Does not meet criteria

Accuracy of voter registration cannot be fully
quantified

The dynamic nature of the voter registration list makes it extremely difficult to main-
tain a completely accurate list. Inaccuracies are inherent to registration lists and result
from the time lag in the process of collecting data and updating the list to reflect new
registrations, updating changes of address, and removing voters who lose their eligi-
bility. In a highly mobile modern society, it is virtually impossible to maintain a com-
pletely accurate list of 5.5 million voters.

These difficulties with maintaining a completely accurate registration list also apply to
reliably quantifying the accuracy of the list. Independently assessing the accuracy of
the list would be a substantial and complex undertaking. Such an effort to quantify the
accuracy of the list would involve nearly the same activities and level of effort that the
Virginia Department of Elections (ELECT) uses to maintain the list (discussed in the
next section). Furthermore, even if the accuracy of the list could be quantified at a
given point in time, the assessment would almost immediately be out-of-date.

Even attempting to quantify the accuracy of the list in a single locality is complex. The
state’s general registrars were unable to estimate the accuracy of the list for their locality.
As part of its survey of registrars, JLARC staff asked registrars to estimate the number
of ineligible voters on their locality’s registration list and the number of voters mistak-
enly removed or denied their application to register. The majority of registrars could not
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quantify the “error rate” for the list in their locality. Some registrars did provide infor-
mation, but in most cases it was based on anecdotes or examples (such as examples of
voters remaining on the list years after moving out of the state) that could not be ex-
trapolated into an estimate of the percentage of the locality’s list that is accurate.

Available evidence suggests list is mostly accurate

Although the overall accuracy of the state’s voter registration list cannot be fully quanti-
fied, two factors provide important insight into the overall accuracy of the list. First, the
magnitude and types of changes to the list impact its accuracy. A voter registration list
that remains relatively unchanged over time, with few new voters registering and few
existing voters moving or losing their eligibility, is more likely to remain accurate. Second,
a voter registration list is more likely to be accurate if there is a robust list maintenance
process used to regularly update the list to reflect changes in voter eligibility.

Most of voter registration list stays the same from year to year

Much of Virginia’s voter registration list remains stable from year to year. About 4.3
million of the 5.5 million (77 percent) individuals on the list remain eligible to vote in
Virginia and continue to live at the same address year to year (Figure 2-1). Compared
to the total number of registered voters in Virginia, relatively small proportions are
new registrants (7 percent), move out of state (4 percent), or are removed because of
being deceased, convicted of a felony, being a non-citizen, or found mentally incapac-
itated by a court (less than 1 percent each). One of the most frequent reasons for
changes to the list—moving within Virginia—affects where and in which races an individ-
ual can vote, but not whether they are eligible to vote.

FIGURE 2-1
Most of Virginia's voter registration list does not change each year

Felony conviction
20,000 | <1%
Non-citizen
1,700 | <1%

Death

Moved out of state 53,000 | <1%

(inactive/canceled)
240,000

]

Moved within Virginia . "
517,000 Mental incapacitation

500 | <1%

New registrant ——
412,000

5,500,000
Registered
voters

N No change
4,255,800

SOURCE: JLARC analysis of ELECT voter registration and removal data, FY17.
NOTE: Number of voters who moved within Virginia is based on a rough, upper-bound estimate provided by ELECT.
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For this study, JLARC staff
conducted a survey of
general registrars. 106 of
Virginia's 133 registrars
(80 percent) responded.

The survey included
guestions about the
guidance and training
ELECT provides, maintain-
ing the statewide voter
registration list, and the
VERIS IT system.

(See Appendix B for more
information about this
survey.)
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incorrect social security
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convictions that ELECT
does not currently use.
However, according to
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Virginia’'s voter list maintenance process is fairly robust

Even if the state’s voter registration list is relatively accurate at a given point in time,
it will soon be less accurate if not maintained using a robust approach due to con-
tinuous changes in voters’ circumstances. A robust approach to list maintenance uses
multiple information sources (for example, information from DMV on identity and
address, information from the court system about felony convictions). It also uses
these sources frequently enough to keep up with changes in voters’ actual circum-
stances.

ELECT makes extensive and regular use of data sources recommended by experts
and required by statute to identify individuals who should be removed from or added
to the list (Figure 2-2). The department uses the U.S. Postal Service (USPS) National
Change of Address database and the list of license surrenders from the Virginia De-
partment of Motor Vehicle (DMV) to identify voters who move their place of resi-
dence. ELECT also receives data from the U.S. Social Security Administration Master
Death File and Virginia Department of Health vital records, which are used to identify
deceased voters and prevent fraudulent use of their identity for voting, The U.S. At-
torney’s Office and Virginia State Police (VSP) regularly provide data that identifies
state or federal felony convictions for removal from the registration list.

ELECT also partners with other states to maintain accurate information about indi-
viduals moving into, or out of, Virginia. ELECT participates in two multistate data
exchange partnerships—Virginia is one of only nine states nationwide that participates
in both partnerships. Through these partnerships, Virginia exchanges data with 38
other states and Washington, D.C. to identify individuals registered to vote in more
than one state or who have relocated to another state. By participating in both part-
nerships, ELECT meets the statutory requirement to request voter registration data
from each of the five states bordering Virginia (§ 24.2-404 4).

ELECT is a member of the Electronic Registration Information Center (ERIC), a
nonprofit multistate partnership that provides sophisticated data-matching services to
improve the accuracy of voter registration lists. Through ERIC, ELECT accesses voter
registration and motor vehicle data from 23 states and Washington, D.C. ERIC collects
voter registration and motor vehicle data from all member states every two months,
then uses a data-matching process to identify voters who are registered in more than
one state or may have relocated. ELECT also participates in the Interstate Voter Reg-
istration Crosscheck Program (Crosscheck), a program managed by the office of the
Secretary of State of Kansas. Through Crosscheck, ELECT exchanges voter registra-
tion data with 25 other states.

12
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FIGURE 2-2
ELECT regularly obtains data from multiple state and federal sources

CHANGE OF ADDRESS

Registrants in other states
RELONIES and other information (ERIC)

m License surrenders (VA DMV)

Conviction Information
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(VA state Police) m Change of address submissions (USPS)
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) - ’ NVRA Voter cancellations (ELECT)
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INCAPACITATION

NON-CITIZENS

Adjudicated Mentally DATA COLLECTED FROM
Incapacitated
{Virginia Circuit Courts)

A VARIETY OF SOURCES

m List of non-citizens (VA DMV}

ELECT also uses its own data-matching process, or algorithm, to verify that the voter
registration list and other data sources are referring to the same individual. For example,
an individual may be “Robert” in one database and “Bob” in another. Experts recom-
mend developing and using algorithms to help rectify differences across information
sources. Algorithms can be written to produce a percentage likelihood (based on other
information included in the database) that data from multiple databases are referring to
the same person. Even the most sophisticated algorithm has limits, though, and human
interpretation and discretion are recommended by national list maintenance experts to
make a final decision about whether to add or remove an individual from the list.
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Potential exists for disenfranchisement or voter fraud

Even the most robust list maintenance process cannot fully prevent disenfranchise-
ment or voter fraud. Disenfranchisement occurs when individuals who are eligible to
vote are mistakenly denied registration or removed from the registration list. This can
occur when ELECT uses incorrect information to maintain the voter registration list,
or when ELECT uses correct information to make an incorrect conclusion, such as
when the name-matching process leads to the wrong individual being removed from
the list. These mistakes can deprive individuals of their legal right to vote, create frus-
tration, and require administrative effort to correct. There is no reliable way to quantify
how often voter disenfranchisement occurs in Virginia.

Voter fraud, when an individual who is ineligible to vote casts a ballot, could occur in
several ways. Several scenarios are related to inaccurate information in the voter regis-
tration list:

e An individual is not eligible to vote—because of court action—but
casts a vote. For example, an individual has been convicted of a felony or
found mentally incapacitated, but the change in their eligibility status is not
detected through the list maintenance process.

e An individual is not eligible to vote—not a resident of Virginia—but
casts a vote. For example, an individual who had been a legal resident of
Virginia moves to another state, but their change of residence is not detected
through the list maintenance process.

e An individual fraudulently uses the identity of a person who is no
longer a resident of Virginia to cast a vote. Again, if the change of resi-
dence is not detected through the list maintenance process, the individual
could cast a vote.

¢ An individual fraudulently uses the identity of a deceased person to
cast a vote. An eligible voter has died, but the death record is not detected
through the list maintenance process.

e An individual who is not a U.S. citizen fraudulently affirms their citi-
zenship and subsequently casts a vote. A noncitizen falsely claims U.S.
citizenship when registering to vote and subsequently casts a vote.

It is nearly impossible to quantify the likelihood or occurrence of voter fraud in Vir-
ginia. It is likely that some instances of voter fraud occur but are not discovered or do
not result in fraud convictions. There are anecdotes of voter fraud in Virginia, but
JLARC staff were not presented with any verifiable evidence of large-scale voter fraud
of this type. Because the vast majority of elections in Virginia are won by relatively
large margins of victory, for most races there would have to be a substantial number
of instances of single-ballot voter fraud to result in the wrong person being elected to
office. (Appendix C provides more information about the margins of victory in Vir-
ginia elections.)
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ELECT has varying ability to verify citizenship when individuals register to vote. The
more rigorous verification occurs at DMV and through ELECT’s online registration
portal. When individuals obtain driver’s licenses or identification cards from DMV,
ELECT has the ability to verity citizenship of voters through data collected by DMV
on individuals who report a noncitizen status when secking these credentials. DMV
also requires proof of legal presence for U.S. citizens (e.g, birth certificate) and for
legal noncitizens (e.g., permanent resident card). Most individuals establish legal pres-
ence by providing their birth certificate; this information is provided monthly to
ELECT, giving the department the ability to verify citizenship for these individuals.
Similarly, when individuals register to vote on ELECT’s website, they are required to
provide their DMV-issued driver’s license number. ELECT then uses DMV data to
determine whether the individual was previously identified as a noncitizen. ELECT
uses this information to prevent noncitizens from registering to vote or to remove
them from the registration list. Over the past three years, ELECT has removed a total
of 2,783 noncitizens from the voter registration list. There are likely more noncitizens
on the registration list, but quantifying the total number of noncitizens on the list is
complicated by the broader challenge all government agencies nationwide face in try-
ing to verify citizenship.

Individuals can also register to vote by completing a paper registration form at numer-
ous local, state, and federal government offices. ELECT is less able to verify the citi-
zenship of individuals registering to vote in this way. For these registrations, ELECT
relies heavily on individuals to affirm their citizenship, with a warning that falsely
claiming to be a citizen constitutes felony voter fraud. ELECT also determines
whether individuals were previously identified as noncitizens before forwarding their
names to the appropriate registrars for final determination of their registration eligi-
bility. To ensure noncitizens are not on the voter registration list, statute requires
ELECT to apply for access to the federal Systematic Alien Verification for Entitle-
ments (SAVE) program database and the State Board of Elections to promulgate reg-
ulations for the department’s use of SAVE data (§ 24.2-404 E).

In recent years ELECT has not used SAVE data to verify citizenship status, and this
decision appears reasonable. According to ELECT staff, SAVE data is of limited value
because it includes only individuals living in the U.S. with a legal immigration status; it
does not include undocumented immigrants. Checking the SAVE database requires an
alien identification number or other information related to their legal noncitizen status
that, by itself, would disqualify an individual from registering to vote. In addition, due
to inherent lags in the process of updating the citizenship status of documented im-
migrants, there is a risk that the SAVE database contains the names of individuals who
have since become U.S. citizens. According to ELECT staff and national list mainte-
nance experts, the inaccuracies in the SAVE database could result in the inadvertent
disenfranchisement of U.S. citizens. Since 2015, ELECT has formally notified the
House and Senate Privileges and Elections Committees of its decision not to use
SAVE data and the reasons for this decision.
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List maintenance process could be even more
rigorous and comprehensive

Given the inherent difficulty of maintaining an accurate voter registration list, there is
an ongoing need to reassess and improve the process used to correct inaccuracies in
the list. Although Virginia has a relatively robust list maintenance process, there are
opportunities to make greater and more rigorous use of data.

ELECT does not use available data as frequently as possible or match
data with sufficient rigor

While ELECT makes extensive use of data to maintain an accurate voter registration
list, it is not using available data as frequently as it could. Once a year in June, ELECT
accesses the USPS National Change of Address data to identify voters who have
moved. During the year between accessing the USPS data, individuals may move, and
their change of address may require assigning them to a different precinct or locality
or moving them to inactive status if they have moved out of the state. If an individual
moved in July, for example, he or she may be registered to an incorrect precinct for an
election occurring that November. The record may be updated when the individual
notifies the DMV or general registrar of the change of address, but not all individuals
provide this notification. Other states access USPS National Change of Address data
more frequently than Virginia. ELECT staff are aware of this and acknowledged that
accessing the USPS data more frequently would allow more timely identification of
voters who have moved within or out of Virginia. ELECT also indicated doing so will
require careful assessment of when to update the list given the various local, state, and
federal elections schedules.

RECOMMENDATION 1

The Virginia Department of Elections should improve its process for updating the
state’s voter registration list by using the USPS National Change of Address data at
least twice a year.

Although ELECT uses an algorithm to match the data it obtains on potentially ineli-
gible voters, the algorithm is not sufficiently rigorous to minimize the risk of mistak-
enly identifying ineligible voters. The algorithm compares multiple identifiers (for ex-
ample, social security number, full name, date of birth, and residential address) to
produce a percentage likelihood that individuals in multiple databases are the same.
However, ELECT staff are unaware of how the algorithm was developed. ELECT
staff have tried to improve the algorithm over time, but have used “trial and error”
rather than outside expertise as recommended by the research literature on list mainte-
nance. The algorithm also sometimes causes confusion among some general registrars
when trying to use it to make a decision about the registration list. It is likely the algo-
rithm could be improved and cause less confusion if it were reviewed by data-matching
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experts. To do so, ELECT should work with consultants or researchers with expertise
in name-matching techniques to assess and improve its algorithm.

RECOMMENDATION 2
The Virginia Department of Elections should work with experts to assess and improve
the name-matching algorithm used as part of its list maintenance program.

Some data from DMV may be incomplete or inaccurate

Though it streamlines the process of registering or updating an existing registration
for citizens, the coordination between ELECT and DMV sometimes results in inac-
curate information being sent to registrars. In July 2016, the two agencies began using
an automated process to manage new and updated voter registrations submitted
through DMV. Voters can register or update their address electronically, and the new
address is transmitted electronically to ELECT and then registrars, who must approve
the change in the Virginia Election and Registration Information System (VERIS).
The new automated process improved the accuracy of the voter registration list be-
cause ELECT staff and registrars no longer need to decipher poor handwriting, which
previously resulted in registration errors. The new process is also more efficient be-
cause ELECT and DMV no longer need staff to sort and mail paper registrations
forms each day; DMV staff estimated saving about $300,000 in FY16 due to reduced
staffing and postage costs.

However, the electronic voter registration process through DMV has created the po-
tential for new inaccuracies and resulted in new inefficiencies for registrars.

e The change-of-address process is sometimes complicated by erroneous or
incomplete addresses provided by DMV customers and sent to registrars,
especially for post office boxes, out-of-state addresses, and vague or incom-
plete addresses in Virginia. Registrars then must work to verify that each in-
dividual has a valid Virginia address before approving their registration.

e Voters sometimes inadvertently indicate that they are not citizens when up-
dating their registration electronically through the DMV. This occurs even
though voters are required to confirm their noncitizen status before com-
pleting the transaction. This appears to occur most commonly in parts of
Northern Virginia. Registrars then must send these voters a notice that their
registration will be canceled.

e Registrars regularly receive address updates for voters who have not changed
their address and new registrations for voters who are already registered. Reg-
istrars then must spend time processing these transactions.

The electronic registration process through DMV has also created new inaccuracies
and inefficiencies when individuals move to a different locality and update their voter
registration address. Under the process designed by ELECT, these individuals are not
asked if they have been convicted of a felony, adjudicated mentally incapacitated, or
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are a citizen. Because the Code of Virginia requires registrars to maintain a complete
registration record for every voter registered in their locality (§ 24.2-114), registrars
must request the original registration form from the voter’s previous locality. Many
registrars expressed concerns about the time and costs of requesting these records, or
providing them to other localities. Registrars also cited several instances when individ-
uals with felony convictions were able to update their voter registration address.

There are differing interpretations of whether the Code of Virginia requires voters to
be asked if they have been convicted of a felony, adjudicated mentally incapacitated,
or are a citizen when updating their voter registration electronically. Multiple statutory
provisions relate to this process. ELECT released a technical bulletin to registrars in
June 2018 in an attempt to clarify the confusion among registrars about how to process
these registration updates, but the bulletin did not address the multiple statutory pro-
visions regarding the process for registration updates.

Given the potential inaccuracies and inefficiencies resulting from the electronic voter
registration process through DMV, the state should review this process and identify
any ways to improve its accuracy and efficiency. In July 2018, ELECT and DMV pro-
vided registrars a live demonstration of the electronic registration process at DMV
and an opportunity to ask questions and suggest changes to the process. ELECT
should continue this effort by convening a workgroup consisting of selected staff
from DMV, general registrars’ offices, and the Office of the Attorney General. The
workgroup should determine what changes, if any, should be made to the electronic
registration process through DMV to ensure that it provides accurate voter registration
information and that registrars can efficiently process these transactions. The
workgroup should specifically examine whether clarifications are needed to the Code
of Virginia regarding questions about felony convictions, mental incapacitations, and
citizenship. Findings from the workgroup, including any suggested changes to the
DMV registration process, should be submitted to the House and Senate Privileges
and Elections committees.

RECOMMENDATION 3

The Virginia Department of Flections should convene a workgroup to review the
electronic voter registration process through the Virginia Department of Motor Vehi-
cles. The workgroup should identify changes that would improve the accuracy of voter
registration information and the efficiency of the process. The workgroup should sub-
mit a report and recommendations to the House and Senate Privileges and Elections
Committees by July 1, 2019.

Less than one ELECT staff position is allocated to list maintenance

Historically, various staff in the ELECT IT department have been assigned responsi-
bility to maintain the voter registration list part-time. This responsibility has been in
addition to managing VERIS and its interactions with general registrars, and perform-
ing other IT functions such as maintaining VERIS security. ELECT’s current staffing
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does not sufficiently prioritize the voter registration list; effective list management
would likely require a full-time staff position with support from current I'T staff. The
department’s former chief information officer said IT staff did not have sufficient
time to focus on managing the list maintenance process or improving its accuracy by,
for example, identifying additional sources of data. Going forward, ELECT should
ensure it has at least one full-time position responsible solely for maintaining the ac-
curacy of the voter registration list.

RECOMMENDATION 4
The Virginia Department of Elections should allocate at least one full-time staff po-
sition to maintaining the voter registration list.

ELECT does not formally review data and list maintenance process to
identify opportunities for improvement

In part because there has not been a staff person exclusively tasked with list mainte-
nance, ELECT has yet to implement any formal, ongoing effort to review and improve
its list maintenance process. Some type of periodic review or continuous improvement
program is recommended by national list maintenance experts. A key responsibility of
the staff position tasked with maintaining the voter registration list should be to con-
tinuously review the quality of the data on the list and the list maintenance process to
identify improvement opportunities.

A formalized review focused on continuous improvement would provide useful in-
sights into how effectively the list maintenance process is

e preventing ineligible voters from registering,
e removing ineligible voters from the registration list in a timely manner,
e approving the registration applications of eligible voters, and

e cnsuring that eligible voters are not mistakenly removed from the registration
list.

Reviews could assess how long voters remain on the registration list after dying, or
vote

how long felons remain on the list after their conviction and how many—if any
before their rights are restored. Reviews could also focus on localities with registration
lists more likely to have data quality problems due to a more mobile population and
consequently a high volume of voters being added to or removed from the registration
list.

ELECT should begin conducting more formalized reviews of voter registration list
data and the list maintenance process. A first step in conducting these types of reviews
would be to “clean” the data so that it can be further analyzed. This would identify
any gaps in the data (e.g, voter records with incomplete information) or issues with
how the data is maintained that would complicate further analysis. An example of an
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issue that complicates analysis is that, according to ELECT staff and general registrars,
some voters have multiple unique identification numbers in the VERIS database.

After the data has been cleaned, ELECT should conduct the reviews. The initial re-
views could be done using a relatively small random sample of the voter registration
list and focused on a particular issue, such as whether deceased voters are being re-
moved in a timely manner. When these initial reviews identify potential data problems,
the reviews could be expanded to a larger portion of the registration list. The results
of these reviews should be used to improve the quality of the data on the list and
refine the list maintenance process as needed.

RECOMMENDATION 5
The Virginia Department of Elections should conduct formal, periodic reviews to
identify opportunities to improve the list maintenance process.

Ensuring uniformity is difficult without sufficient
state guidance or centralization

Even with the best data sources and name-matching procedures, there is still a need
for human judgment to ultimately decide whether to ad or remove an individual from
the voter registration list. Though the state manages much of the list maintenance
process, each of the state’s 133 general registrars (or their staffs) makes the final deci-
sion about the eligibility of individuals to vote in Virginia. In interviews, national ex-
perts indicated that a primary role for states is to standardize the decision-making pro-
cess and provide clear guidance to help localities decide whether to add or remove
names. (See Appendix B for information about JLARC interviews with national elec-
tions experts.) Because this judgment is being applied by many people in Virginia, there
must also be adequate guidance about how to apply this judgment so that decisions
about adding or removing voters from the list maintenance are made uniformly across
the state.

ELECT's guidance to registrars about adding or removing voters is not
adequate to ensure uniformity across localities

ELECT provides only minimal guidance to general registrars about how to review and
verify that voters should be removed from the registration list or denied their applica-
tion to register. The elections handbook provided by ELECT does not include a spe-
cific section detailing precisely how registrars should conduct reviews. (See Chapter 4
for more information about the handbook.) ELECT also does not provide registrars
any training on how to determine whether to add or remove voters to the list. Regis-
trars report not being aware of any guidance from ELECT on what to consider when
conducting these reviews. More than three-fourths of registrars responding to the
JLARC survey reported having some or a lot of discretion in deciding whether a voter
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should be removed from the registration list. Several registrars reported that this pro-
cess differs for registrars across the state. Others reported using “gut judgment” or
“basic common sense” to make these decisions.

This lack of guidance or training likely results in a lack of uniformity across localities
in how registrars decide whether to add or remove an individual from the list. One
example of the consequences of inadequate guidance is that voters in similar circum-
stances are treated differently. For example, according to general registrars, two regis-
tered voters in different localities who were incorrectly removed from the registration
list for being deceased when they in fact were still alive faced very different processes
to be reinstated:

e In locality A, the voter was asked to show proof of identity to the registrar
and the registrar reinstated the voter’s registration status at that time;

e In locality B, the voter was told to contact the federal agency that provided
the state the data that mistakenly indicated the voter was deceased. The voter
was told their registration could not be reinstated at that time. Instead, the
registrar would wait until the voter rectified the mistake in the federal data
and was advised of the correction during the next data update.

More and better guidance would likely improve the statewide uniformity of decisions
about adding or removing a voter. About one-third of registrars responding to the
JLARC survey cited a need for additional or better guidance in processing new or
updated registrations or removing ineligible voters from the registration list.

RECOMMENDATION 6

The Virginia Department of Elections should develop written guidance and a training
module for general registrars on how to verify whether a voter should be removed or
added to the voter registration list and the processes to be used to correct inaccuracies
on the list.

State could consider centralizing list maintenance process

Modern technology presents the state with an opportunity to centralize list mainte-
nance decisions, and thereby substantially increase the uniformity in list maintenance
statewide. One option for improving the uniformity of list maintenance decisions is
to centralize this function within ELECT. Decades ago, voters registered to vote al-
most entirely through their local registrar’s office using paper applications. Registrars
also had a more intimate knowledge of the residents and voters within their localities.
Today, the vast majority of voter registrations and updates occur electronically through
DMV or on ELECT’s website. Registrars today are also less intimately familiar with
the larger and significantly more mobile populations found in most parts of Virginia.
Given these changes, there may be diminished value in having local registrars make the
final determination about individual eligibility to vote.
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With 133 registrars responsible for deciding when to add or remove voters from the
registration list, achieving uniformity is difficult. The additional guidance and training
envisioned in Recommendation 6 will likely make the process of adding and removing
voters more uniform statewide. However, registrars will still inevitably apply this guid-
ance in differing ways—or ignore the guidance altogether. For example, many regis-
trars do not follow guidance from ELECT on the use of obituaries to remove deceased
voters from the registration list. The elections handbook developed by ELECT states
that obituaries should not be used because they can lead to mistaken removals from
the registration list, especially in large communities; obituaries do not include key in-
formation needed to verify the identity of a voter, such as their social security number
and current address. However, more than two-thirds of registrars responding to the
JLARC survey reported using obituaries in the past 12 months to verify whether or
not to remove a voter from the registration list. The most effective way to ensure
uniformity would be to assign these responsibilities to a single unit within ELECT.

OPTION 1
The General Assembly could amend the Code of Virginia to assign the Department
of Elections exclusive authority to add and remove voters from the state’s voter regis-
tration list.

Some voters have been assigned to the wrong
legislative districts

According to recent analysis by ELECT, the vast majority of voters are assigned to
the correct legislative district. However, ELECT did find that less than one percent of
voters may have been assigned to the incorrect district as of 2018. ELECT staff iden-
tified 9,140 voters at 7,565 addresses (out of approximately 5.5 million registered vot-
ers) who appear to have been assigned to the wrong congressional or state legislative
districts. ELECT has recently been providing general registrars with the names and
addresses of voters who appear to be assigned to the incorrect districts. Registrars are
being asked to verify and correct any errors. The actual number of voters confirmed
by registrars as having been assigned to the wrong legislative districts, and the number
of incorrect assignments that have been corrected, are unknown.

Under statute, general registrars are required to assign voters to the correct local, state,
and federal election districts and precincts, in accordance with their residential ad-
dresses. Registrars are required to reassign voters whenever election districts or pre-
cincts change (§ 24.2-114 13), which can happen during redistricting or as new resi-
dential development occurs. Registrars also must assign voters to election districts and
precincts when they register for the first time or change addresses.
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ELECT does little to ensure local officials assign voters to the correct
districts and precincts

Although assigning voters to the correct districts and precincts is the responsibility of
general registrars, ELECT has a broader supervisory role in statute to ensure the le-
gality and purity of elections (§ 24.2-103). However, ELECT does not conduct ongo-
ing reviews of the accuracy of voter assignhments. (See Chapter 4 for more information
on ELECT’s supervision of local election administration.) According to ELECT staff,
the department was aware of voters being assigned to the wrong legislative districts
more than two years before assignment problems manifested in the November 2017
elections. ELECT undertook a statewide review of voter assignments only after the
issue received substantial media coverage following the election.

ELECT learned in March 2015 that some voters were assigned to the wrong state House
districts in the Stafford and Fredericksburg area. ELECT staff assisted local elections
officials with correcting the errors, but did not verify that the errors were corrected.
Voters in the area were still incorrectly assigned for the November 2017 election.

Both the current and previous ELECT commissioners have interpreted statute as not
giving ELECT the authority or responsibility to ensure that registrars are assigning
voters to the correct districts and precincts. Given the importance of assigning voters
to the correct districts, and the potential statewide implications if voters are not as-
signed correctly and subsequently vote in the wrong races, the state should have an
ongoing role in ensuring that voters are correctly assigned. The General Assembly may
wish to expressly require in statute that ELECT regularly assess the accuracy of district
assignments. Assessments could be done once every two or three years, but should be
more frequent than once every 10 years. The results of these assessments should be
shared with registrars, and ELECT should ensure that registrars correctly assign voters
to districts.

RECOMMENDATION 7

The General Assembly may wish to consider amending § 24.2-404 of the Code of
Virginia to require the Virginia Department of Elections (ELECT) to conduct peri-
odic assessments to ensure that voters are assigned to the correct state legislative and
congressional districts based on their residential addresses. ELECT should share the
results of its assessment with registrars and ensure that these voters are correctly as-
signed.

Sources used for district assignment contain discrepancies

The vast majority of voters potentially assigned to the wrong legislative districts are
clustered along localities’ boundaries. This results from discrepancies between state
and local definitions of locality boundaries. The locality boundaries that form the basis
for the statutory boundaries defining state legislative and congressional districts do not
always match the locality boundaries as defined by localities themselves.
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The discrepancies between state and local definitions of locality boundaries stem from
two factors. First, some localities have informal agreements about the location of a
mutual boundary that deviate from locality boundaries as defined by the state. In many
cases, these agreements are documented, but in some cases the agreements are not
formalized in writing or through local ordinance. These local boundary agreements
make it difficult for ELECT on its own to resolve precinct assignments problems. At
minimum, though, ELECT should be aware of all local boundary agreements and
incorporate them into its assessment of whether voters have been assigned to the cor-
rect legislative district.

RECOMMENDATION 8

The General Assembly may wish to consider amending the Code of Virginia to require
that localities report to the Virginia Department of FElections (ELECT) all local
boundary agreements. ELECT should consider these agreements when conducting
periodic assessments of voter assignments.

The second factor contributing to discrepancies between state and local definitions of
locality boundaries is that the state and localities do not always use the same maps.
One map is used by the Virginia Division of Legislative Services under the auspices
of its responsibility to provide staff support to the redistricting process. This map is
based on U.S. Census Bureau GIS data, which forms the basis for Virginia’s state leg-
islative and congressional districts as defined in statute.

In some cases, localities map their jurisdictional boundaries using GIS data that is not
from the U.S. Census Bureau. State and locality maps are generally the same, but there
are slight differences. If a general registrar (or ELECT) has been using the census map
at one point, and another mapping source at other times—or has never used census
maps—these slight differences can result in a small number of residential addresses
falling within different boundaries, depending on which map is used (Figure 2-3).
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FIGURE 2-3
Some locality maps result in different boundaries than state map
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SOURCE: General registrar, 2018.

These slight differences between the state and locality maps result in—at minimum—
confusion and additional administrative effort for general registrars. These differences
also at times require registrars to use judgment and discretion to decide which legisla-
tive district to assign voters at residences that fall in different boundaries on state and
locality maps.

RECOMMENDATION 9

The Virginia Department of Elections, in consultation with the Virginia Division of
Legislative Services, should provide written guidance for general registrars on how to
assign legislative districts for those voters whose residential addresses fall into different
districts depending on the map used.

GIS technology is insufficient or unavailable to some registrars

Not all localities use GIS software to draw precinct boundaries and assign voters to
legislative districts. Some registrars still assign voters though manual processes, such as
using paper maps and physically driving around the locality. VERIS lacks an adequate
mapping capability that would allow registrars to electronically draw precinct bounda-
ries and assign voters to legislative districts and precincts. As a result, there is a lack of
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uniformity and consistency across the state in how localities draw precinct boundaries
and assign voters to precincts, according to ELECT staff. Some registrars work with
their local I'T department to use GIS software for mapping, but some registrars do not
have access to mapping software through their localities. The manual, paper-based
process for drawing district lines is inefficient, prone to error, and has resulted in er-
roneous legislative district assignments.

The state through its provision of the VERIS system should make available technol-
ogy to minimize the likelihood that voters are assigned to the incorrect legislative dis-
trict and precinct. According to ELECT staff, the department is planning to use addi-
tional funding from the General Assembly to integrate GIS software into VERIS. (See
Chapter 3 for more information about VERIS and ELECT’ effort to improve its
functionality.)

Until GIS is incorporated in VERIS or its replacement, GIS should be made available
to registrars through the Virginia Geographic Information Network (VGIN) within
the Virginia Information Technologies Agency. ELECT and VGIN could work to-
gether to identify general registrars with insufficient access to GIS software and de-
velop a plan to ensure they have access. The General Assembly may wish to direct
them to develop and implement such a plan.

RECOMMENDATION 10

The General Assembly may wish to considering including language in the Appropria-
tion Act to direct the Virginia Department of Elections to work with the Virginia
Geographic Information Network to ensure that all general registrars use Geographic
Information System technology to assign voters to districts and precincts.

26



3 Virginia Election and Registration
Information System

SUMMARY The Virginia Election and Registration Information System (VERIS) is not suffi-
ciently functional or reliable. The system does not provide all of the functionality registrars
need to administer elections effectively. VERIS has longstanding reliability problems that con-
tinue to slow its processing speed during periods of peak usage. To improve the performance
of VERIS, the Department of Elections (ELECT) requested and is now receiving from the Gen-
eral Assembly $1 million annually from FY18 through FY22. However, few of the major im-
provements have been implemented yet. More broadly, the decision to rebuild rather than
replace VERIS did not adequately consider several key factors. The state should reexamine
ELECT's decision to rebuild rather than replace VERIS by conducting a comprehensive assess-
ment of the feasibility, costs, and benefits of replacing the system.

The Virginia Election and Registration Information System (VERIS) is the state’s cen-
tralized elections IT system that ELECT manages and makes available to general reg-
istrars. VERIS is used to maintain the state’s list of registered voters and carry out
several other functions that play a critical role in administering elections. However,
VERIS does not perform perhaps the most important electoral function—recording
and tabulating ballots. This function is the responsibility of general registrars, who
purchase and maintain the voting equipment (which are now “optical scan” machines
that tabulate paper ballots cast by voters).

To be an effective elections IT system, VERIS should meet at least three key criteria.
It should provide all the functions needed to prepare for and administer an election.
The system should be reliable and sufficiently responsive. The system should be de-

veloped and managed effectively over time. VERIS only partially meets these criteria
(Table 3-1).

TABLE 3-1

VERIS only partially meets criteria for system effectiveness

Criteria used to evaluate VERIS's effectiveness Assessment
System provides needed functionality for registrar activities O
System is sufficiently reliable and responsive O
System has been developed and managed effectively over time O

KEY @ = Fully meets criteria @ = Partially meets criteria (O = Does not meet criteria
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VERIS is not sufficiently functional or reliable

Registrars are only moderately satisfied with VERIS as the state’s I'T system for ad-
ministering elections. Only 19 percent of registrars responding to the JLARC survey
reported being satisfied with the application overall. The remainder of registrars re-
ported being somewhat satisfied or dissatisfied (55 percent, 24 percent, respectively).

The dissatisfaction with VERIS stems from a long history of system challenges. The
application was adopted from another state more than a decade ago and has since been
modified to attempt to meet the needs of the state’s registrars. The system continues
to lack certain functionality and be unreliable.

VERIS provides most, but not all, needed functionality

VERIS provides most, but not all, of the functionality that general registrars need to
administer elections in Virginia. The system provides a broad range of functions, in-
cluding those related to voter registration, geographic alignment of streets with pre-
cincts and districts, and recording and transmitting election results on election night
(Table 3-2). These functions allow registrars to perform many of the key activities
needed to administer elections.

TABLE 3-2
VERIS supports a broad range of election functions

Function Description

Adding, updating, and canceling voter registrations
Voter registration Verifying eligibility to vote by matching data
Generating a list of voters for use on election day

Candidate qualifications

" Recording and managing names of offices and information on candidates
and petitions

Adding and updating geographic information for assigning residential
Street segment, precinct, ~addresses to legislative districts and precincts
and district management  Managing the boundaries for (1) local, state, and federal districts and
(2) precincts and their associated polling places

Approving, denying, and managing absentee voting applications and

Absentee voting absentee ballots

Recording election results for each race on the ballot

Election results Modifying election results to correct any discrepancies found during
certification

SOURCE: Information provided by ELECT.

However, VERIS lacks the functionality to adequately perform some key election ad-
ministration functions. For example, the system contains only a rudimentary mapping
component, making it difficult for registrars in VERIS to create and assign voters to
precincts. Paper documents must be scanned in smaller batches to prevent system out-
ages, which makes scanning relatively time-consuming, Many of the pre-programmed
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reporting functions are redundant and do not fully meet the needs of registrars to
extract information from VERIS. System screens are not intuitive, making it more
likely that registrars will enter information incorrectly. Registrars noted that lack of full
functionality in these areas resulted in wasted staff time and, in some cases, relying on
inaccurate information or making incorrect decisions. Overall, only about 40 percent
of registrars agreed or strongly agreed that VERIS provides them the functionality
they need to prepare for and administer elections (Figure 3-1). Twenty-seven percent
disagreed and another 11 percent strongly disagreed.

FIGURE 3-1
Less than half of registrars agree that VERIS has all needed functionality
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SOURCE: JLARC survey of Virginia general registrars, May 2018.

System still has ongoing reliability problems

VERIS has a pattern of unreliability in recent years that has made it difficult for reg-
istrars to efficiently process voter registration transactions and perform other required
election tasks. For example:

e During the 2014 election, the results reporting function was inoperable due
to a high volume of users.

e Near the October 2016 registration deadline, a surge of online applications
overwhelmed VERIS’s server capacity, causing the system to crash. This led
to a lawsuit that resulted in the state extending its voter registration deadline.

When asked about VERIS’s operation during the last 12 months, the majority of gen-
eral registrars disagreed or strongly disagreed the system was consistently operational
or fast enough to allow them to work efficiently (Figure 3-2). Registrars reported that
VERIS processes certain transactions slowly and is prone to crashing, particularly dur-
ing times of peak usage before and on election day. For example, VERIS’s recently
implemented scanning feature processes slowly and occasionally causes the whole ap-
plication to slow down or crash.
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FIGURE 3-2
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A majority of registrars disagree that VERIS is consistently available or fast enough
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SOURCE: JLARC survey of Virginia general registrars, May 2018.

Virginia has recently im-
proved voting equip-
ment security. Virginia
no longer uses “touch
screen” voting machines,
which are not as secure
as paper ballots being
fed into an optical scan
system machine, which
are now required to be
used in all localities. Vir-
ginia is also implement-
ing a post-election audit
protocol to periodically
test result accuracy.

VERIS appeared to fare better during the 2017 elections, and several general registrars
reported that the system’s processing speed and reliability improved somewhat during
the first half of 2018. Additional funds have been made available for further improve-
ments. ELECT received $1 million in FY18 to begin improving VERIS, including to
make it more reliable during periods of peak demand. ELECT is using these funds to
purchase additional servers to increase its capacity. ELECT is also relying on cloud
technology to improve VERIS’s scanning capabilities.

It is not clear whether VERIS will be sufficiently reliable even with the new server
capacity. The new servers will have an upgraded operating system, more memory, and
faster processors. ELECT plans to have the servers integrated and ready for use prior
to the November 2018 elections. However, it is not clear that this additional server
capacity will meet the much higher demand for system resources in the time preceding
and during the 2020 presidential election.

Election information system security is also an ongoing, and increasingly high-stakes,
priority. Along with many other states, Virginia is seeking to ensure that its system can
withstand malicious attacks. ELECT received $218,000 in FY18 to implement two-
factor authentication, which requires users to enter a user name and password and use
a hardware device to access the system. As part of the JLARC review of the Depart-
ment of Elections, staff retained a consultant to review the security of VERIS and
the results of that review have been shared with the Department.

Additional federal funding for election information system security will be available in
the near term. Under federal legislation enacted in March 2018, Virginia will receive
$9.1 million in HAVA grant funds for improving the security of state and local elec-
tions systems. Including the required five percent state match of $454,000, ELECT
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would receive a total of $9.5 million. Under HAVA, Virginia will have discretion over
how to allocate these funds between VERIS, local voting equipment, and other state
and local elections security initiatives.

Decision to rebuild VERIS, rather than replace it, was
based on incomplete assessment

VERIS was not originally built for use by Virginia and has had challenges since its
inception. VERIS is modeled after another state’s statewide voter registration system
and has been used in Virginia since 2007. According to ELECT and VITA staff,
VERIS was designed pootly which undercuts the efficiency and reliability of the sys-
tem. VERIS’s internal configuration slows processing speeds and makes the system
vulnerable to crashes. The system’s user interface is poor. According to general regis-
trars, the visual layout is pootly arranged, and data input screens are crowded and con-
fusing,

To address VERIS’s challenges, ELECT requested funds to begin rebuilding VERIS.
The request was based on ELECT’s assessment of whether to rebuild or completely
replace the system and the determination that rebuilding was the best strategy. In re-
sponse to ELECT’s request, the General Assembly committed to appropriating $1
million annually from FY18 to FY22 to rebuild VERIS. With these funds, ELECT
staff are working to improve reliability and security, provide additional reporting ca-
pabilities, improve the user interface, and integrate GIS mapping. These funds are in
addition to nearly $49 million appropriated for development and maintenance of
VERIS between FY08 and FY19 (adjusted for inflation). Spending on VERIS in-
creased by 23 percent in FY17, and funding increased five percent for FY18, and 40
percent for FY19.

Assessment of rebuilding or replacing VERIS did not adequately
consider key costs and benefits

ELECT’s determination to rebuild VERIS was based on an assessment that concluded
that rebuilding would cost $5 million and replacing would cost $31 million. However,
the comparison was incomplete for three key reasons:

e ELECT did not collect information from multiple vendors about the cost of
replacing the system. Instead, ELECT made a rough estimate of the cost to
replace VERIS using a single Microsoft product that was still in development
and would need extensive customization. There is not a large marketplace of
commercial elections information systems, but releasing a request for infor-
mation would have allowed multiple vendors to propose potential solutions
based on current technology.
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e ELECT did not fully account for the potential benefits of replacing VERIS,
especially the improvements in general registrar functionality, reliability, and
security that could be obtained in a newer I'T system. Given the critical nature
of the elections administration function in Virginia, these benefits are ex-

tremely important and should have played a major role in the decision about
whether to rebuild or replace VERIS.

e ELECT did not fully account for the lifecycle costs of the rebuild or replace
options. For example, ELECT’s estimate of replacing VERIS did not ac-
count for the savings that could occur by employing fewer I'T staff to manage
and maintain the system. This is a significant omission, given that ELECT
has 23 highly compensated IT staff and contractors working to rebuild the
system at an annual staffing cost of approximately $4 million.

The assessment of rebuilding or replacing VERIS was conducted by a CIO who re-
cently resigned, and the request for funding was submitted to the General Assembly
under the previous commissioner. Consequently, none of the ELECT leadership who
concluded that rebuilding VERIS was the correct path are still at the agency.

As of early August, much of the work to rebuild the VERIS system was still in the
planning phase; consequently, there had yet to be substantial, noticeable improvements
in the system. A new CIO was hired in August 2018 to replace the prior CIO who
departed in May 2018.

The upcoming November 2018 elections necessitate an actionable near-term plan to
make VERIS as functional and operational as possible. ELECT should submit a de-
tailed status report to VITA and the General Assembly regarding the improvements
made to date using the VERIS funding allocated for FY18 and FY19. The status report
should also detail all planned improvements. Depending on whether there has been
sufficient progress with planned system improvements, the General Assembly may
wish to consider withholding all or some of the VERIS funding planned for FY20 and
beyond.

RECOMMENDATION 11

The Virginia Department of Elections should develop a detailed, written status report
regarding improvements to the Virginia Election and Registration Information System
through September 2018. The report should be submitted to the Virginia Information
Technologies Agency, the House Appropriations and Privileges and Elections Com-
mittees, and the Senate Finance and Privileges and Elections Committees by Novem-
ber 1, 2018.

RECOMMENDATION 12

The General Assembly may wish to consider including language in the Appropriation
Act to withhold additional funds allocated for FY20 to rebuild the Virginia Election
and Registration Information System pending satisfactory progress implementing im-
provements for which additional funding was provided in FY18 and FY19.
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Virginia should reexamine the decision to rebuild VERIS

Given the incomplete assessment of whether to replace or rebuild VERIS and the
critical functions the system provides, a fundamental reexamination is warranted. The
complexity and challenges of replacing such a key IT system would be significant.
However, modern information technology has many advantages over older technolo-
gies and over the long term, having a more functional, operational, and secure system
could be worth the cost and difficulty of transition.

Virginia’s voter registration system challenges are not unique. Other states, too, have
been seeking to improve their systems. States such as Texas, South Carolina, Wiscon-
sin, and Michigan have recently sought to rebuild or replace their elections systems.
The goals of these efforts were generally to improve system functionality and stability
using advanced technology, and to ensure the voting systems can withstand the ever-
changing threats to election systems security. (Appendix D provides more information
about efforts in selected states to rebuild or replace their state elections IT systems.)

VITA is vested in statute with authority to “provide oversight for executive branch
agency efforts to modernize... information technology” (§ 2.2-2007). Consistent with
this role, ELECT should work in consultation with VITA to reexamine the 2017 de-
cision to rebuild, rather than replace, VERIS. The reexamination should more com-
prehensively assess the feasibility, cost, and benefits of continuing to rebuild VERIS
compared to replacing it. The assessment should include a review of other states’ re-
cent experiences rebuilding or replacing their elections information systems and a
comprehensive assessment of the current I'T market. ELECT should retain external
experts to advise them in making the decision.

RECOMMENDATION 13

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT), in consultation with the
Virginia Information Technologies Agency, to comprehensively assess whether to re-
place or rebuild the Virginia Election and Registration Information System by exam-
ining the feasibility, costs, and benefits of each option. ELECT should consult external
experts with recent experience helping other states rebuild or replace their elections
information systems.
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State Supervision of Local Election
Administration

SUMMARY To be effective, state supervision of local election administration should consist
of meaningful oversight, and guidance and training for local elections officials to ensure that
elections are conducted with integrity and uniformity. The Department of Elections (ELECT)
conducts some oversight activities to provide confidence that elections are effectively ad-
ministered, but does not monitor several key election functions. ELECT should transition to a
risk-based oversight model that focuses on functions that, if performed poorly, pose the
greatest risk to uniform and legal elections in Virginia. ELECT generally provides useful guid-
ance, but some guidance in recent years has not been timely, correct, or sufficient to address
questions from registrars about Virginia's election law. Similarly, ELECT's training is generally
helpful, but training sessions have not always included correct, sufficiently detailed, and rel-
evant information for local elections officials. ELECT has taken several positive steps to ad-
dress these deficiencies, and could further improve its guidance and training by developing

procedures for how they should be developed and maintained.

The Code of Virginia requires the State Board, through the Department of Elections
(ELECT), to “supervise and coordinate the work of the county and city electoral
boards and of the registrars to obtain uniformity in their practices and proceedings
and legality and purity in all elections” (§ 24.2-103 A). The state’s supervisory role con-
sists of three key activities: oversight, guidance, and training, Effective supervision is
essential to instill full confidence in electoral processes and election results.

ELECT’s supervision of local election administration only partially meets the criteria
used to evaluate its effectiveness (Table 4-1). However, the recently appointed com-
missioner is implementing a number of initiatives that will likely lead to improve-
ments. The majority (72 percent) of general registrars responding to the JLARC sur-
vey reported that ELECT’s supervision and support has begun to improve after his
arrival.
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TABLE 4-1

State supervision of local administration only partially meets criteria

Criteria used to evaluate effectiveness of state supervision Assessment
Oversight to ensure election integrity and uniformity (D)
Guidance to ensure election integrity and uniformity L D)
Training to ensure election integrity and uniformity ()

KEY @ = Fully meets criteria @) = Partially meets criteria () = Does not meet criteria

ELECT conducts some oversight, but it is insufficient
to verify integrity and ensure uniformity

Effective supervision requires verifying that localities are individually and collectively
administering elections with integrity and in a uniform manner. The Code of Virginia
does not specifically define supervision to include oversight activities by ELECT that
would help to ensure election integrity and uniformity. It does, however, assign
ELECT responsibility to conduct several oversight activities, such as collecting infor-
mation on certain election functions.

ELECT oversees some local functions for candidates and election day
preparation, but not for registration and election day operations

ELECT conducts oversight activities for some but not all of the major functions per-
formed by the state’s 133 general registrars (Table 4-2). Among ELECT’s most valua-
ble oversight activities are in preparing for an election: approving the types of voting
equipment that localities can purchase and verifying the accuracy of each locality’s
ballot before it can be used in each election. As required by 2017 legislation, ELECT
is also developing a process for localities to periodically audit the accuracy of voting
equipment.

ELECT collects information required by state law but the information is not used to
conduct meaningful oversight to improve elections administration. For example,
ELECT requires registrars to certify that they have trained their poll workers before
an election, but does not assess whether that training was done effectively. ELECT
also collects summaries of each registrar’s annual performance evaluation, but does
not review the summaries to identify areas where registrars may need additional train-
ing or guidance.
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TABLE 4-2
ELECT does not conduct meaningful oversight activities of most key local
functions

Function Oversight conducted by ELECT?
Maintaining accurate voter registration list X
Voter - . .
. . Assigning voters to districts & precincts X
registration
Generating pollbooks for election day X
. Identifying offices for upcoming election Verification?
Candidates . . b
. Candidate requirements X
for election : - — :
Campaign advertising Adjudication of allegations
Purchasing voting machines & e-pollbooks Approval?
Ballot development and printing Verification?
Precinct alignment with district boundaries X
Precinct assignment and allocation X
Preparln_g Poll location selection & design X
for election -
Poll worker selection X
Poll worker training X
Absentee ballot distribution X
Certifying voting equipment accuracy X
Precinct operations X
Ensuring only eligible voters cast votes X
Election day Distributing provisional ballots as needed X
Voter complaint resolution X
Tallying votes X
Canvass of final election results X
Post-election Conduct recounts / contested elections X
Periodic audit of accuracy of election outcomes Pending?
. . Office management Site visit
Administration - b
Registrar performance X

SOURCE: Code of Virginia, elections handbook, and interviews with local registrars and state elections staff, 2018.
3ELECT is statutorily required to conduct oversight activity. ® ELECT collects some information from registrars.
CELECT collects information as required by the U.S. Department of Justice. 9 Guidance is pending from ELECT to
general registrars about how to conduct post-election audits.

ELECT conducts site visits to general registrars’ offices but these visits provide little
oversight value. ELECT staff inspect each general registrar’s office several times
each year, using a checklist that emphasizes assessment of the physical aspects of
the registrar’s office. For example, the checklist requires reviewing handicap accessi-
bility and the ease of finding and identifying the office itself, as well as whether there
is sufficient office space (Figure 4-1). While evaluating these aspects of a registrar’s
office has some value, there are many local functions that are much more important
to effectively administering elections; moreover, these elements on the checklist are
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FIGURE 4-1
ELECT's site visits do not sufficiently focus on critical local electoral functions
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comments  Office is easy to find located off of the main street.

Office Clearly Identifiable O O X O
comments  Sign is visibility on the front door of the building

Office Space O O
Office space is very small and Electoral Board Membe
Comments

acknowledged they know it is an issue.

Private Area for In-Person Absentee Voting [ | X O O
comments .Have small partitions to separate the voter.

Private area for Meeting with the Voter [X] O O O
comments  Would have to take them in the GR’s office for privacy

Sufficient Storage space for Voting Equip.  [X] O | [l

Comments ~ Storage space is minimum. Working on it with the EBs
Central Absentee Precinct(CAP) [J Yes — Onsite [ Yes - Offsite I No caP

Comments

EQUIPMENT

Voting System VENDOR:

Poll books: (] EPB- state Solution ~ [1EPB -Vendor [ Paper Poll book
COMMENTS:

Locality Scans VR Applications Ovyes [ONo COMMENTS:

Evaluation

ADDITIONAL COMMENTS  Annual Training: GR and Assistant did not attend.
Budget is considered before attended Training

EPB: Had to budget for EPB and will not use what is offered by elect.

EPB Training: Chairman- attended. He thought it was informative

GOALS

Registrar Liaison Date

SOURCE: Department of Elections, 2018. Dark rectangles used to redact personally identifiable information.
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not likely to change from one site visit to the next. It is unclear how this information
is used by ELECT in its supervisory role. ELECT staff have noted that site visits were
intended. to improve the relationship between general registrars and ELECT staff and
provide insight into registrars’ needs.

ELECT conducts no oversight of several local functions that warrant state-level at-
tention. At least one of these oversight gaps—ensuring that voters are assigned to the
correct legislative districts—would be addressed by implementing Recommendations
7, 8, and 9 in Chapter 2. Other local functions, such as operating precincts on election
day, resolving voter complaints, and tallying votes (including in-person, absentee, and
provisional) are important enough to warrant oversight by ELECT. Improper perfor-
mance of these functions could impact the outcome of elections and result in lawsuits.

ELECT’s current oversight activities are not sufficient to identify areas where elections
administration is not uniform statewide or where localities are not adhering to state
and federal elections laws. Because the administration of elections is complex and nu-
anced, there are many ways in which the state’s 133 general registrars and boards of
election could perform elections activities differently from one another or inconsistent
with elections laws. ELECT also cannot proactively identify problems registrars may
be having with certain elections administration functions; as a result, ELECT has dif-
ficulty tailoring its guidance and training to registrars’ needs.

ELECT's oversight approach should be driven by most substantial risks
to integrity and uniformity

Given the state’s strong interest in ensuring all citizens of Virginia have equal access
to voting and that all votes are counted accurately, ELECT should transition to a risk-
based oversight model. Its oversight activities should be primarily focused on prevent-
ing, identifying, and remediating the greatest risks to election integrity and uniformity
(See Appendix E for information on how some other states oversee local elections.)
Selection of these activities can be informed by

e the likelihood that noncompliance with elections laws or guidance could
result in incorrect election outcomes, voter fraud, problems that prevent
people from voting, or lawsuits;

e the complexity of the function being performed; and
e the extent to which localities have had compliance problems in the past.

ELECT could also direct more of its oversight activities toward registrars with less
experience administering elections.

ELECT should improve its oversight of several elections functions performed at the
local level. More rigorous oversight should be conducted to ensure that voters are as-
signed to the correct legislative districts and that registrars are adding and removing vot-
ers from the voter registration list appropriately. (See Recommendations 6-10 in Chapter
2.) These complex functions are not always performed uniformly throughout the state.
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ELECT should also use risk-based criteria to assess whether oversight is needed in
other areas. For example, ELECT should consider conducting more oversight of how
registrars administer absentee and provisional ballots. These are complex functions,
and at least two registrars indicated that they knew some registrars implemented these
functions differently. ELECT should also consider the need to verify that localities
have a sufficient number of polling locations, poll workers, and voting machines, be-
cause an insufficient number of these resources could increase wait times on election
day. In some parts of Virginia, voters have experienced long wait times, most recently
during the 2016 presidential election.

An initiative created by the current commissioner—the Virginia Elections Benchmark
Index Workgroup—can likely contribute to ELECT’ efforts in this area. The
workgroup is planning to develop benchmarks regarding registrar operations and per-
formance. These benchmarks will be used to more objectively measure the perfor-
mance of registrars and the state’s administration of elections overall. The benchmarks
could also be used to identify which registrars could benefit from assistance or im-
provement, and in which key functions of elections administration. Each registrar’s
performance compared to these benchmarks could inform ELECT’s efforts to move
toward risk-based oversight activities. The commissioner has also hired a data analyst
to help ELECT better use the information it collects.

RECOMMENDATION 14

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT) to develop and imple-
ment a plan to provide greater oversight of local elections administration. The plan
should detail strategies ELECT will use to (i) identify and assess major risks to election
integrity and (ii) conduct activities to provide greater confidence that these risks are
being mitigated. ELECT should submit its plan to the House and Senate Privileges
and Elections Committees by July 1, 2019.

ELECT's guidance has been generally useful and is
improving

The Code of Virginia requires ELECT to “issue instructions and provide information
consistent with the election laws to the electoral boards and registrars to promote the
proper administration of election laws” (§ 24.2-103). To meet this requirement,
ELECT develops written guidance materials (sidebar) and provides clarification in re-
sponse to questions, usually by email or phone. Guidance is provided primarily by two
policy analysts and other staff in the Elections Services division, and five registrar
liaisons in the Community Relations and Compliance Support division.

Effective guidance is critical to ensuring that elections are conducted uniformly across
the state and that general registrars understand how to administer elections in compli-
ance with state and federal laws. Each year there are multiple changes to state statute
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that registrars must understand and implement. Administering elections consistent
with state and federal laws can be difficult, especially for registrars with less experience
or those new to the role. Sixty percent of registrars responding to the JLLARC survey
described themselves as less than fully familiar with how to administer elections before
being appointed.

ELECT's guidance is generally useful, but it has not always been
timely, correct, or sufficient to clarify election law

ELECT’s guidance has generally been useful to the state’s registrars. About one-third
of registrars responding to the survey said the guidance they received when contacting
ELECT over the past year was “fully useful” (Figure 4-2). More than half of registrars
reported it was “somewhat useful.” Registrars said that ELECT is helpful when re-
sponding to basic inquiries related to certain IT issues, felony voter eligibility, absentee
ballot procedures, and special election procedures.

About one-third of registrars responding to the survey also described the elections
handbook as fully useful. More than half of the registrars reported that it was some-
what useful. Several registrars said the handbook is a particularly useful resource for
new registrars, and that they refer to certain sections, such as those related to absentee
balloting, frequently. However, registrars and electoral board members also cited parts
of the handbook that needed to be improved. For example, several mentioned that
the handbook was out of date and included inaccurate information. Others indicated
it was difficult to use, too long, confusing in some sections, and that some information
was hard to find.

FIGURE 4-2
Assistance and the elections handbook have been generally useful to registrars

Assistance from ELECT staff?

No opinion 2% ———

Not useful

Not useful

Useful

Somewhat
useful

Somewhat
useful

SOURCE: JLARC survey of general registrars, 2018.
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ELECT's primary written
guidance documents in-
clude an election hand-
book, a 400+ page hand-
book for general
registrars and local board
members, which covers a
broad range of topics; the
VERIS Step by Step docu-
ments, which provide
guidance on how to use
VERIS; and the “What If"
document, which is pri-
marily used by poll work-
ers on election day and
for training.

| use [the handbook]
constantly.... I’'m new so
I found it a great re-
source of how to break
down parts of the job.

- General registrar

Elections handbook provided by ELECT?

Useful



When | have requested
guidance in interpreting
code, | rarely get a
straight-forward, cut
and dried explanation.
Rather, | just get the
code section recited to
me with no clear inter-
pretation.

— General registrar

My local attorney is not
an elections profes-
sional—ELECT should be
capable of making code
interpretations in order
to instruct me on the le-
gal/proper way to pro-
ceed in a given situation.

- General registrar
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However, ELECT has not always provided guidance in a timely manner. For example,
among registrars who rated the guidance as less than fully useful, the most frequently
cited reason was because ELECT staff did not provide a timely response. Registrars
cited instances of not being able to get in touch with ELECT staff on the phone, and
some said that by the time they received a response from ELECT, they had already
received a response elsewhere (such as from another registrar). For example, numerous
registrars sought clarification and guidance for months from ELECT about how to
process voter registration updates completed electronically at DMV. (See Chapter 2
for more information about registration updates submitted electronically at DMV.)

ELECT has not always provided correct guidance. For example, ELECT staff have
provided incorrect guidance to registrars seeking clarification on several topics, includ-
ing when provisional ballots should be handed out or whether certain candidates for
office need to fill out statements of economic interest. ELECT has also given incoz-
rect guidance to staff of political campaigns, resulting in confusion and wasted time
for certain campaigns.

CASE STUDY: Incorrect guidance given to staff of political campaigns

Several candidates in the 2017 Republican gubernatorial primary were told,
incorrectly, that the first candidate to submit their petitions would be listed
first on the ballot. Based on this information, staff for two candidates camped
out on the doorstep of the Department of Elections the weekend before pe-
titions were due so their candidate could be listed first on the ballot. Staff
were later informed that anyone submitting their petitions to ELECT by noon
on Monday would be considered as having filed simultaneously and the bal-
lot order would be determined by lot.

ELECT staff also have not always revised written guidance to reflect changes to stat-
utory requirements. The elections handbook is typically updated annually, but it was
not updated in 2017, and therefore did not reflect statutory changes made during the
2017 General Assembly session. The “What If” guide provided to registrars for the
May 1, 2018 elections included incorrect dates for when voters could vote at their old
polling location after moving out of the precinct.

ELECT has not always provided guidance about how to interpret the Code of Vit-
ginia. Under the previous commissioner, registrars who requested help interpreting the
Code were often told by ELECT staff that they were not permitted to provide legal
advice and were therefore unable to help—even though the requests were not related
to any ongoing litigation. Several registrars said they have often been told by ELECT
to talk to their county or city attorney for clarifications of state elections laws. Regis-
trars also noted that at times ELECT staff provided guidance over the phone, making
it less useful for registrars because there was nothing in writing for future reference.

One of the primary reasons for deficiencies in ELECT’s guidance is that ELECT has
experienced substantial turnover within the Elections Services division over the past
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four years, resulting in a significant loss of institutional knowledge. Staff in key posi-
tions now have relatively limited experience in elections administration in Virginia. Be-
tween FY14 and FY17, nine staff in Elections Services left the agency, including policy
analysts and campaign finance staff responsible for providing guidance to registrars.
These staff had a combined 68 years of experience at ELECT.

Instances of less-than-fully-useful guidance create the risk that registrars will take in-
correct actions or make incorrect decisions, but there is not any definitive evidence
that this has impacted the administration of an election. The most frequently cited
negative effect of problems with guidance was wasted staff time; registrars typically
find answers to their questions through other means (usually by asking other regis-
trars). Few registrars reported taking an incorrect action or making an incorrect deci-
sion from following ELECT’ guidance. Part of the reason for this may be that the
majority of registrars responding to the survey reported they only rely on ELECT or
the elections handbook about once a month, or even less often. Registrars reported
that assistance from general registrars or electoral board members in other localities
was more valuable than assistance provided by ELECT.

ELECT has recently implemented initiatives to improve guidance, but
additional improvement is still needed

In recent months, ELECT’s commissioner has taken several steps to make the guidance
from ELECT more timely and useful for registrars. To improve the timeliness of re-
sponses to registrar questions, ELECT is requiring its staff to acknowledge receipt of a
question or request within 24 hours and notify registrars when they will be out of the
office. The commissioner is also requiring staff to sign and adhere to ELECT’s telecom-
muting policy, and requiring staff to forward their office phones to their personal phones
when telecommuting, The commissioner told JLARC staff that telecommuting policies
had not been consistently enforced in recent years, and that some ELECT staff had
been less responsive to inquiries from registrars while telecommuting,

ELECT is issuing written “technical advisories” to provide additional guidance to reg-
istrars. During the first six months of 2018, ELECT issued 17 technical advisories to
inform registrars about various issues. ELECT staff recently updated and reformatted
the elections handbook to make it more user-friendly. The length of the handbook has
been reduced, and it includes icons directing readers to important sections. ELECT
staff are in the process of updating the “What If” guide for poll workers. ELECT
now provides registrar liaisons with a list of frequently asked questions on upcoming
elections issues so they can be prepared to answer registrars’ questions.

Although these steps have the potential to improve the guidance ELECT provides, to
maintain these improvements, ELECT should further develop and document its pro-
cess for providing guidance. ELECT’s provision of prompt and accurate guidance has
also been hindered in recent years by a lack of procedures for when guidance must be
reviewed and approved by management or the State Board. Review and approval could
reduce the risk that ELECT staff will provide incorrect guidance and help ensure that
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timely guidance is provided regarding new or complex policy questions. ELECTs cur-
rent process for providing guidance does not require ELECT staff to maintain an
internal reference guide. Through such a document, ELECT staff could improve the
consistency of responses to similar questions over time, even if ELECT experiences
high staff turnover as in the recent past.

RECOMMENDATION 15

The Virginia Department of Elections should develop and implement (i) a process for
developing, updating, reviewing, and approving the guidance provided to general reg-
istrars and (if) an internal reference guide and a process for keeping records of the
guidance provided to registrars.

In addition, according to registrars, ELECT staff routinely decline to provide guidance
that ELECT characterizes as “legal advice,” but the basis for this characterization is
unclear and inconsistent. ELECT staff and registrars both need clear guidelines on
which types of questions can be answered by ELECT staff and which types staff
should direct to the Office of the Attorney General.

RECOMMENDATION 16

The Virginia Department of Elections (ELECT) should develop clear guidelines, both
for ELECT staff and for general registrars, on which types of questions should be
answered by ELECT staff and which should be directed to the Office of the Attorney
General.

ELECT’s training has been generally helpful, but
could be more relevant and accessible

The Code of Virginia requires the State Board to “ensure that the members of the
electoral boards and general registrars are propetly trained to carry out their duties”
(§ 24.2-103 B). Statute further directs the board to offer training annually, or more
often, as it deems appropriate. ELECT meets this requirement by providing one an-
nual two-day training conference for registrars and local electoral board members.
General registrars are required by statute to attend the training annually, and local
board members are required to attend training in the first year of their three-year ap-
pointment and each subsequent reappointment. As with guidance, statewide training
is a critical means by which a state can promote compliance with election laws and
support integrity and uniformity in elections administration.

Training has been generally helpful, but not always correct,
sufficiently detailed, or needed by registrars

The majority of general registrars and electoral board members responding to the
JLARC survey found nearly all of the sessions at ELECT’s 2017 training conference
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to be at least somewhat helpful. Registrars found parts of the annual training session
useful, and several said that, even though not all sessions were useful, they generally
learn something at the training, Registrars identified several training sessions that were
particularly useful, including sessions on absentee balloting, campaign finance, and
budget preparation.

However, not all training at the 2017 conference was correct. Nearly half of registrars
said ELECT’s training could be improved by being more consistent with elections
laws. Several registrars noted that one training session on provisional voting included
information that was not consistent with state law. In addition, not all the training was
detailed enough to be useful. Nearly two-thirds of registrars and almost half of elec-
toral board members said ELECT’s training could be improved with more detailed
information. Several registrars indicated that the legislative update session is important
but needs to provide more information on the impact of new laws and how elections
will be affected.

Not all the training was needed because it was not directly relevant to the elections
responsibilities of registrars. Nearly half of registrars and electoral board members
said training could be improved through sessions that are more relevant to their day-
to-day elections responsibilities. Recent training conferences have included topics that
were not specific to Virginia, such as national trends in absentee voting and analyzing
election data, and many registrars indicated that these sessions are not useful because
they are not as relevant to their day-to-day operations. Registrars indicated Virginia-
specific training on topics that directly affect how they administer elections, such as
the use of VERIS and its reports, would be more useful.

Process to develop training has not been sufficiently rigorous and
training has not been sufficiently accessible

Part of the reason the training has not always been correct, sufficiently detailed, or
relevant is that ELECT lacks a structured process to identify training topics and de-
velop materials. In recent years, training topics have been selected with little input from
registrars. ELECT has solicited registrar input through a registrar workgroup, but that
input has not always been used to determine training topics. ELECT staff also have
not always considered other relevant information when selecting training topics, such
as problems in recent elections or common types of guidance that registrars request
from ELECT. Recent trainings have included inaccurate information because the
presentations were not systematically reviewed by ELECT staff beforehand for accu-
racy and clarity. One ELECT staff member reported having to “take over” a training
session because the presenter was providing inaccurate information.

The current commissioner has begun to institute improvements in training. For exam-
ple, the presentations for the 2018 training conference were reviewed by ELECT staff
for accuracy before the conference. ELECT is planning to coordinate its annual train-
ing sessions with the annual training conference conducted by the Voter Registrars
Association of Virginia (VRAV). This has the potential to improve future training
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ELECT holds an annual
training conference. In
2017, the conference
featured 24 separate
training sessions. The
conference included
general sessions that
covered topics relevant
to both registrars and
electoral board mem-
bers, sessions specifically
for board members,
more basic introductory
sessions for newer regis-
trars, and more ad-
vanced or in-depth ses-
sions for more
experienced registrars.

I always come away
with some new know-
ledge of how to do a
task better or more effi-
ciently.

- General registrar

The time for each ses-
sion was ... too short to
give more than an over-
view of each topic.

- General registrar




Just-in-time training is
an approach that gives
individuals the infor-
mation they need right
when they need it. In
elections administration,
for example, registrars
could receive training on
administering provisional
ballots in the weeks be-
fore an election.
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through greater input from registrars. It will also allow ELECT to leverage the efforts
of VRAYV, which often provides training on the same topics covered by ELECT.

ELECT should continue to improve its process of identifying training needs of regis-
trars and developing a formal plan to meet these needs. The coordination with VRAV
will facilitate this process. ELECT staff indicated interest in using a more formal process
for identifying registrars’ training needs and developing a plan to meet those needs.

More broadly, ELECT’s training has been limited to what can be provided in person
during the two-day annual conference. This is in contrast with research that concludes
that training is most beneficial when it is provided as close in time as possible to when
people will use the training—also known as just-in-time training (sidebar). Nearly half
of the registrars responding to the JLLARC survey cited a need for more frequent ses-
sions throughout the year. More than 60 percent of registrars and 45 percent of elec-
toral board members indicated that training would be more accessible if it were pro-
vided online.

Other states make greater use of these types of training methods. For example:

e Maryland provides an annual training conference and some just-in-time
training right before an election for last-minute questions. Training is also
provided outside the annual training conference through a mix of webinars
and on-site training at local boards.

e Tennessee provides an annual training session for certified elections offi-
cials and regional training sessions once a year. The state is also trying to
make more use of training via conference calls.

e Wisconsin provides training videos on its website and offers webinars to lo-
cal elections officials.

ELECT should provide additional voluntary training to registrars and electoral board
members on specific topics as needed throughout the year. This training could be pro-
vided in a variety of formats, including online and regional training sessions. Training
could be provided by ELECT staff who have expertise in specific areas. Where appli-
cable, the training should be provided as close to when it would be used as possible.
ELECT may need to allocate additional staff to developing training materials; cur-
rently, ELECT allocates less than one full-time staff position to training. ELECT may
be able to reallocate existing staffing resources by implementing Recommendation 21
in Chapter 5.

RECOMMENDATION 17

The Virginia Department of Elections should (i) ensure that training topics reflect the
training needs of local elections officials and prior elections issues and problems; (ii)
ensure that training is accurate and sufficiently detailed to be useful to local elections
officials; and (iii) make training available in a variety of formats, including online.
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5 ELECT Management and Organization

SUMMARY Management of the Department of Elections (ELECT) has improved since the
current commissioner was appointed in early 2018. This is in contrast to the problematic
management of the agency under the prior leadership. Under the current commissioner,
most staff are now satisfied with their jobs and with ELECT's organizational culture and man-
agement. While job roles and expectations are clear for current ELECT staff, new staff receive
minimal training. ELECT should create a formal training program for new staff, many of whom
come to ELECT without experience in election administration. ELECT has some, but not all,
policies and procedures for carrying out its business, administrative, and financial manage-
ment functions. The recent improvements in ELECT's management are at risk in the future
due to the likely turnover of agency leadership. ELECT also has more appointed positions
than many other agencies, which increases the risk that ELECT's function would be affected
by political influence. To ensure that ELECT operates in an efficient, effective, and apolitical
manner over the long term, the General Assembly should consider (1) creating a classified
position of director of operations responsible for internal management and (2) eliminating
the appointed positions of Chief Deputy Commissioner and Confidential Policy Advisor. Two
key divisions within ELECT that interact with general registrars have similar, overlapping re-
sponsibilities, which creates confusion among ELECT staff. ELECT should consolidate these
divisions and clarify staff responsibilities.

To be efficient and effective, ELECT should be well managed to ensure a positive
organizational culture in which staff are productive and satisfied with their jobs. Staff
need to clearly understand their job responsibilities and expectations. ELECT needs
to have adequate policies and procedures for its business, administrative, and financial
management functions. It should have an organizational structure with a reasonable
number of appointed positions, given its overall size and apolitical mission of ensuring
the integrity and uniformity of elections. The organizational structure should also have
clearly defined divisions of responsibilities between its major internal units. ELECT
has recently made management improvements but only partially meets the criteria used
to evaluate its management and organization (Table 5-1).
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For this study, JLARC staff
conducted a survey of all
31 classified staff at the
Department of Elections.
28 ELECT staff (94 per-
cent) responded to the
survey.

The survey included
questions about staff's
job satisfaction, how ef-
fectively ELECT fulfills its
mission, and internal
management under the
current and previous
commissioners.

(See Appendix B for more
information about this
survey.)

Chapter 5: ELECT Management and Organization

TABLE 5-1
ELECT partially meets internal management and organization criteria

Criteria used to evaluate ELECT agency management and organization Assessment

Agency is effectively managed to ensure a positive organizational culture o

Agency has clearly defined job roles and expectations for staff

D)
Agenc.y has adequate policigs and procedures for its business, administrative, and o
financial management functions
O
D)

Agency structure has reasonable number of appointed positions for its size and mission

Agency structure has a clearly defined division of responsibilities between internal units

KEY @ = Fully meets criteria @ = Partially meets criteria (O = Does not meet criteria

Management of ELECT was ineffective but has
begun to improve

As of June 2018, the vast majority of ELECT staff believe the agency is generally well
managed. For example, most staff responding to the JLLARC survey believe ELECT
has a culture of efficiency and effectiveness (85 percent) and that current management
puts staff in a position to be productive in their jobs (82 percent). Staff are generally
satisfied with working for ELECT (Figure 5-1).

These results are in stark contrast to concerns expressed by ELECT staff and general
registrars about the previous agency leadership. As indicated in interviews and surveys
of ELECT staff and registrars, there was substantial concern about the management
of the agency under prior leadership. These concerns included inadequate manage-
ment of ELECT staff and a lack of strategic leadership. There appears to be consid-
erable improvement in the management of the agency under the current commis-
sioner (Table 5-2).

FIGURE 5-1
ELECT staff report the agency is well managed under the current commissioner

Culture of efficiency & effectiveness?
Productive in my job?
Work assigned consistent with skill level?

Satisfied with ELECT as employer?

SOURCE: JLARC survey of Department of ELECT employees, June 2018.
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TABLE 5-2
ELECT staff described recent improvements in agency management

ELECT staff comments — current commissioner

“There has been a noticeable change to a more strategic style of management.”

“It is [now] easy to understand what is expected, how to accomplish tasks, and the definition of
success.”

“The current Commissioner has outlined several clear strategic initiatives and priorities.”

“Clear expectations, a strive for excellence throughout our work, and support for making the right call.
That's due to [the current commissioner].”

ELECT staff comments — prior commissioner

“There was neither adequate operational management nor strategic leadership. It seemed like a
rudderless ship that got caught in storm after storm.”

“Management seemed very scatter-shot.”
“Under the previous commissioner ... there was a void of management.”

“Working at ELECT under the previous Commissioner was fraught with difficulty. | have stayed on
because | am passionate about what can be done in state government.”

SOURCE: JLARC survey of ELECT staff, 2018.
States have numerous

board of elections struc-
ELECT’s relationship with the State Board of Elections appears to be improving as tyres. However, there was
well. Interviews with board members and ELECT staff, as well as minutes from prior no evidence that these
different board structures
directly led to more effec-
tive departmental opera-
authority. It appears that the relationship between the board and ELECT staff is im- tjgns.

proving under the current commissioner.

meetings, revealed that the relationship had been contentious over the last few years.
None of these issues, though, seemed to stem from the board’s composition, size, or

Job roles and expectations are generally clear, but
ELECT provides minimal training for new staff

ELECT staff currently receive adequate guidance on how to perform their jobs.
Nearly 90 percent of staff said they have a clear understanding of what is expected of
them, and three-fourths said they have received sufficient guidance from management
to do their job well. About two-thirds of staff said their written job descriptions ac-
curately reflect the work activities they are asked to perform.

Although job roles and expectations are generally clear for current ELECT staftf, new
staff will likely have difficulty learning their roles and expectations. ELECT provides
minimal training for new staff, most of whom come to ELECT without prior elections
administration experience. Just one-fourth of staff responding to the JLARC survey
said they had experience administering elections before working at ELECT. Elections
administration is a broad field, and there are numerous state and federal laws, state
regulations, and policies developed by ELECT or the State Board of Elections that
ELECT staff must understand. As a result, it can be difficult to hire individuals with
relevant prior experience in elections administration.
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VREO certification is Vir-
ginia’s version of the
Registered Elections Offi-
cial (REO) Program from
the National Association
of Elections Officials. The
REO complements the
association’s other certi-
fication programs and
includes state-specific
programs on state laws,
procedures, and court
decisions. Elections offi-
cials must complete two
consecutive years of the
training course to be-
come certified.
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Without sufficient training, new staff may have difficulty learning how to do their jobs
or complying with agency administrative practices. Several staff described receiving
only the text of state and federal elections laws—and little or no guidance from their
supervisor—when starting at ELECT. The main exception appears to be the Commu-
nity Relations and Compliance Services division. The manager of this division and the
supervisor of the liaison unit indicated they provide ongoing training to their staff,
and the liaisons in this division are encouraged to obtain their Virginia Registered Elec-
tion Officials (VREO) certification (sidebar).

ELECT should develop a formal training program for new staff. The training program
should include training on job-specific responsibilities and an overview of elections
administration in Virginia, including the primary responsibilities of local elections of-
ficials and the role and responsibilities of ELECT and the State Board of Elections.
Part of this training could include visits to one or more registrar offices to understand
how a local office operates. Part of the training could also include working as a poll
worker or observing precinct operations on election day. Training should also include
an overview of ELECT’ administrative policies and procedures.

RECOMMENDATION 18

The Virginia Department of Elections (ELECT) should develop and implement a
formal training program for new staff, to include (i) training on job-specific responsi-
bilities, (ii) an overview of elections administration in Virginia, and (iii) training on
ELECT’s administrative policies and procedures.

ELECT has some but not all policies and procedures
for key functions

ELECT has some but not all policies and procedures needed to ensure it effectively
carries out its business, administrative, and financial management functions. ELECT
lacks adequate policies and procedures for its primary responsibility of supervising
local elections administration through oversight, guidance, and training for local elec-
tions officials. (See Chapter 4 for information about ELECT’s supervision of local
elections administration.) ELECT has been updating its administrative policies and
procedures, along with its administrative manual, which had not been updated since
2011 and had not been used in recent years. The new administrative manual includes
an updated policy that prohibits staff from participating in political activity, which is
important for staff whose job is to administer elections, as well as updated policies on
hours of work, employee leave, workplace harassment, and telecommuting. ELECT
has also developed a policy covering time allocation for IT staff working on projects.
The commissioner has taken steps to better enforce the telecommuting policy (includ-
ing for IT staff), which had not been consistently followed in recent years.

ELECT is in the process of developing documentation of its financial management
procedures but still lacks a written procedure for ensuring that it properly distributes
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state funds to general registrars and local electoral boards. A report by the Auditor of
Public Accounts, issued in 2016 for the FY13-FY15 period, found that ELECT lacked
clearly documented policies and procedures for multiple critical financial management
areas, including reimbursement payments for localities, reconciliations of the state’s
accounting systems, payroll functions, and processes for reporting information to the
Virginia Retirement System. ELECT has developed procedures to address many of
those financial management functions but still needs to finalize procedures for provid-
ing reimbursement payments to localities. (See Appendix F for spending information.)
The Auditor of Public Accounts is currently conducting an internal control audit of
ELECT, which will provide additional insight into the progress ELECT has made and
whether additional procedures need to be developed.

ELECT lacks continuity of leadership

The recent progress in agency management is at risk if the historical trend of gover-
nors appointing a new commissioner continues. ELECT has historically lacked the
continuity in management staff needed to ensure that ELECT effectively carries out
its core functions over the long term. In recent decades, ELECT has had a new agency
head every four years as each new governor took office. (Lack of continuity is exacer-
bated by having key leadership positions filled by political appointees, which is dis-
cussed in the following section.)

Until 1999, ELECT had a director of operations, which was a classified staff position
responsible for internal agency management. According to ELECT staff, this classified
position and its longtime occupant were critical to ensuring relatively stable and apo-
litical operations at ELECT—even as new leadership was appointed and staff were
tasked with implementing new elections initiatives. ELECT staff also said that in re-
cent years the chief information officer—who worked at the agency for seven years
but recently left—was the primary source of continuity when agency leadership
changed.

Many other agencies with appointed leadership maintain continuity of internal man-
agement across administrations by having at least one classified senior position (or in
most cases several) tasked with agency management. These positions are classified un-
der the Virginia Personnel Act and cannot be removed at the sole discretion of the
governor. For example, two agencies (the Departments of Treasury, and Rail and Pub-
lic Transportation) have chosen to create a classified position for the purpose of suc-
cession planning and ensuring the long-term stability of the agency’s operations.

The General Assembly could consider directing ELECT to create a permanent, full-
time classified position of director of operations. Such a position would improve the
continuity of ELECT’s operations and its overall ability to carry out its core functions
of supervising and coordinating the local administration of elections. Creating this
position is also critical to improving ELECT’s management of the Virginia Election
and Registration Information System (VERIS), which should receive sustained focus
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from a director of operations. (See Chapter 3 for information about ELECT’s man-
agement of VERIS)

The director of operations position should have two primary responsibilities. First,
the position should ensure that ELECT carries out its core functions effectively and
efficiently and consistent with state and federal elections laws and regulations. Second,
the position should enforce ELECT’s administrative policies, including policies on tel-
ecommuting and involvement in political activities. In creating the position, ELECT
should work with the Departments of Human Resource Management, and Planning
and Budget to determine the appropriate responsibilities and salary range.

RECOMMENDATION 19

The General Assembly may wish to consider including language in the Appropriation
Act directing the Virginia Department of Elections (ELECT) to create a permanent,
full-time position of director of operations subject to the Virginia Personnel Act
(§ 2.2-2900 et seq.). The position should be responsible for managing day-to-day op-
erations at ELECT and ensuring (i) fulfillment of the agency’s mission and responsi-
bilities; (ii) compliance with state and federal elections laws and regulations; and (iii)
compliance with ELECT’s business, administrative, and financial policies.

Organizational structure has too many appointed
positions and lacks clearly defined divisions

ELECT consists of four main divisions and employs 47 staff, including five I'T con-
tractors. The divisions are Election Services, Community Relations and Compliance
Support, Business and Finance, and Information Services. The agency is sufficiently
small that it is not as vulnerable to many of the structural challenges that confront
larger organizations. However, two aspects of ELECT’s structure create problems that
can be solved by relatively simple structural changes.

Unusually high number of appointed positions is not warranted and
raises risk of politicizing election administration

ELECT has more appointed positions than is typical for many state agencies. ELECT
has three appointed staff positions: commissioner, chief deputy commissioner, and
confidential policy advisor, all appointed by the governor under statutory authority
(§ 2.2-2905). Having the governor appoint the head of an agency is standard practice
in Virginia, but not all agencies have two additional appointed positions. Several agen-
cies, including some with hundreds of staff, have no appointed staff other than the
agency head. ELECT is an outlier in its own secretariat: it has three appointed staff
while the other agencies have one or two. These agencies also have far more total
authorized staff (Table 5-3). Furthermore, the rationale for ELECT’s two additional
appointed positions is unclear.
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TABLE 5-3
ELECT has more appointees than other agencies in Administration Secretariat
Positions Ratio of appointed
Agency Appointed Total to total positions
Department of General Services 2° 667 1/334
Virginia Information Technologies Agency 1 240 1/240
Department of Human Resource Management 2b 122 1/61
Department of Elections 3 43 1/14

SOURCE: Appropriation Act and data from the Department of Planning and Budget and the Department of Human
Resource Management.

NOTE: Number of appointed positions as of summer 2018. The Compensation Board is also in the Administration
Secretariat and is authorized to have 21 positions and an executive secretary. Confidential policy advisor was vacant
from 2015 to 2018. P Department had one appointed position from 2014 to 2018.

Having three appointed positions in general—especially for an agency with fewer than
50 staff—can have several negative effects. Chief among these may be that agencies
that already struggle to have continuity over time are more vulnerable because key
leadership positions are likely to be replaced every four years. Another negative effect
is that the political party of the governor may exert too much influence on the agency’s
operations, which are largely defined by statute and regulation and should not vary
substantially without statutory changes. To ensure public confidence in the integrity
of Virginia’s electoral system and the outcome of elections, it is critical that ELECT
remain apolitical in carrying out its core functions of providing education for local
elections officials and assuring uniform, legal, and accurate elections. The presence of
several political appointees may increase the risk of political influence or create the
perception that ELECT is politically biased toward one political party.

Under the previous agency leadership, there was a perception among some staff and
general registrars of political bias. This bias was reflected in decisions about some
policies or aspects of agency operations. According to current and former ELECT
staff, leadership created an environment in which one party was openly supported over
the other.

The individuals currently in the chief deputy commissioner and confidential policy
advisor positions appear to be undertaking important tasks and not exerting undue
political influence. Still, there does not appear to be a sufficient basis for maintaining
these positions given the potential for political influence and negative perception.

To ensure that ELECT operates in an effective, efficient, and apolitical manner, the
General Assembly could require that ELECT eliminate the appointed positions of the
chief deputy commissioner and the confidential policy advisor. The two roles would
be subsumed under the director of operations position. (See Recommendation 19.)
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RECOMMENDATION 20

The General Assembly may wish to consider amending § 2.2-2905 of the Code of
Virginia to eliminate the appointed positions of chief deputy commissioner and con-
fidential policy advisor for the Virginia Department of Elections.

Election Services and Community Relations divisions have
overlapping responsibilities

The two divisions within ELECT that interact most frequently with general registrars
have similar and overlapping responsibilities. The differences in responsibilities be-
tween these two divisions are not well documented or clearly defined. According to
interviews with employees in each division, both divisions work with local elections
officials. Both divisions provide very similar services to local election officials. The

2 <<

Election Services division provides “support,” “guidance,” and “training” The Com-
munity Relations and Compliance Support division works to “assist” and “answer

questions” (Figure 5-2).

FIGURE 5-2
Elections Services and Community Relations and Compliance Support divisions
have overlapping responsibilities

Election services Community relations

12 positions and compliance support
= Support local elections 8 positions

officials through guidance L=Assist local elections

and training— 1 officials with questions

= Review alleged campaign = Manage media relations
finance violations

SOURCE: JLARC interviews with ELECT staff, 2018.

These overlapping responsibilities have resulted in confusion among staff. Several
staff disagreed that the division of responsibilities between Election Services and
Community Relations and Compliance Support was clear to them (Table 5-4). Several
staff in these two divisions also disagreed or strongly disagreed that their position
descriptions reflected the work they are asked to perform, which adds to this confu-
sion.
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TABLE 5-4
ELECT staff expressed confusion about division roles and responsibilities

ELECT staff comments

“Who is responsible for answering which questions (between elect admin and liaisons)?”

“I am unsure on the division of responsibilities with the Compliance division. More communication and
understanding of how involved the liaison should be in issues after they are reported would help
greatly.”

“l am not clear on the role of the new Liaison division.”

“Sometimes [I] have to correct or take ownership of duties that were originally assigned to Election
Services.”

SOURCE: JLARC survey of ELECT staff, 2018.

To improve services to general registrars and reduce confusion among ELECT em-
ployees, ELECT should combine the two divisions into a single division that provides
guidance and training and conducts oversight of general registrar operations. The new
division could also house other functions currently performed by Election Services,
such as those related to special elections, petitions, and constitutional amendments.
During this process, ELECT should clarify the responsibilities of each staff person
and clearly and thoroughly document how employees should perform their work. If
there is substantial overlap, the roles and responsibilities of the liaisons should be
reevaluated to determine whether they should be reallocated to other functions, such
as training. Remaining functions related to campaign finance and media relations
should be placed elsewhere within the agency.

RECOMMENDATION 21

The Virginia Department of Elections should consolidate its Election Services and
Community Relations and Compliance Support divisions into a single division that
provides guidance and training and conducts oversight of general registrar operations.
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Appendix A: Study mandate

A Resolution of the Joint 1egislative Audit and Review Commission directing staff to review
the operation and performance of the Department of Elections.

Authorized by the Commission on July 10, 2017

WHEREAS, the Department of Elections serves a critical role promoting accurate, fair, open, and secure elec-
tions for the citizens of the Commonwealth; and

WHEREAS, the Department (a) supervises and coordinates the work of local electoral boards and general
registrars to ensure uniform and legal elections processes, (b) proposes and administers regulations and provides
guidance as necessary to promote proper elections, and (c) sets training standards and ensures that electoral
board members and general registrars are propetly trained; and

WHEREAS, the Department maintains the Virginia Election and Registration Information System (VERIS)
that contains information about 5.5 million registered Virginia voters, and the Department is bringing more of
its information technology services “in-house”; and

WHEREAS, the Department is authorized to employ up to 43 staff and is appropriated $14.3 million for
FY 2018 to provide electoral services, reflecting recently increased appropriations for VERIS and administra-
tive services; and

WHEREAS, federal Help America Vote Act funds have historically been used to assist with modernizing elec-
tion systems and technology, but these funds are projected to be depleted by FY 2019; and

WHEREAS, appropriate budgetary and financial management practices are a critical aspect of effective agency
operations; and

WHEREAS, the Joint Legislative Audit and Review Commission (JLARC) completed a limited review of
VERIS in 2008 but has not fully reviewed the Department of Elections since 1998; now, therefore be it

RESOLVED by the Joint Legislative Audit and Review Commission that staff be directed to review the oper-
ation and performance of the Department of Elections. In conducting its study, staff shall review whether the
Department (i) adequately supervises and coordinates the administration of elections; (ii) sets appropriate train-
ing standards and provides adequate training for local electoral boards and general registrars; (iii) adequately
fulfills all statutory reporting requirements in a timely manner; (iv) appropriately maintains required lists of
registered voter information and employs adequate practices to ensure they are accurate and up-to-date; (v)
effectively, efficiently, and securely administers VERIS; and (vi) is organized, staffed, and structured to ensure
efficient and effective operations, including internal financial management and records keeping. JLARC staff
may review other issues and make recommendations as approptiate.

All agencies of the Commonwealth, including the Department of Elections, State Board of Elections, Virginia
Information Technologies Agency, local electoral boards, and general registrars shall provide assistance, infor-
mation, and data to JLARC for this study, upon request. JLARC staff shall have access to all information in the
possession of state agencies pursuant to § 30-59 and § 30-69 of the Code of Virginia including all documents
related to disciplinary proceedings or actions of the boards. No provision of the Code of Virginia shall be
interpreted as limiting or restricting the access of JLARC staff to information pursuant to its statutory authority.

JLARC shall complete its work and submit a report of its findings and recommendations to the Commission
by December 15, 2018.
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Appendix B: Research activities and methods

JLARC staff conducted the following primary research activities:

e structured interviews with current and former staff at the Virginia Department of Elections
(ELECT), members of the State Board of Elections, general registrars and local electoral
board members, staff from other Virginia state agencies, state elections officials in other
states, and experts on voter registration and list maintenance in Virginia and nationwide;

e surveys of (1) general registrars and local electoral board members and (2) ELECT staff;

e quantitative analysis of data on ELECT spending and staffing levels and election outcomes;
and

e review of research literature and other documents.

Structured interviews

Structured interviews were a key research method used by JLARC staff in conducting research for
this report. JLARC staff conducted interviews with over 55 individuals throughout its review. In ad-
dition, JLLARC staff were present at five meetings of the State Board of Elections, attended and ob-
served part of ELECT’s 2018 annual training conference, and observed the June 2018 primary elec-
tion at several precincts in Goochland County.

Current and former staff at ELECT
JLARC staff interviewed 13 current staff members at ELECT:

e the current commissioner,

o three staff from the Election Services division,

e four staff from the Community Relations and Compliance Support division,
o five staff from the Information Services division, and

e one staff person from the Business and Finance division.

JLARC staff interviewed the managers of each ELECT division to learn about the primary functions
of each division and the issues they are facing. Interviews were also conducted with other department
staff to obtain information on

e their job responsibilities and how they spend most of their time,

e the training and guidance they receive to do their job,

e any barriers to performing their job effectively,

e any duplication between their division and other ELECT divisions,

e how well they are able to work with other ELECT staff and divisions,

e whether ELECT has been effectively led by the commissioners and state boards they’ve
worked under, and

e whether ELECT effectively fulfills its role to supervise and support local elections admin-
istration.

Staff were selected for interviews based on their division, position, and years of service at ELECT.
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In several cases, multiple interviews were conducted with the same ELECT staff. For example, the
team conducted numerous interviews each with the current commissioner and the former chief in-
formation officer (CIO). Interviews with the current commissioner were critical to understanding the
challenges facing ELECT and ongoing and planned initiatives to improve the department’s manage-
ment and performance. Interviews with the former CIO were critical to understanding
e the Virginia Election and Registration Information System (VERIS), including its functions,
limitations, and initiatives to improve its performance;
e ELECT list maintenance programs, including the data it uses to maintain an accurate voter
registration list, its algorithm for name-matching, and strategies and practices for improving
the accuracy of the registration list; and

e the challenges facing ELECT and strategies for improving its management and performance.

JLARC staff interviewed three former ELECT staff: the previous commissioner and two policy ana-
lysts. The purpose of these interviews was to understand how the department operated under previ-
ous administrations and learn more about management concerns under the last administration that
were raised by some registrars and ELECT staff.

Current members of the State Board of Elections

JLARC staff contacted the three current members of the State Board of Elections as part of the
study. Staff conducted interviews with two Board members, including the chairman and vice chair.
Interview topics included the roles and responsibilities of the board, the relationship between the
board and ELECT under the former and current commissioners, the extent to which ELECT is meet-
ing its statutory responsibility to supervise elections, VERIS, and the state’s governance structure for
elections.

General registrars and local electoral board members

Throughout the study, JLARC staff spoke or corresponded with a total of 35 general registrars
throughout the state. JLARC staff conducted individual interviews with 14 general registrars. These
interviews included in-person interviews conducted onsite at registrar offices and phone interviews.
Registrars were selected for interviews based on locality size, geographic location, and length of tenure
as a general registrar. The purpose of the interviews was to learn about the responsibilities of registrars
and how a registrars’ office operates, and obtain their opinions on the guidance and training provided
to them by ELECT. Registrars for the following localities were interviewed:

e Alexandria City e Fredericksburg City e Loudoun

e Buchanan e Hanover e Richmond City

e Charlotte e James City County e Sussex

e [airfax e Lexington City e Virginia Beach City
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Interviews were also conducted with two local electoral board members, and the purpose of these
interviews was similar to the registrar interviews.

Staff also conducted two interviews with the president of the Voter Registrars Association of Virginia

(VRAV), who is also a general registrar, and a phone interview with a group of eight registrars selected
by the VRAV president.

Other state agency staff

Interviews were conducted with staff at several Virginia state agencies:
e Auditor of Public Accounts (APA)
e Department of Corrections (DOC)
e Department of Motor Vehicles (DMV)
e Virginia Compensation Board (VCB)
e Virginia Information Technologies Agency (VITA)

These interviews were conducted to obtain information on a wide range of study issues. APA staff
were interviewed about their 2016 financial audit of ELECT and the department’s progress in imple-
menting the report’s recommendations. Staff at DOC and VCB were asked about their data on indi-
viduals with felony convictions, and how this data could be used as part of ELECTs effort to maintain
an accurate voter registration list. Staff at DMV were interviewed to obtain information on their role
in registering voters, and their experience working with ELECT to automate the voter registration
process through DMV. Staff at VITA were interviewed to obtain information on the security of
VERIS and other IT issues.

Staff with other state departments of election

JLARC staff conducted phone interviews with state elections staff in six other states. States were
selected based on their proximity to Virginia or their similarity to Virginia in terms of how the elec-
tions administration function is structured at the state and local levels. Interviews were conducted with
state elections staff in Maryland, Tennessee, and Rhode Island to discuss the types of guidance, train-
ing, and oversight provided, and to obtain information on their list maintenance activities. Additional
interviews were conducted with state elections staff in Texas, South Carolina, and Michigan. These
interviews focused specifically on their information technology systems and list maintenance pro-
cesses.

Experts on voter registration and list maintenance in Virginia and nationwide

JLARC staff interviewed voter registration list maintenance experts and stakeholders with the Na-
tional Association of State Election Directors, the Center for Election Innovation and Research, the
Bipartisan Policy Center, the Electronic Registration Information Center, the New Virginia Majority,
and the Virginia Voter’s Alliance. Topics discussed included

e reliable data soutces for voter information,

e standards for data matching,
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e states’ role in standardizing the practices of local elections officials to add or remove voters
from state voter registration lists, and

e transparency of procedures for adding and removing voters.

Surveys

JLARC staff conducted surveys of two groups for this study: (1) general registrars and local electoral
board members, and (2) current ELECT staff.

Survey of general registrars and local electoral board members

JLARC staff conducted a survey of all 133 general registrars and most of the 399 local electoral board
members in the state. Email addresses for some board members were not available, so JLARC staff
sent surveys to the 361 board members for whom addresses were available.

Registrars and board members were asked about the following topics on the survey:

e Guidance and assistance provided by ELECT, including the usefulness of ELECTs assis-
tance and written guidance, the reasons it was not fully useful (if applicable), the effects of
deficient assistance or written guidance on their ability to prepare for and administer elec-
tions, and any areas where additional or improved guidance from ELECT is needed

e Training provided by ELECT, including satisfaction with training sessions provided during
ELECT’ 2017 training conference, opinions on how training could be improved or made
more accessible, the usefulness of ELECT’s poll worker training materials, and the effects
of deficient training on their ability to prepare for and administer elections

e Extent to which ELECT effectively fulfills its role to supervise and support local elections
administration, and how its effectiveness has changed (if at all) since the current commis-
sioner was appointed

In addition, registrars only were asked about the following topics:

e Voter registration and list maintenance, including their level of confidence in the accuracy
of their voter registration list, the reasons for being less than fully confident in its accuracy
(if applicable), the information sources used to maintain their list, and the accuracy and ef-
ticiency of ELECT’s processes for adding and removing voters from the registration list

e VERIS, including their level of satisfaction with its functionality and performance, and the
impact of any deficiencies in VERIS

e [Estimates of the numbers of (1) ineligible voters on the voter registration list for their local-
ity and (2) voters mistakenly removed from the registration list or denied their application to
register during the past year

A total of 106 registrars responded to the survey, for a response rate of 80 percent. The response rate
for the electoral board survey was 41 percent, with 149 board members responding;
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Survey of current ELECT staff

JLARC staff surveyed all 31 classified staff at ELECT (wage staff and appointed positions were ex-
cluded from the survey). A total of 28 staff responded to the survey for a response rate of 94 percent.
Staff were asked about the following topics:

e ELECT’ management of them as employees, including the sufficiency of guidance from
management on how to do their job, the amount and type of work they are assigned, and
whether management has changed under the new commissioner

e Job satisfaction, including pay, opportunities for advancement, ELECT’s work culture, their
relationship with coworkers, and whether they are considering leaving ELECT

e Their division within ELECT, including whether staff collaborate and have the knowledge
and skills to perform their work, whether the distinction between their division and other
ELECT divisions is clear, and whether their division effectively fulfills its responsibilities

e Adequacy of staffing levels and whether their division has problems with recruitment and
retention (for ELECT supervisors only)

e ELECT as an organization, including whether the current commissioner works to foster a
culture of efficiency and effectiveness and motivates staff, whether staff collaborate across
the department, whether there is partisanship within the agency, and whether ELECT effec-
tively fulfills its role to supervise and support local elections administration

Because the department had a relatively new commissioner when the survey was administered, the
survey asked for staffs’ opinions about these topics under the former commissioner, and whether
management had improved under the new commissioner.

Quantitative analysis

JLARC staff analyzed data on spending, staffing, and election results for this study. JLARC staff
worked with staff at ELECT to analyze data on spending to compare annual operation costs. JLARC
staff worked with staff at the Department of Human Resource Management (DHRM) to analyze
data on staffing to compare annual staffing levels and turnover. JLLARC staff obtained election results
data from the ELECT to analyze November general elections outcomes.

ELECT spending

JLARC staff used ELECT data to analyze the department’s spending on its operations over the past
10 years. For this analysis, JLARC staff excluded state general funds that were passed through to
localities for the compensation of general registrars and local electoral board members or federal Help
America Vote Act (HAVA) grant funds for various elections administration purposes. JLARC staff
examined the change in annual spending on ELECT operations between FY08 and FY17.

JLARC staff also analyzed ELECT’s expenditures of HAVA funds since it first spent funds in FY04.
For this analysis, JLARC staff examined the change in annual HAVA spending in Virginia, the annual
percentage of HAVA funds passed on to localities and spent by ELECT on its operations, and the
types of spending by localities and ELECT using HAVA funds.
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For these spending analyses, JLARC staff adjusted dollar amounts for inflation using the Gross Do-
mestic Product Implicit Price Deflator (GDP deflator) from the Federal Reserve Economic Data at
the Federal Reserve Bank of St. Louis.

ELECT staffing

JLARC staff obtained staffing data from DHRM to analyze staffing levels and turnover at ELECT.
Staff used the data to calculate total staffing levels at ELECT—filled and vacant positions—at a point
in time for each of the past 10 years (typically June 30 of each year). JLARC staff also used the data
to identify individual staff who left ELECT over the last five years, and calculate the years of experi-
ence of staff who left. Finally, JLARC staff calculated an overall agency turnover rate for all Virginia
state agencies and compared ELECTs rate to other agencies.

Election outcomes

JLARC staff used election results data from ELECT to analyze the margins of victory for Virginia
elections. The analysis focused on November general elections with at least two contestants between
2008 and 2017 for

e congressional elections for the U.S. House of Representatives;
e state legislative elections for the House of Delegates and Virginia Senate; and

e statewide elections for governor, lieutenant governor, attorney general, and U.S. Senate.

The resulting analysis included 504 contests. JLARC staff calculated the difference between the can-
didates receiving the highest and second-highest number of votes.

Review of documents and research literature

Throughout the study, JLARC staff reviewed various documents and the research literature to obtain
background information on elections administration and inform its analysis of study issues.

Document reviews
JLARC staff reviewed numerous documents related to election administration in Virginia and the U.S.
during the course of the study:
e State election laws and regulations, including the Code of Virginia, Virginia Administrative
Code, and State Board of Elections policies
e Federal election laws and guidance, including the Help America Vote Act of 2002, the Uni-
formed and Overseas Citizens Absentee Voting Act of 19806, the Military and Overseas Voter
Empowerment Act of 2009, and best practices and other guidance materials from the U.S.
Elections Assistance Commission (EAC)
e Guidance documents developed by ELECT staff for local elections officials, including the
GREB Handbook (2016 and 2018 versions), What If guide, Election Day Guide, VERIS
Step by Step documents, guidance documents on specific elections topics (e.g., conducting a
recount, and technical advisories released to all general registrars
e Training materials developed by ELECT for local elections officials and poll workers
e Standard operating procedures (SOPs) for internal ELECT functions
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e ELECT’ administrative manual for staff
e Telecommuting agreements for ELECT staff authorized to telecommute
e Employee work profiles for all ELECT staff

JLARC staff also reviewed documents on various aspects of elections administration from the Pew
Research Center, National Conference of State Legislatures, and National Association of Secretaries
of State.

Literature reviews

The team reviewed the research literature to obtain background information on topics such as election
reform, voter wait times, voter turnout, and recounts. Numerous documents related to one area of
research in particular—voter registration list maintenance—were reviewed by JLARC staff during the
study, including
e EAC’s Voluntary Guidance on Implementation of Statewide Voter Registration Lists
e National Research Council of the National Academies’ Improving State Voter Registration
Databases

e DPeer-reviewed journal articles on how to assess the effectiveness of voter registration list
maintenance
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Appendix C: Election margins of victory

Between 2008 and 2017, the vast majority of November general election races in Virginia were won
by a substantial margin of victory (Figure C-1). Approximately 90 percent of races for the U.S. House
of Representatives and statewide races for governor, lieutenant governor, attorney general, and US.
Senate were won by more than 13,000 votes; less than five percent of these races were won by 1,000
votes or less. Among races for the House of Delegates and the Virginia Senate, more than 90 percent
were decided by more than 1,000 votes. Less than 10 percent of these races were won by 1,000 votes
or less. Over the past 10 years, six general election contests have been decided by less than 100 votes,
including four since 2013. There have only been two general election contests won by less than 15
votes; both were House of Delegates contests in 2009 and 2017.

Most state and congressional races are decided by large margins of victory (2008-2017)
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SOURCE: JLARC analysis of ELECT data.
NOTE: Includes only November general elections with at least two contestants. Statewide races were for governor, lieutenant governor,
attorney general, and U.S. Senate.
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Appendix D: Other states’ elections IT systems

The Help America Vote Act (HAVA) of 2002 requires all states to have a computerized system for
maintaining their statewide voter registration list. While some states had systems prior to 2002, many
states implemented these systems after passage of HAVA. More than two-thirds of states (34 of 50)
now have elections IT systems that are estimated to be at least 10 years old. A total of 16 states have
updated or replaced their systems in the past 10 years, either by redesigning their existing system or
contracting with a vendor to develop and purchase a new system. Numerous issues with a legacy
elections I'T system can prompt a state to update or replace it, including the high cost of maintaining
an older system, performance problems, and challenges with securing an older system against cyberat-
tacks.

Michigan

In 2012 state elections officials in Michigan decided to upgrade the legacy voter registration system in
order to improve the security of the system. According to staff with the Michigan Bureau of Elec-
tions, the state chose to upgrade its legacy system using in-house IT staff and contractors. The project
was split into two phases, and is scheduled to be completed in 2019. Michigan state elections staff
consider the project largely successful because system users have been engaged through statewide
training during the upgrading process. The state is providing local election officials with comprehen-
sive manuals, online training material videos, and a voter registration helpdesk to address training
needs.

Michigan state elections staff said the main challenge has been the volume and complexity of the
work. The system’s underlying software is complex, and was rolled out to all 1,600 elections clerks
statewide. To date, Michigan has spent approximately $10 million on the project.

South Carolina

In 2008, South Carolina considered whether to replace or update its voter registration and election
management system. Based on the age and limited functionality of the system, the state decided to
replace it with a new customized system. Following a request for proposals, South Carolina hired a
developer and the new system was implemented in late 2011. The state owns the software for the
system but pays for system support.

According to staff with the South Carolina State Election Commission, the development of a cus-
tomized registration and election management system was successful but provided several lessons. For
example, staff emphasized that such projects often take longer and cost more than expected, in part
because it can be challenging to determine the functional requirements of a new system based on the
needs of local elections officials. Staff with the Election Commission also emphasized the importance
of clearly stating in the contract the functional requirements and procedures for testing the function-
ality of the system because changes are costly.
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Texas

Texas worked with an I'T consultant to analyze its legacy voter registration system after maintenance
costs increased and the system crashed during periods of peak demand. IT consultants found the
underlying system code was too complex to be rebuilt. Based on the IT consultant’s conclusion, Texas
decided to completely replace its voter registration system beginning in 2013. The process took about
two years and cost $14 million. State officials report being satisfied with the new system and believe
the new system is sufficiently better than the prior system, making the transition time and costs worth
it. Importantly, state’s voter registration system in Texas is not used by all local elections officials to
process voter registration transactions; officials in some localities process transactions in their own
registration systems and upload their registration lists to the state system each day.
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Appendix E: Oversight activities in other states

There is no federal or academic guidance on the types or extent of oversight states should exercise
over local elections administration, and states differ in the types and extent of oversight they conduct.
JLARC staff interviewed one state—Maryland—that has staff dedicated to conducting oversight of
local boards of election and one state—Tennessee—that conducts oversight specifically of voter reg-
istration activities.

Maryland

The Maryland State Board of Elections has six regional managers (including one supervisor) who
conduct audits and perform other oversight activities of local boards of election (Table E-1). Many
of their audits are related to information technology. For example, regional managers perform
monthly audits of workstations used by the local boards of elections to ensure and maintain the high-
est levels of security while also providing formal desktop, applications, and networking support to the
local boards. The state also audits the logic and accuracy testing performed by the local boards to
ensure they are adhering to testing procedures. The state audits and oversees the local voter registration
function, and there is a process in place for localities to audit other localities’ voter registration pro-
cesses. State staff also monitor local poll worker training sessions and provide assistance to local
boards, such as assisting with the evaluation of election day polling places proposed for use during

elections.

TABLE E-1

Oversight activities conducted by the Maryland State Board of Elections

Oversight activity Description

Computer audits Perform monthly audits on a minimum of 10 percent of local workstations that are con-

nected to the state network or running state applications

Logic & accuracy audits  Audit the logic and accuracy testing performed by the local boards of election to ensure
testing procedures are adhered to. A minimum of five scanning units, ballot marking devices,
and electronic pollbooks are audited by regional managers. The audits include (but are not
limited to) the inspection of results tapes to ensure expected results from testing are rec-
orded.

Post-election audits Assist local boards of election in completing post-election tasks that must be performed
and submitted to the State Board of Elections prior to election certification. Tasks include
examining a percentage of scanning unit result tabulation tapes, Voter Authority Cards gen-
erated from electronic pollbooks, and absentee canvass results to ensure accuracy.

Statewide Election Provides direct oversight of the SWEM system at each local board. SWEM is used across the
Management System state to tabulate, transmit and report election results. Oversight includes maintaining secu-
(SWEM) oversight rity requirements (passwords), archiving election results data, and performing quality “read-

iness” checks prior to configuring networks for upcoming elections.

SOURCE: Regional Manager Roles & Responsibilities, Maryland State Board of Elections.
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The Maryland State Board of Elections has limited enforcement authority over local boards. The state
does not have direct personnel authority over local boards, but it can require local boards to submit
corrective action plans or require them to hire additional staff. If local boards fail to do what they are
expected to do, and the state has to do it for them, the state can bill the locality for the cost.

Tennessee

Tennessee conducts oversight of the voter registration practices of local election commissions in or-
der to verify the accuracy of voter registration applications. State law requires local election commis-
sions to review 10 percent of their voter registration applications every quarter (up to a maximum of
200 applications) to identify any deficiencies that could invalidate the application, such as a missing
signature or date of birth. Local election commissions are also required to identify the number of
cases where a registered voter with a deficient registration application subsequently voted in an elec-
tion. Local election commissions document this information on a form that must be submitted to the
Tennessee Secretary of State’s office (Figure E-1), which then conducts audits of selected localities to
verify the accuracy of the voter registration files. Tennessee statute also gives the state elections coor-
dinator the authority to review county election procedures if needed.
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FIGURE E-1
Tennessee voter registration inspection form

County Voter Registration Inspection Report

Name of County
At a public meeting held at _ (time) on _ i (date), the members of our County Election Commission who
have signed this report below inspected random voter registration applications processed in our county for deficiencies.
Total number of new registrations inspected {
(at least 10 % of the registration forms Number of new registrations found deficient |
received in this quarter not to exceed 200) i
Administrator: Number of deficient registrations identified where the
ministrator: individual has voted in an election
**** Deficiency Breakdown by Category ****
5 LA M S DRSS A He L 1 DU ot RS 2 O ORLGE B G A T I3 B RDCHLE) U MO 100 8 Ml DT O ey i j’
No Dateof Birth -
Name Legal Address (O N No Social i
Missing } Blank or PO Box | No Placs of Birth Security # 1
f (Griless Fedsral VR Foimy i
Citizenship TN Residency Will Be 18 Years ' Felony !
Question Question Old Question Question A
RN R T ahaT T O T e e e B s R T e R P S A e e
! If Unable to Sign Completed Form i
No Signature - No Witness in Pencil Gender %
Republican County Democratic County State Election Office Use
Election Commissioner(s) Election Commissioner(s)
Report Received:
Percent Deficient:
Comments:
Mail, fax, or e-mail report within 7 days to the State Election Office. Keep a copy of this report in County Election Office.
Form Revised 10/23/2013

SOURCE: Tennessee Secretary of State.
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Appendix F: ELECT spending and staffing trends

Since the mid-2000s, ELECT has relied on two primary funding sources: state general funds, and
federal grant funds provided through the Help America Vote Act (HAVA) of 2002. Under HAVA,
states can use grant funds for several purposes, including

e replacing punch card and lever voting machines in local polling sites;

e developing and operating a statewide computerized voter registration system;
e cducating voters about voting procedures, rights, and technology;

e training local elections officials and poll workers; and

e broadly improving the administration of elections.

States have broad discretion over how to allocate HAVA funds across the above purposes, including
the extent to which funds are used for building and maintaining state elections IT systems versus
purchasing local voting equipment.

Annual spending by ELECT averaged $11.7 million over the past decade

Total annual spending by ELECT on its operations has fluctuated over much of the past decade
(Figure F-1). Annual spending averaged $11.7 million between FY08 and FY17 (adjusted for inflation).
Spending more than doubled between FY10 and FY11, increasing from $5.7 million to $14.5 million.
Spending neatly doubled again in FY13 over the previous year, then declined substantially to a little
under $10 million in FY14. Annual spending in more recent years has been closer to the 10-year
average.

FIGURE F-1
ELECT spending on operations has fluctuated widely at times

$22.1M

$5.7M

FYO8 FY09 FY10 FY11 FY12 FY13 FY14 FY15 FYl6 FY17

SOURCE: JLARC analysis of data from ELECT.
NOTE: Excludes funds passed through to localities. Adjusted for inflation.
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ELECT and localities have spent $103 million in federal HAVA funds since FY04

Virginia spent a total of $103.2 million in HAVA funds between FY04 and FY17, when these funds
were depleted. Annual spending from HAVA funds averaged $7.4 million during this period and fluc-
tuated widely during the first few years funds were spent (Figure F-2). HAVA spending peaked at
$22.2 million in FY06, and more than one-third of Virginia’s camulative HAVA spending occurred dur-
ing the FY05-FY06 period. HAVA spending was much closer to the annual average in subsequent years.

FIGURE F-2
HAVA spending peaked in FY06 and was much lower in subsequent years

$22.2M

FY04 FY0S5 FY06 FYO7 FY08 FY09 FY10 FY11 FY12 FY13 FY14 FY15 FY16 FY17

SOURCE: JLARC analysis of data from ELECT.
NOTE: Adjusted for inflation.

Nearly 60 percent of Virginia’s HAVA funding ($58.1 million) was spent on ELECT operations, while
the remaining $45.1 million was passed on to localities. Of the HAVA funding passed onto localities,
approximately 85 percent ($38.4 million) was spent to purchase new voting equipment to comply with
the standards set in HAVA. Almost all of the neatly $60 million in HAVA funds spent by ELECT on
its operations was used for I'T systems and compensation for department staff. ELECT spent approx-
imately $38.6 million in HAVA funds on IT systems between FY04 and FY17, primarily for acquiring
and operating VERIS. The department spent an additional $11.8 million on salaries and benefits for
staff during this period.

The percentage of HAVA funds passed onto localities by ELECT has declined considerably over time
(Figure F-3). Localities spent substantial portions of HAVA funds in FY05 and FY06, and nearly half
or more of funds during the FY09-FY11 period. As a result, nearly all of the $45.1 million in HAVA
funds passed onto localities was spent prior to FY12. HAVA spending by localities totaled just
$1.4 million in subsequent years, with little or no spending during FY16 and FY17. By contrast, since
FY12 ELECT has spent an average of $5.8 million annually in HAVA funds on its own operations.
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FIGURE F-3
Localities have spent a declining percentage of Virginia's HAVA funds

9%

26%
39%
— 48% 52%
69%

91% 92% 93% 9%
’ 98% 100% 100%
91%

74%
44% 52% 48%

i 2%

9% 8% 7% 9%

m Local spending ELECT spending

SOURCE: JLARC analysis of data from ELECT.

ELECT staffing has increased in recent years

Total ELECT staffing was relatively stable through most of the past 10 years, but increased sharply in
FY17 (Figure F-4). The number of classified staff at the department hovered close to 30 through
FY14 before declining in the following two years. Total staff increased by eight in FY17, and an addi-
tional five staff have been added in FY18, bringing the total number of classified staff to 38. ELECT
also began contracting with a vendor in FY17 to provide five additional IT staff. Much of the increase
in ELECT’s staffing over the last two years reflects the additional I'T staff hired following the depart-
ment’s decision to begin operating and maintaining VERIS entirely with ELECT staff.
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FIGURE F-4
Total ELECT staffing has increased since FY16

32 31

FYyo8 FY09 FY10 FY11 FY12 FY13 FY14 FY15 FY16 FY17

SOURCE: JLARC analysis of data from ELECT.
NOTE: Excludes part-time staff.
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Appendix G: Agency responses

As part of an extensive validation process, the state agencies and other entities that are subject to a
JLARC assessment are given the opportunity to comment on an exposure draft of the report. JLARC
staff sent an exposure draft of this report to Virginia’s Secretary of Administration, the Virginia De-
partment of Elections, the Virginia Information Technologies Agency, the Virginia Department of
Motor Vehicles, and the Virginia Division of Legislative Services. Appropriate corrections resulting
from technical and substantive comments are incorporated in this version of the report.

This appendix includes a response letter from the Virginia Department of Elections.
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COMMONWEALTH of VIRGINIA

DEPARTMENT OF ELECTIONS
Christopher E. “Chris” Piper Jessica N. Bowman
Commissioner Deputy Commissioner

Mr. Hal E. Greer
Director

919 East Main Street
Suite 2101

Richmond, VA 23219

Re:  Response of the Virginia Department of Elections to the Exposure Draft
Dear Mr. Greer:

We appreciate the opportunity to review the Exposure Draft of the Joint Legislative Audit and
Review Commission’s (JLARC) report on the Operations and Performance of Virginia’s
Department of Elections and we thank the Commission’s staff for their professionalism and
courtesy throughout the review.

I also want to thank JLARC for their recognition that new leadership has already taken positive
steps which begin to address many of the recommendations. The Department intends to work
closely with the General Assembly to review suggested legislation and secure adequate resources
to help address many of the recommendations.

We take the Commission’s recommendations seriously and will give them the highest level of
consideration as we continue to improve the performance of election administration throughout
the Commonwealth. The staff of the Department is committed to promoting and supporting
secure, accurate, fair and open elections for the citizens of the Commonwealth.

Sincerel

L‘(f]?i;t; gErPx er
P p

Commissioner

cc: The Honorable Keyanna Conner
Secretary of Adminstration

Washington Building, 1100 Bank Street, First Floor, Richmond, VA 23219
Toll-Free: (800) 552-9745 TTY: (800) 260-3466 elections.virginia.gov
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919 East Main St. Suite 2101
Richmond, VA 23219
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