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Fiscally, the Commonwealth of Virginia relies on timely and accurate tax collection, which is 
facilitated in large part by its information technology (IT) tax management system. The primary 
purpose of a modern integrated tax system is to enable revenue agencies to administer the full 
breadth of tax programs mandated by law, and to collect the revenues duly owed to the 
Commonwealth fairly and efficiently, all while keeping pace with the ever-changing digital 
customer-centric demands of Virginia taxpayers. 

Virginia Tax's portfolio of current state technology solutions handling the day-to-day execution of 
key tax business processes is rapidly becoming obsolete, with its core tax system, Integrated 
Revenue Management System (IRMS), having been custom built and implemented over twenty 
years ago. The age and customization of the core IRMS technologies and related supporting 
applications has created functional and technological gaps that impact the Commonwealth's 
ability to efficiently perform tax operations and limits the agency's ability to make timely changes 
in response to legislative requests. System limitations have also resulted in increasing internal 
and external security risks and have put Virginia Tax's compliance with federal regulations for the 
handling of Federal Tax Information (FTI) in jeopardy in the near term. With an aging workforce 
and departure of key Virginia Tax personnel, the availability of knowledgeable and experienced 
personnel to manage and make changes within this complex solution landscape is quickly 
diminishing, posing an operational risk. 

To address these challenges, item 273 of the 2022 Appropriation Act required, Virginia Tax to 
conduct a strategic planning exercise to identify and evaluate options for the replacement of 
IRMS. To support this effort, Virginia Tax engaged Gartner to assess the current state of the 
legacy systems, identify and evaluate approaches for full-scale modernization and develop a 
Transformation Roadmap to serve as the basis for Virginia Tax's system modernization program. 

Current State Challenges and Drivers for Modernization 

Virginia Tax's ability to effectively achieve its mandates is inhibited by the following challenges 
stemming from the agency's legacy technologies: 

• Aging and Complex Legacy Solutions: Virginia Tax's core legacy system (IRMS) is
comprised of 40+ interrelated applications, including multiple databases, with the core
systems using custom-coding and built on technology approaching obsolescence.

• Unsupported Business Capabllltles: Core business capabilities desired by internal and
external stakeholders are not adequately supported by IRMS, and the resources required
to make changes of the scale needed to meet identified needs are unavailable.

• Increased Risks and Decreased Efficiency: Critical functionality gaps, such as difficulty
performing data analytics, inadequate workflow management and challenges introducing
additional internal and security controls increase Virginia Tax's operational a'nd security
risks and decrease operational efficiency.

• Inadequate Online Taxpayer Service Options: Online account access for information
and transaction processing are not consistently or adequately supported for business and
individual taxpayers and tax preparers; and

• Diminishing Institutional Knowledge: IRMS' aging technology leaves Virginia Tax
heavily reliant upon diminishing institutional staff knowledge, since IRMS is highly
customized and the resources with the necessary skillsets are extremely limited in the
market.
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As part of the modernization planning process, Virginia Tax has identified the following key 
strategic goals for modernization of existing legacy systems: 

• Enhance Effectiveness: Improve scalability of business solutions, inform managerial
decision-making, improve ease of use and streamline the customer experience.

• Optimize Productivity: Reduce processing inefficiencies, reduce technical debt, improve
processes and self-service tools and enhance the ability to query and analyze data.

• Improve Agility: Ensure the continued stability of tax revenue collection and management
while being able to implement new tax types and programs and adjust existing processes
timely in response to legislative requests, new policy initiatives and customer needs; and

• Drive Compliance and Mitigate Risk: Enhance compliance with the current and future
Virginia and federal tax policy and legislation and reduce the tax gap; harden security and
increase agility in handling of fraud and cybersecurity threats.

Recommendation Summary 

Based on the analysis detailed in this report, Gartner recommends that Virginia Tax seek to 
replace the existing IRMS legacy integrated tax solution with a single-vendor Commercial Off 
the Shelf (COTS) integrated tax system, developed and implemented by a proven firm with 
deep tax knowledge and expertise. A COTS solution will yield the following key benefits: 

• Configurable to meet a majority of Virginia Tax's needs and streamline operations with
minimal customizations.

• Modem technology and architecture platform and principles, improving security posture
and reducing the burden on Virginia Tax resources to maintain and support the agency's
core solutions; and

• Scalability and flexibility required to support Virginia Tax's new and emerging needs.

• Cloud based COTS solution (particularly in the form of SaaS) reduces the operational
burden of running and maintaining hardware and software, which frees up IT staff to focus
on more valuable innovation and growth initiatives

Program Schedule and Budget Implications 

The analysis shows that the recommended modernization strategy for Virginia Tax's will require 
approximately 4 years to complete at a budget of approximately $89M+/-20% (range of $71-
107M), inclusive of internal and external costs. The program will require effective and proactive 
planning, a robust program management and governance structure, strong executive level 
support and a focused change management strategy. Key elements and next steps for the 
modernization program are outlined in the Strategic Transformation Roadmap. 

In calendar year 2023, Virginia Tax should begin defining clear functional and technical 
requirements for a modem COTS solution and develop a comprehensive request for proposal 
(RFP) to procure the best-fit Single Vendor COTS Solution and implementation partner. 

Program Benefits 

Virginia Tax's system modernization will achieve not only significant cost savings but will 
realize positive financial benefits once functionality begins to be implemented during the 
phased rollout, culminating in a projected 200%+ cost to benefit ratio at the end of the 10-
year period. In addition to the quantifiable benefits, following are key anticipated qualitative 
benefits of the selected strategy: 
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• Deploy a reliable and flexible system able to meet Virginia Tax' future needs, leveraging
the current and future benefits of COTS applications (e.g., implementation savings and
future functionality enhancements);

• Support business process efficiency and flexibility through the automation of current
manual processes.

• Reduce day-to-day administrative burden on Virginia Tax staff by simplifying the system
landscape and streamlining data access.

• Enhance speed to production for business changes, though highly configurable and visible
business rules that do not require complicated programming, which mitigates the risk of
aging technology that is difficult to extend and expand.

• Improve taxpayer relationship management through the deployment of web-enabled
taxpayer self service capabilities (e.g., fully integrated e-filing, tax payer account access
and electronic bill presentment and payment);

• Enhance information management to support operational and policy decision making.

• Simplified management resulting from a single vendor and hosted service provided off
premises; and

• Mitigate the risk associated with loss of key support personnel.

Another factor that cannot be overlooked is that the revenues collected by Virginia Tax are the 
lifeblood of the Commonwealth, the costs incurred with the collection of those revenues 
impacts not only Virginia Tax but other programs in need of state funding to serve the citizens of 
Virginia. Now more than ever, it is imperative to establish an environment that enables optimal 
processing and collections of tax revenues. 

Critical Success Factors 

Virginia Tax recognizes the complexity associated with its replacement strategy and has identified 
the following critical success factors that will enable an effective implementation. These success 
factors are also considered in the Transformation Roadmap: 

• Strong Executive Management commitment and championship throughout the project.

• Early involvement and buy-in from business and technical subject matter experts.

• Well-defined program governance structure and controls that enable informed and
effective decisions.

• Clear communication and strong organizational change management.

• A realistic implementation schedule divided into small, manageable segments with clearly
defined business benefits.

• An approved implementation budget with realistic investment expectations by internal and
external stakeholders.

• Clearly articulated business and technical requirements and a process to define, manage
and communicate changes over the life of the project; and

• Effective project management discipline, availability of internal technical expertise and
strong management over external services providers.
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Virginia Tax's current technology platform for taxation management consists of a homegrown 
platform called IRMS (Integrated Revenue Management System). IRMS is comprised of 40+ 
disparate technology systems that are integrated to exchange data and support critical business 
operations across departments within the agency, serving taxpayers, tax professionals, partners, 
localities and other state and federal agencies. IRMS was developed over twenty years ago and 
has become more and more difficult to support, with increasing maintenance and operational 
issues and staff retention/attrition challenges. IRMS issues primarily stem from the legacy 
programming language, custom development and complex integrations used in the majority of its 
subsystems, resulting in an inflexible tax system that is unable to move at the speed of business. 

The 2022 Appropriations Act, Item 273, directed the study for potentially replacing IRMS with a 
new tax operating system, with the goals of improving service to individuals and businesses, 
reducing long-term processing costs, minimizing risk exposure, enhancing innovation and rapidly 
implementing legislative changes. 

Virginia Tax contracted with Gartner to perform the study, due to the firm's independence and 
objectivity as well as its tax modernization expertise. 

2.2 IRMS Overview 

The existing Integrated Revenue Management System (IRMS) was built to replace the legacy 
STARS mainframe architecture, expanding on its capabilities while reducing manual and labor
intensive processes. Virginia was an early adopter of an integrated system, pioneering automation 
that was unseen in the mainframe era. Development began in the early 2000's and went live in 
stages, beginning in 2001 and completing in 2005. IRMS consists of a number of interdependent 
systems: 

• AR (Advantage Revenue) is the core IRMS application and manages critical financial
functions, including return processing, accounting and billing, while other business
functions are managed individually by smaller applications; core ERP applications for Tax
Accounting and Compliance are built in PowerBuilder technology

• VTOL (Virginia Tax Online), Interface (Informatica) and E-File applications manage the
bulk of electronic tax intake

• SoftTrac Scanners, TACS (Total Automated Capture System), KFI (Key from Image),
Remit and FaxCom manage paper processing; these applications funnel data into FileNet,
the image storage center for all paper processed by Virginia Tax

• Tax information flows from intake channels to AR for financial processing, CACSG
(Computer Assisted Collection System for Government) for collections and CR
(Compliance Repository) for compliance data and audit

• Siebel supports the call centers, EESMC (External Entity Secure Messaging Center) for
messaging and production print for correspondence

• IRMS has a complex architecture comprised of an array of discrete applications (40+) and
hundreds of interfaces.

- IRMS is implemented with rigid integration points which does not allow for a
modularized system where components can be modified and replaced without
complication

02022 OW.,1,jc.andforballllalM.AII rtgtlta....-1. 
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- No central data warehouse for tax data - many applications for collections, audit, and
customer service need to replicate and aggregate data for specific use cases

- Almost all IRMS applications have integrations and dependencies with other
applications; most connections route to primary processing and data sources of AR,
FileNet, CR, CACSG, and Siebel

IRMS has an extensive range of subcomponent applications in use, and a wide variety
of enabling technologies in use

The IRMS Architecture, as shown in the following diagram, is composed of 40+ disparate systems 
of varying technology. These systems are integrated to exchange data and support .business 
operations across the agency. 

2022 Gem., Inc. •- Ila afflla!N. Al rigtit. ruaMKI. 
For RESTRICTED UN ol � Daparlmenlof Tualiun only. Gartner. 



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

Figure 1. IRMS Architecture 

--,;--.L 

b,1,.. rn 

0 2022 o.m., Inc. end/orb.,,._, All 11g1a--,. 
For RESTRJCTEO UN ofVlrglnlll DepemwltofTuallon Oflly, 

Virginia Department of Taxation 
December 15, 2022 - Page 8 

Virginia Tax 

E.ttt rrldl Coll•:<e11011s $ 

Col,ec:01 W•b App t5 

0!1,Cidl P,th·,�1i;"'!11:; $ 

ms ,:!! 



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

2.3 Approach Overview 

Virginia Department of Taxation 
December 15, 2022 - Page 9 

Gartner's IRMS modernization assessment approach was designed to ensure a comprehensive 
analysis of the Commonwealth's current pain points and future needs in the context of market 
offerings and Virginia Tax's modernization strategy. In order to do so, Gartner: 

• Adapted the Gartner Application Solutioning and Business Capability Modeling
methodologies to the IRMS modernization assessment.

• Applied best practices for gathering data from Virginia Tax's internal and external
stakeholders through interviews, workshops, document and architecture reviews and
current state analyses; and

• Considered Virginia Tax's ongoing work and historical assessments regarding the
modernization effort.

Upon completion of this comprehensive assessment and alternatives analysis, Gartner identified 
and recommended a modernization solution that best positions the Commonwealth to achieve its 
strategic goals. Gartner then produced the IRMS Modernization Strategy and Transformation 
Roadmap, which provides an overview of activities and related durations throughout the phases 
of the implementation lifecyole. 

The assessment activities Gartner performed are outlined in the figure below, and subsequent 
sections of this document will provide additional detail on the assessment activities performed at 
each stage as well as their results. 

Figure 2. Gartner's Assessment Activities 

--a---..--a-.----:•-
ProJect Preparation 

and Kickoff 

Gartner Aclivilies 

• Schedule and conduct planning meeting 

+ Rewew key VJ:rgtnia Tax artifacts and 
background documentation from prior 
assessments 

• Formalize project schedule 

• Facilitate Kickoff meeting wiftt k'ey 
stakeholders 
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Establlsh Strategic Context 

Gartne, Activities 

• Conduct up to six (6) lnteNlews with both 
internal and external stakeho'ld'ers to: 
- Confirm assessment criteria 
• Identify business and IT strategy, dnvers 

for change, appl cation landscape and 
assumptions 

• Conduct Stakeholder inftue111ee and lflllerest 
analysis 

• Document busmess/lT strategic di!\vers, 
guiding principles and key areas of 
differentiation and innovation to enable target 
state alignment with bHilless goals 

• Develop and validate draft template for the 
final report to the Chairs of ilte House 
Appropriates and Senate Finance 
Committees 

current State Assessment 

Gartner Activities 

• Develop Business Capability Model (BCM' 
based on IRMS functionality 

• Conducl up to eight (8) workshops/smaH 
group interviews using BCM and leveraging 
historical assessments to identify 
• Current state pain points, chalenges and 

future needs 
• 01\verslorebange and risksofbemg in 

the current state and impact on agency's 
lntema1!extemal stakeholders 

• Catalog of systems, applications along 
with a high-level s!lmmary of maintenance 
requirements to sustain current the current 
state 

• Conduct a validation workshop to review 
current state findings 
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--•---.---------,..--------, 
Strategic Alternativ- and 

Impact Anlllysfa 

Gllrtner Activities 

• 8eMd on the Currant Slatll Asunnwnt 
Report, identify alrategic option$ for 
modernization (refac!Dling, replacement or 
combilllllion); leverage hlstoricel ellemlltive 
� .. � 

• Eveluat. ell options using fiV9 key 
esHUl!Wltcatagories: Business Vlllua, 
TechniceJVlllua, Colt, Risk end Banelitl 
reeliiation timeframe, 

� Conduct lendscllpe � of tax 
eppf'lcations in other Slatlls: gather IIYailable 
high-level tol8I coat of ownerlhip (TCOI date 

� Review draft option$ and impact analylit 
with tlekehokfer8 and build COIIHIISUIOII 
recommended target slale modernization 
approach 

Transformation Roadmap 

Gartner ActMtles 

� Baud on Ille ulected modamization 
approach, identify Proceu. Technology& 
Operating Model impacblgeps 

Develop ectioneble T,-folmallon 
Roadmap lo prepare for, implement & 
transition lo target state inclucfing projact 
govemance, date and c� management 

• Oulline criticel auc:ceu fllctort and rim 
nsocialedwilh Ille ulected modernization 
approach, impacts & probability of 
OCCI.IJ'l'8nceencl mitigation llrategiH 

• Define high-level implemanllltion limelinH 
based on prioritized requirements and ritll 

• Update cosl/benefil enel)'tit between 
current slate and recommended future state 

2.4 Assessment Criteria 

Pinal Report & Executive 
Briefing 

Gllrtner AtllvlllH 

• Develop Final SUfflffl8I)' Report u per 
the agreed upon tamplate end wble of 
contents lo include: 
• Findings from Current S1ete 

Asullmlnt 
• Altamative1 & lmpactAnelyait 
- Tn111Sformation Roedmap 
• Rillcsauor:ialedwilh modemization 
• Rillcs involved with failure to 

modemiza 
• Probebility of risk occurrence 
� Signific"1Ce of risk impecl 
• Mitigation llrelAgiH 
• Supporting documentation to requelt 

funding and busineu C8H for 
change 

� Fac:ililllte Executive Presenllltion with 
V1r11inia Tu Leaderthlp 

The budget language requiring the study set forth specific criteria to be analyzed as part of the 
assessment. Gartner grouped these under three logical categories for the purpose of this 
assessment: Business Value and Benefits, Technology Value (Debt) and Cost and Risk. 

The graphic in the figure below shows each of the Assessment Criteria and identifies the corollary 
documentation used as inputs to the study. 

Figure 3. Assessment Criteria 
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� of�' lo::.�r.e:::�---------
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D Cumtnt 1ystam an:hi1ecture, platlmn challengea and impact ol lhe 
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0 Impact of MCUnty limllallonsand fiskt 
0 Catalog of existing and Min malntenance requirements 
Cl 181uea witt'I aupporting Iha fnfrastructure jstaff & techl'!Olog)') 

Cost fDd 81111 

O Coll and benefit anatysls belwNn the cumtnt and polllnllal future atate 
1:3 Risius assoclatadwllh modemaing VII refactoring 

) 
------- -- ---- -- -

Supporting Documentation � I 

0 Strategic 8usine11 Drivers Analysis 
0 BuslnessC.,,.bUity Model jBCM) 

_. o Cllrrent Stala Assessment 
0 Prior Assa�ments 

0 logical Architectu,e Diagram 
C llwentory of Con, end Re lilted Applicationund lntadaces 

·-t,, 0 IT Spend Oeta -Capital& �I 
O Maintenance and Enhancement Volume and Backlog (BSRs. wiU, aging) 
Cl Current State Auaasment 

-4 Ci StralegicAltemativH and lmpacl Repcxt Qncludingcoet-benefil analytls) 
� IRMS IT Spend Analyals 

Assessment results and recommendations were informed by existing Virginia Tax documentation 
(e.g., logical architecture diagram, maintenance and enhancement volume and backlog, IT spend 
data, etc.) and research and fact-finding efforts that resulted in the following Gartner deliverables: 

• Strategic Business Drivers Analysis

• Business Capability Model (BCM)
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• Strategic Alternatives and Impact Report

• Transformation Roadmap
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The findings were then validated and consolidated, culmination in this IRMS Modernization 
Assessment. 

2.5 Modernization Goals and Strategic Business Drivers 

A successful modernization strategy requires prioritization of key business drivers aligned with 
agency strategic goals while minimizing risk exposure. 

Figure 4. Strategic Goals for a Modernized IRMS 

Effectiveness 
Improve acalabllity of � � 
Enhance the ell'eelMnlau of lfllMl1'JIIII
decision-making. Improve ease of use, 118inlng,
and knowledge tsanllfer. tmprove \llrginla'a 
relationship with IIIXpllyers, Strategic Drivers 

for a Modernized 
.RMS 

Aglllty 
Ensure the continued � and c:onsl$tency 
of lllll rewnue colection and nianaoeme,it. 
Adapt to new tax types and make adjustments 
to asting taic prog1'&111S., lmp!OYe agility and 
speed responding Ill � requesls and 
new policy lnillatiYes. 

Productivity 
Increase•� prodUCCMty and r,dtlca 
CO&lll. Redue& technlcal debt while improving 
digital delleltty (speed. agilitJ, and automallon). 
Improve setf.seivice tools and maintain Ille 
ability lo (luefY raw data. 

ComRllance & RlsJ( 
Ent,anGe compliance with the current and future 
tax policy and l!!Qislallon and mnimlze non
compliance lo reduce the tax gap. EIISlll'9 
arcllhecture &ec4.lfflY and � dexterity 
Identifying and rnpond,ng to fraud and 
cyberaecurity threats. 

The following business drivers represent the IRMS modernization goals expressed by Virginia 
Tax Leadership and external stakeholders: 

Better Ablllty to 
Meet Current & 
Emerging 
Business Needs 

Improved 
Service to 
Taxpayers and 
Other External 
Stakeholders 

• Improve time-to-value delivery of changes and services
• Support business innovation and continuous improvement
• Achieve more streamlined implementation of annual

legislative changes
• Digitize paper processes

• Provide a robust online portal for taxpayers and their agents;
for viewing account information and submitting applications,
forms and payments

• Update forms, instructions and the presentation of billing and
other calculations so they are easier for taxpayers to
understand and achieve voluntary compliance with

• Improve data access to Localities, in support of their service
to taxpayers
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Better Ablllty to 
Introduce 
Operational 
Efficiencies 

Streamlined Tax 
System 
Maintenance 
and Operations 

Redu�d 
pperatlonal 
Risk 

-- ---

• Streamline data & facilitate data analysis and reporting,
especially for business users

• Focus audit and collections activities on higher yield cases,
based on analytics performed by the system

• Improve task management and workflow capabilities
• Standardize processes and documents across tax types
• Provide a dashboard view of taxpayer account information

and transactions

• Reduce IT application maintenance costs

• Improve system stability
• Minimize complexity of the IT landscape
• Improve system support and maintenance by enabling speed,

agility and intelligent automation

• Enhance fraud prevention and internal controls capabilities
• Introduce best practices system and application security

• Improve system stability
• Attract and retain business and IT staff
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The Current State Assessment (CSA) serves as a foundation for subsequent IRMS Modernization 
Assessment components, including the Strategic Alternatives and Impact Report and the 
Transformation Roadmap. The CSA is based on the findings derived from a comprehensive 
discovery process that included Gartner's review of Virginia Tax's IRMS system-related 
documentation, leadership interviews, focused workshops with internal and external agency 
stakeholders and a review of historical modernization studies. 

The IT Modernization Program includes the following key functional areas: 

• Process Returns & Payments - Receipt, processing and initial validation of all tax returns
and payments as well as billing, registration, mail handling. At Virginia Tax, also includes
online portal management.

• Manage Taxpayer & Stakeholder Relationships - Taxpayer information assistance and
self-service as well as internal and external communications.

• Conduct Investigations & Audits - Overall case management of investigations, including
collections, audits, appeals and special investigations.

• Manage Collections - Scoring, tracking and collecting payments from delinquent and
underpaid taxpayers.

• Manage Revenue - Performing financial reconciliation and related financial management
functions. At Virginia Tax, also includes handling tobacco stamps.

• General Legal & Technical Services - Managing all aspects of Special Taxes processing
as well as offers in compromise and tax credits.

• Manage the Enterprise - Supporting agency performance and information technology (data
& analytics, content management, security, business rule & queue management, etc.).

• Manage Administrative Services - Administrative and strategic processes and functionality
related to core commonwealth administrative processes (human resources, policy
development, FOIA processing, etc.).

The Current State Assessment is graphically represented via the Business Capability Model 
(BCM), which identifies Virginia Tax's capability needs. The Virginia Tax BCM is shown in the 
figure below. 
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Figure 5. Gartner's Current State Assessment for the Virginia Tax BCM 
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3.1 Business Capability Findings and Implications 

Once Gartner documented and validated Virginia Tax's core functional needs and their alignment 
via the Business Capability Model (BCM), Gartner then conducted a gap analysis of each Level-
1 capability on the Virginia Tax Business Capability Model to assess the gap between current 
state IRMS capabilities and those deemed necessary by internal and external stakeholders. The 
analysis used the following scale to measure current state functional gaps: 

Figure 6. Gartner's Gap Analysls Scale 
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The BCM reflecting gap areas is shown below. Note that a larger version of the graphic is included 
in the BCM section of the appendices. 

Figure 7. Gartner's BCM Gap Areas 

The findings and implications of the gaps between current state IRMS capabilities and those 
deemed necessary by internal and external stakeholders are detailed in the following subsections. 
These gaps should be considered in the context of IRMS capabilities versus those offered by 
Modem COTS tax systems, which are built to align with current tax system and tax processing 
best practices, are highly configurable, and utilize common technologies, making it easier to make 
process and other changes and easier to hire the staff/contractors to make those changes. 
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3.1.1 Impact of Gaps and Limitations on Agency Internal and External 

Stakeholders 

The findings on capability gaps have been organized into two categories - those impacting 
business value and those impacting technical value. Each of the categories has a number of 
major themes, as noted in the figure below: 

Figure 8. Categories of Capablllty Gaps 

Business 

Value 

Technical 

Value 
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The key findings for each theme have a substantive and ongoing impact on Virginia Tax•s 
operations and are detailed in the Business Value and Technical Value sections that follow. 

3.1 .. 1.1 Business Value: Impact of Gaps and Limitations 

System Inflexibility & Dated Capabilities Inhibit Revenue Loss Avoidance 

Within a tax agency, there are a number of opportunities to avoid revenue loss. These are most 
often related to the ability process returns and refunds correctly and timely, the ability to 
continuously improve controls to prevent errors and avoid internal external fraud and the ability to 
improve processes and documentation. The IRMS findings below are the result of the technical 
inflexibility of the IRMS system combined with the lack of market resources available to develop 
and perform system changes. Essentially, changes are difficult to make and there are few people 
with the legacy skillset to make them. This has resulted in: 

• High volume of suspended returns and payments that are difficult to research and resolve,
resulting in incurred interest and unbilled revenues, due to filing and payment processing
inefficiencies and complex data management.

• Challenges with building additional preventative controls into the system, presenting
internal fraud risk; due to system inflexibility.

• Inconsistent and/or missing audit processes and documentation, resulting in high loss rate
for appeals cases; due to insufficient case management and records management
capabilities; and

• Management not being equipped with the data tools necessary to best focus staff efforts
in revenue-impacting areas such as collections and audits; due to lack of automated task
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management, poor case management and the system not providing predictive fraud/audit 
analytics (use of Al, machine learning, social analytics) or performance dashboards. 

Absence of Robust Reporting & Analytics Inhibits Performance 

Data and information are at the crux of strategic decision-making. Since IRMS consists of a 
number of inter-related applications (Advantage Revenue, CACSG, Siebel, etc.), taxpayer and 
other data resides in multiple databases. Pulling ad-hoc data reports and running queries is 
difficult and time-consuming for business staff without deep knowledge of the data and the 
reporting technology (SQL). This has resulted in: 

• Business managers & staff being unable to run the ad-hoc reports and queries needed to
perform either standard tax administration or strategic planning; they must instead request
that OT pull data, which can take weeks; due to complex, technical SQL reporting and
large volume of data across multiple data sources.

• Inability to rely on reported data without first performing extensive analysis and/or manual
work and calculations; due to poorly or unrelated data across systems, conflicting data
across systems, existence of duplicate accounts, inability to link accounts, etc.; and

• Localities having no real-time access and limited monthly access to Tax data they need
for local planning; due to external state stakeholders having no system access to pull ad
hoc reports.

External Stakeholder Needs & Expectations Not Met by Current Operations 

As a Tax agency, it is critical to facilitate transactions with external stakeholders to encourage 
timely, efficient and correct transactions. Tax agencies are now expected to have robust online 
portals to gather information, documents, applications and payments from taxpayers and those 
working on their behalf. The portals are also critical to ensuring complete and digestible account 
and transaction information is available to taxpayers. Tax agencies are also expected to 
standardize processes across tax types, to the extent possible; process consistency helps 
taxpayers better understand what is expected of them, making them more likely to comply with 
Tax policies. Virginia Tax has been unable to perform a wholesale modernization and 
improvement of its online portal capabilities and update its processes for consistency across tax 
types. This has resulted in: 

• Inability to create a robust, centralized online portal for business & individual filing and
payments across tax types, which has caused a disjointed customer experience (posing
a challenge to voluntary compliance) and has also led to the Legislative request going
unmet, due to technology and resource constraints.

Maintenance of disparate processes across tax types, including some low-volume tax
types still being paper-based, causing confusion and frustration for taxpayers and
inefficiencies for the agency; due to technical resource constraints preventing low volume
returns (estimated 47K out of 13M+) and the remaining 18 of 66 tax forms from being
converted to electronic; and

• Inability for individual tax preparers to access client accounts to view and file/pay/inquire
on their behalf, hindering voluntary compliance and causing frustration; has also led to the
Legislative request for enhanced preparer access going unmet; due to technical resource
constraints and a lack of inherent security permissions capabilities required to configure
3rd party access.

Persistent Operational Inefficiencies Due to System Limitations 

Tax agencies benefit immensely from the ability to adjust the language, presentation of tax data, 
online processing requirements, level of automation, etc. in response to feedback from taxpayers, 
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communications staff and others. Simple adjustments can make a measurable impact in critical 
areas such as taxpayer voluntary compliance, Customer Service volume, etc. Because of the 
inflexibility of the legacy IRMS system, there is a backlog of requested language, process and 
other improvements. This has resulted in: 

• Forms, instructions, bills and other documents that cannot be updated for plain language
improvements and to present calculations and other information more clearly, resulting in
ongoing taxpayer confusion/frustration, filing errors and an unnecessary burden on
Customer Service; due to system complexity and lack of IT resources to make IRMS form,
letter and other "enhancements."

• A disproportionate amount of business staff time being dedicated to manual work and
workarounds rather than tax administration; due to inability to automate paper-based
processes, lack of workflow capabilities, etc.

• Lack of readily accessible taxpayer data and the need to transact within more than one
system, leading to significant inefficiencies, including tasks taking longer than they should
and the need for rework; due to data housed in multiple applications and the lack of a
dashboard view of the taxpayer; and

• A number of forms, applications, etc. that cannot be submitted online, resulting in labor
intensive and error-prone paper processing that is inconsistent across tax types; due to
inability to update the system in line with modern electronic processing standards.

3.1.1.2 Technical Value: Impact of Gaps and Limitations 

Significant Effort and Resources Required to Support and Maintain IRMS 

IRMS is a complex, heavily interdependent system comprised of 40+ discrete applications, with 
core systems originally custom built in early 2000's, using near obsolete technology 
(PowerBuilder, COBOL, Visual Basic and ActiveX). Unlike modern COTS tax systems, which offer 
significant agility via configuration. IRMS technology requires coding rather than configuration for 
changes. This has resulted in: 

• Technical teams spending considerable time and resources on maintenance and security
upgrades; due to the technical debt around Virginia Tax's aging and complex IRMS
environment.

• The myriad of point-to-point integrations causing data integrity challenges; due to the lack
of a central data warehouse for all tax data, forcing applications to replicate and aggregate
data for their specific use cases; almost every single application within IRMS has
integrations and dependencies with other applications; and integrations are commonly
done via database batch jobs along with some API interfaces for real time transactions;
and

• Solving business needs becoming increasingly difficult; due to legacy & deprecated
technology, architectural complexity, security limitations and developer resource
limitations.

Loss of Institutional Knowledge & Inability to Close Talent Gap 

IRMS technology is nearing obsolescence, and the people with experience with PowerBuilder, 
COBOL and other aging IRMS technologies are approaching or even past retirement age. 
Younger people in the job market are uninterested in learning an obsolete technology that is so 
dissimilar in look and feel from what they use on a daily basis. Additionally, Virginia Tax's pay and 
other benefits are not competitive when compared to the many local and remote private sector 
opportunities available to potential candidates. This has resulted in: 
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• Significant dependency on institutional knowledge of tenured staff, with many key staff
having retired or approaching retirement (average age of Virginia Tax staff is
approximately 50 years-old).

• Increasing difficulty attracting and retaining talent; Virginia Tax is experiencing dwindling
responses to vacancy announcements, with critical open positions needing to be re
posted 3-4 times before a new hire is made; some positions remain open for several
months; due to lack of interest in learning outdated technology and salary and telework
limitations.

• Training of new hires on the many systems that comprise IRMS taking over a year, with a
bulk of the staff training focused on "workarounds; since systems cannot be fixed due to
cost, age and complexity; and

• Loss of institutional process and system knowledge becoming a crisis.

Note: While the Loss of Institutional Knowledge & Inability to Close Talent Gap is 
included within the Technical Value section, it applies equally to the Business Value 
area. 

Major Security Risk due to Legacy Technology and Solution Architecture 

The inherent security of legacy components is inferior to that of modem systems, and it is 
challenging and time-consuming to implement security enhancements. Some security-related 
reports are difficult to aggregate and translate into meaningful, consumable information, making 
it difficult for the security team to quickly identify risks and vulnerabilities and act upon them. There 
is increasing concern that IRMS will struggle to maintain compliance with IRS Publication 1075 
requirements for tax system handling of Federal Tax Information (FTI) in the near future. Although 
Virginia Tax and VITA use modern technology and tools for broader security areas outside of 
IRMS, the IRMS landscape is large, as is the corresponding vulnerability gap. This has resulted 
in: 

• Increased risk of internal and external accounts being compromised, due to highly
insecure and deprecated encryption standard for passwords.

Role-based access control and account management lacking the granularity necessary to
ensure adequate segregation of duties; due to permissions being based on workgroups
rather than roles.

Inadequate detection or prevention of unauthorized access.

Identity and access management (1AM) for AR Web failing to meet current security
standards, introducing risk across the IRMS application landscape and making Virginia
Tax vulnerable to breaches; due to manual 1AM.

• Increased risk of security exposure from unencrypted and over logging of system activity
in log files (including PII), ineffective analytics and no ability to detect or prevent malicious
activity.

• Vulnerability to inappropriate access, requiring additional security measures, such as
browser monitoring, which further exacerbate the risk due to unencrypted storage; due to
AR's workstation-based configuration, with sensitive data stored on the workstations.

Inability to perform standard security activities, including efficient event log analysis, taking
advantage of full vulnerability scanning tools, implementing single sign on (SSO), etc.

• Difficult tradeoffs of security vs. legislative and business change requests; due to the
difficult and time-consuming nature of making security changes; and
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• Making IRS Publication 1075 compliance difficult in areas such as access management,
data flagging (FTI) and enforcing least privilege.

Rigid. Aging and Complex System Prevents Rapid Deployment of Change 

IRMS is a custom-built, complex and highly inter-dependent system that is over 20 years-old. It 
is extremely difficult and time-consuming to make, test and deploy changes, especially given the 
limited market resources with knowledge of the aging system. This has resulted in: 

• The majority of taxpayer and agency-requested enhancements being unmet, with 65% of
technical debt aged 1 + years and 37% aged 2+ years; because IRMS support is primarily
dedicated to legislative & annual changes and critical defects;

• Responses to legislative requests taking significantly longer than in other states, with
every update having potential impacts to integrated applications; due to legacy technology
requiring significant development, integration and regression testing;

• Inability to deploy automation techniques, inconsistent and manual deployment
procedures and time-consuming and arduous testing, which is predominantly manual; due
to legacy, custom technology prolonging development cycles; and

• Extensive use of workarounds to meet business needs, which further exacerbates the
complexity of future changes.

Extensive Modernization Necessary to Avoid Risk of Failure 

As stated previously, IRMS is a custom-built, aging system that is difficult to change, with some 
desired changes nearly impossible, given the technology and support resource constraints. Given 
these constraints, focus and attention are necessarily dedicated to legislative mandates, such as 
annual changes, and resolution of critical issues. Which leaves little to no bandwidth for 
proactively maintaining system health and stability. This has resulted in: 

• Technical debt and defecUenhancement backlog that cannot be resolved for the primary
applications comprising IRMS (i.e., AR, CACSG and PASS), given the outdated
technology and talent constraints.

• IRMS experiencing increasing levels of performance degradation during times of high
activity and/or large data volumes (and failure to enforce data retention requirements),
and IRMS being exposed to incremental points of failure, frequent bugs & issues and
downtime to implement fixes and upgrades; due to reliability and stability issues stemming
from ever-increasing technical debt.

• Virginia Tax being hindered in carrying out its mission largely, which they've only been
able to continue carrying out because of the exceptional staff effort to maintain current
systems and perform highly manual, labor-intensive workarounds; and

• Tax system technology reaching a point where there is a high risk of a major operational
limitation or security failure; without a major modernization or complete replacement
Virginia Tax will face continuing struggles to maintain sufficient operations and will remain
non-compliant with the Commonwealth's cloud-ready mandate.

3.1.2 Functionality Requested by Internal and External Stakeholders 

3.1.2.1 Functionality Requested by Internal Stakeholders 

The following functionality was specifically requested by Virginia Tax staff during leadership 
interviews and stakeholder workshops: 

• Fully integrated system with and-to-end modern capabilities (not an update to IRMS)
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• Comprehensive view of taxpayer accounts, including electronic document access
(returns, correspondence, etc.)

• Integrated case management within the tax system

• Advanced workflow capabilities, enabling efficient and consistent processing

• Standard work queue functionality and management dashboards, in support of task
assignment and management and staff productivity analysis

• Robust self-service reporting for all staff, in support of operational analysis and decision
making

• Digitization of tax documents for all tax types to facilitate research, especially across
departments

• Better integrated filing and remittance capabilities, to minimize suspended payments
and returns and related lost revenues/excess interest payments

• Improved data quality and access via enhanced data capture, account linkage and
validations

• Enhanced online filing and payment capabilities within a single portal, including for
miscellaneous taxes, liens and bankruptcies

• User-friendly, modem system that enables staff to focus on business and customer
needs rather than IT workarounds

• Reasonable ability to implement fixes, process changes and perform continuous
Improvements, enabled by a more configurable system and adequate IT support

• Integrated system that eliminates data Inconsistencies resulting from maintaining the
same data elements across multiple applications (and databases)

• Improved external user authentication (taxpayers, tax preparers, locality staff, etc.)
online and when calling the Contact Center

Better system performance, especially during peak volume periods (around tax
deadlines, during large bill runs, etc.)

• Modem customer-facing portal with an intuitive user Interface and a faster, easier
process for updating the portal in response to customer feedback and in line with other
messaging channels

• Increased use of plaln language and straightforward presentation on bills, returns,
notices, letters, etc., in support of voluntary compliance

• Add reporting and provide analysis of results and performance for Compliance
programs; results would include assessments, collections and productivity by program
and unit or area; collection/assessments ratios, time to collect by program, write-off and
discharge data, etc.

• More robust Refund Fraud predictive analytics and modeling (e.g., ability to easily
add & modify models, measure results by model, quantify incoming correspondence by
age & model, etc.)

• Advanced Compliance productivity tracking and reporting (e.g., employee time
tracking and system access, case inventory by age and program, etc.)

• Retain the ability to access data quickly for staff who rely on SQLs to query data on the
fly

• Well-defined functionality for authorizing and removing access
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• Streamlined and automated process to create desk audit cases by auditor/examiner,
program, and year

3.1.2.2 Functionality Requested by External Stakeholders - Commissioners of 
the Revenue Representatives 

The following functionality was specifically requested by Virginia Commissioners of the Revenue 
Representatives during a stakeholder workshop: 

• Improved system access for Locality users, including additional logins and full search
and other basic capabilities, so designated staff in counties, cities and towns can better
access data in support of local constituents and Virginia Tax (e.g., if Localities have the
ability to query an offline copy of the Sales & Use Tax database, they can report anomalies
to TAX)

• Increased and more real-time access to actual sales and use tax and other data and
reports for Locality users, in support of their budget and planning needs

• Ability for Locality users to pull their own reports throughout the year

• Geographic Information System (GIS) integration for improved field audits, more
accurate business location verification for sales and use tax transaction locations, etc.

• Improved Locality Integration into the Customer Service process, including view-only
access to account notes, so they can answer basic questions and easily transfer
constituents to Virginia Tax, when appropriate

• Better access to corporate tax account information in support of local audits (part-year
returns contain move-in and move-out dates used to determine tax liability; customer
contact information, if made available, increases the viability of audit assessments)

• Insight into large refund claims under consideration (those that would have a material
impact on their local budgets) and timely notification of the approval of such claims

• Electronic process for Loca ity sales tax revenue transfer request and approval

• Remote access capabilities in the event of a situation that would invoke the Continuity of
Operations Plan

3.1.2.3 Functionality Requested by External Stakeholders - Tax Professionals 

The following functionality was specifically requested by Virginia Tax Professionals during their 
meeting with Virginia Tax: 

• More logical, straightforward instructions and processes for making online payments
for Individuals

• Timely response to correspondence

• Updated e-signature capabilities for online processing

• Straightforward, detailed presentation of financials on bills and other notices (e.g.,
penalty and interest rates, calculations, application of payments against a tax year,
payment receipt date, etc.)

• Simpler refund verification process and faster release of refunds after verification is
complete, including the ability to check the refund status

• Transparent and streamlined audit process for withholding audits

• Forms updates to reduce the need for manual keying of data

e 2022 -. Inc. and/ot Is a&lle All ,tghla --,, 
fO( RES1RICTEO use of \liglnla Dap..tm.nt of T...UOn only. Gartner. 



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

Strategic Analysis & Impact 

0 2022 -. Inc. and/er Ibo &1111-. All dgllb ,-ved. 
Fa, RESTRICTED - of Vlrglnl& DBpa,tnwrt of Tualian only. 

Virginia Department of Taxation 
December 15, 2022 - Pape 24 

Gartner: 



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

Virginia Department of Taxation 
December 15, 2022 - Page 25 

4.0 Strategic Alternatives and Impact Analysis 

4.1 Modernization Alternatives Analysis 

Based on business and technical findings from the current state assessment as well as agency 
performance criteria, best practices and business alignment, potential solution options were 
identified and evaluated. This process was further informed by conducting a landscape analysis 
of other states that have recently completed or are in the process of completing modernization of 
their integrated tax solution. 

Figure 9. Modernization Altematlves Analysis 

Business 
Alignment 

Current State 
Assessment 

Landscape 
Analysis 

Cost 
& 

Risk 

Best 
Practices 

...... Modernization 
... Options 

• 
Modernization 

Recommendation 

Four solution options were considered: Custom Solution, Single COTS Solution, Best of Breed 
Solution and Refactor Legacy Components Solution. Each solution is described in the following 
section. 

4.1.1 Modernization Solution Options 

Option 1: Custom Solution 

Leverage 3n1 party design and development firm(s) to develop and deploy a customized tax 
solution that meets all of Virginia Tax's needs, using modern technologies and architectural 
principles. This custom solution would replace IRMS and deliver enhanced capabilities, while 
providing the functional agility to support new and emerging needs. This option allows for Virginia 
Tax's complete ownership of the solution source code, innovation cycles and delivery of value 
with reduced reliance on vendors over the long term. However, this option will require an 
extremely high level of effort to design, develop, deploy, and maintain. Additionally, 3n1 party 
design firms may not have deep subject matter expertise in tax processing, likely resulting in a 
higher-than-normal reliance on Virginia Tax SMEs for an extended and sustained period. Such 
firms do not typically possess long-term maintenance and support capabilities, so post
implementation in-house support would be required. 

Custom Solution components require moderate to complex integration across applications: 

• Custom/homegrown Core Tax Processing Solution; and

• Other components for portal, collection, compliance and audit, CRM, and business
intelligence, similar to the Best of Breed COTS Solution.
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Option 2: Single COTS Solution 
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License and implement a single-vendor Commercial Off the Shelf (COTS) integrated tax system, 
developed by a proven firm with deep tax knowledge and expertise. This solution can be 
configured to meet a majority of Virginia Tax's needs with minimal customizations and would 
streamline operations, but it would require some level of business process changes to leverage 
the best practices built into the system. A COTS solution would use modern Cloud or Software 
as a Service (SaaS) technology and architecture principles that allow for supporting new and 
emerging needs. This option requires a lower effort to deploy and maintain, however, a single 
COTS tax solution may not have satisfactory levels of maturity/sophistication with regards to 
customer service, portal look and feel, data analytics, etc., and it may lack foundational elements 
of human-centric product design. 

COTS Solution Components require simple integration across applications: 

• Single architected Tax Solution, including remittance processing, collections, compliance
& audit, E-File, CRM, online portal, and business intelligence capabilities. (e.g., FAST,
RSI).

• Potentially augmented by business intelligence and predictive analytics solution (e.g.,
Azure Synapse etc. over the longer term); and

• Paper Processing and Customer Communications supporting infrastructure retained from
current state, with enhancements.

Option 3: Best of Breed COTS Solution 

License and implement a collection of COTS applications that are fit for purpose solutions for 
Core Tax Processing, Online Portal, Case Management, CRM, and Analytics. This option could 
be configured to meet a majority of Virginia Tax's needs with minimal customizations, but it would 
require business process changes to leverage the best practices of each of the proven fit-for
purpose applications. This solution would use modern Cloud or Software as a Service (SaaS) 
technology and architecture principles and allow for supporting new and emerging needs; 
however, the multi-system landscape would necessitate an enterprise integration platform, 
increasing the complexity of implementation while limiting overall functional agility. This option 
would require an increased level of effort to deploy and maintain, and it introduces complexities 
in terms of contract planning, vendor performance management and contract oversight. 

Best of Breed Solution Components require moderate integration across applications: 

• Core Tax Solution (e.g., FAST, RSI).

• Online Portal for Taxpayers, Businesses & Tax Preparers (e.g., Microsoft Dynamics).

• CRM Solution (e.g., Salesforce, ServiceNow, PEGA etc.).

• Case Management Solutions for collections, compliance, and audit (e.g., PEGA, Appian,
Microsoft, etc.).

• Enhanced Business Intelligence and Predictive Analytics Solution (e.g., Azure Synapse,
etc.); and

E-file, Paper Processing and Customer Communications supporting infrastructure
retained from current state, with enhancements.
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Option 4: Refactor Legacy Components (Minimal Enhancements) 
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Leverage a third-party service provider to restructure and re-code the core legacy applications 
(CACSG and AR) and move the code to a modem technology platform. This solution requires in
depth knowledge of the core IRMS code-base to isolate the components for modernization into 
an integrated solution and reduce architectural rigidity. This option is likely to face proprietary 
issues with re-use of existing code-base, which may prevent "porting" code to a modem language 
and/or technology. This option would fail to meet the majority of Virginia Tax's needs, since 
refactoring alone would not close existing functional gaps nor remediate technology risks. The 
solution would have low agility, due to the complexities of updating and implementing changes in 
this environment. This is the lowest-rated solution option. 

Refactored Solution components would continue to use the existing complex integration across 
applications: 

• Refactored Tax Solution (AR)

• Refactored collections, audit and compliance solution (CACSG)

• Upgraded CRM solution (Siebel); and

• E-file, Paper Processing and Customer Communications infrastructure retained from
current state, with enhancements.

Potential solution architecture components for the four modernizations options are 
shown in the figure below. 

Note: Specific companies and applications are examples for illustrative purposes only and are 
not intended as solution recommendations. There are multiple solution options for each function 
that may meet Virginia Tax's needs. 

Figure 1 O. Solutlon Architecture Components for the Four Modernizations Options 
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The assessment criteria and evaluation ratings are summarized below. 

Figure 13. Level-2 Evaluation Summary 
-

Assessment 
Criter1n Descr1pt1on Custom Solution 

Area 

Bualneu V1lue � 
Cuatomer Centric Degree to which the solution functionality 
/ Self..S.rvtce meets Internal & external stakeholder needs, 

inclu<fmg the ability to integrate more digital 
and self-service opportunities 

-
Future NHda and I.eve! of flexibility of tile solution to suppon 
Functional Aglllty evolving legislative requiremel!IS; 

conflgurab4lily to support operational 
optimization 1e.g., workflows, vatidalions and 
other enhancements); lime-to-production of 
changes and services 

Operational Degree to which the sotulion addrasses current 
Efficiency functional and operational inefficiencies 

--

Reporting and Quality of standard end J;l{edtctive analytics and 
Analytlca tile degree to which reporting tools available to 

bus ness users enable operational performance 
analysis and lmprovemenls 

,.,,,,_ ___ ·-·-

Technology Value 

' Architectural Complexity of technical architeclllre. 
Complexity mtegralions and data soorces 

Uaablllty Degree of intuitiveness of the system 
111terface for,intemal and extemal 
stakeholders 

Security, Data and Ability of tile solution to meet security. 
Privacy privacy and data protection needs 

Effort to Maintain Effort and resources required to support 
and maintain the target state solution 

-

Realllency Ability of the solution to deliver 
enhanced operaliOnal stability and 
avalabi�ty 

Alignment lo Alignment ol the solution approach with 
Market Trends broader direction of ottler states. Wllere 

tlle marf<etls going from a vendor 
perspectiVe and a clienr perspective 

Exacutlon Riek 
- ..

Vandor Management The degree to which the solution option 
Complexity mitigates risks associated with coordmation 

across m�ltiple vendors. during both system 
implemel\lation and subsequent operations 

Time to Implement The time It wil take to procure. plan for and 
(Phased Approach) execute the Implementation of al capabilities 

Chan� Manegem,nt The degree of change and complexity of 
transitioning from current state to larget stale 

Coat 

Coat of Ownership (High Initial cost of implementation and on-gomg 
Lavel 10-year TCO) costs to �intain and support the solution 
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4.1.3.2 Level-2 Evaluation - Business Value Detail 

Figure 14. Customer Centric/Self-Service 

• A c.ustom solution provides maximum opportunity 
to meet lnlemal and external s.takeholder needs. 
related to the core tax processing system, and it 
� so wilhout oomp,omising functionality, 
wilhout requiring the agency to ad1ust business 
processes to fit COTS solution constra nts and 
wilhout the need to negotiate with the COTS 
vendor to make necessary customizations. 

• Oilier than the COf1I tax solution. the remaITTing 
obseMltions would be similar to a Beat-of.Bleed 
solution 

• Single vendor COTS solutions include a!andard 
configlnbility for updating letters, forms, notii.es. 
elc in response to customerfeedback 

• COTS offerings Include a central onlme portal for 
account owner and a- party filing, payment, 
a«ountviewing, documentaccessand customer 
&8MC8 functiona 

• COTS solutions win support standardization of 
disparate processes ae,osa tax types, making 
transaction p,ocessang more consistent and 
straightforward 

• Da$hbOl!lrd view of cuslomer account and ntlated 
documents facilitates staff analys,a of accounts 
when working cases, etc, 

• COTS -.dors in the markeldel� a user 
intalface and experience almilarto those ptO\lided 
by modem business and penonal applications, 
bul the flexibility of the IOok and feel and overall 
usability is limited to spec:ific "8fldor offerings 

Figure 15. Future Needs & Functional Aglllty 

• A custom core tax system would proYide 
maximum flexibility to support Mure 
enhancementsand legislatlve naedt but would 
require a complex build that requires ongoing 
custom coding (nrlher than conliguration)for 
updates, upgrades, enhanc«nents and other 
changes; such coding is lime consuming and 
requires aigniflcant tegtjng which increases the 
lime lo produc:lion 

• This solution would also significan� enhance 
workflow and validation capabilities, but adjusting 
processes would be difficult and lime consuming 

• Other than the core tax solution, the remaining 
obaenrations would be similar to a Best-of-Breed 
solution 
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• Leading COTS tax 1ystams are highly 
configurmi. and less dependent on emimal 
aystems, suppotting a quick lime-to-production for 
changes bul H would require Virginia Tu to adapt 
some of its pn,cesaes with the COTS capabilities 
and/or collaboratewith the COTS vendor for 
adding features to the product roadmap. 

• COTS solutions offer flexible workflow and 
validation capabilities 

• Vendor/partner resources offer deep lax and 
,_nue domain eq,ertise and e.q)erience 
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• At the center of a Best-of·Breed solution would be 
a coni tax processing system, which would 
provide the standard configurabllily for updating 
lellera, forms, notices, etc, in response to 
customer feedback 

• A Best-of»Bnled solution would provide an onllne 
portal ro, acc:ount owner and 3"' party filing, 
payment, account viewing, documentaccess and 
customer service functions, this solution should 
offer Ille best UI 

• The integration of multiple applications wilhin this 
solution would make standardization ol proc-s 
difficult 

• A dashboard view of customer accounts and 
related documents will be more dlfficultto achiaYa 
gt.en the Integration compluilles of this solution 

• Solutions with a multiple interfaces are more 
difficult for intemal users to learn and navigate 

• Best-ol-Breed IIOlulions are generally highly 
configl.ll8ble, since vendors aim to SGfYe the 
broadest cualomer base, so they allow high 
flexibility to mffl Virginia customer-specific needs 

• These solutions have multiple interdependencies,, 
which lncteaM& the level of efrort and lime-� 
production for syslem changes 

• Best,of.Breed solutions are challenging to 
maintain and upgtade due lo multiple integration 
points and arch�ectural complexity 

• These solutions generally offer workflow and 
validation capabilities, although adjusting 
processes acroas syslen1$ is more complex and 
will ha¥e conslralnts 

• Vendor/pa�,,- may not have slrong 
knowledge of the tax and ravenue domain 

Gartner. 
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Figure 16. Operational Efficiency 

• Ma)Olity of cu!Nnt functioflllll and openitional 
inefficiencies are due to Iha legacy tachnology and 
Iha rigidity of the solution architecture itself; as 
IOng as a custom solution js grounded 1n best 
practic:es, supports architecture pnnclples such as 
SOA, miero1181\'ices, etc:. and alklws for functional 
agility. a custom solution�an full\/ address current 
ineffieianclas 

• Othar than the �ore w solution, Iha remaining 
observations would be simllarto a Best-of-Breed 
soF.ution 

Figure 17. Reporting & Analytics 
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• Leading COTS w �terns are highly 
r;onfigurable to remedial& functional and 
operalional inefficiencies 

• COTS solutions-Offer inhe<ent workflow. validation 
and automation eapabtlilies to repl�e manual 
processes 

• This solution will enable Tax Ptoeessingbest 
practices and .._t technology lnduslry standards, 
but it will requa agencies to adapt their 
opetations to leverage the out.of.the-box 
functiona ity of Iha solution 

• COTS solutions provide moderately alJong 
reporting and analytics in support of alnltegic 
analysis, decision-makilgand prloritiZalion: this 
solution will provide rellltively limited Cl'0$$-S)'Slem 
analyllc eapabilllieund could have hm�ed 
ftelibility 

lnhe<enl aystem capabilities wi11 support majority 
of Iha agenc(s needs in tenns of predictive 
analytics/ease selection within the solution some 
augmented predictive analytics capabllity may be 
desiredlneeded(outaide ol the wlulion offeringsJ 

• This solution w, provide dashboard capabi ities to 
enable manager.s to monitor and direct Iha wOl1( on 
their areas felatively easily 

• AsingleCOTS solubon'scentralizeddata 
management presents a lower risk of data 
inconsistencies and simplifies data management 
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• Leveraging a leading COTS solution !or core tax 
precessing wi' remediatemany of the functional 
end ope,ational mefficiencil!ls. 

• Since Best-of-Breed sorutlons fnco,porate mulliple 
applieations/systems/plalfonns, then worl<flows, 
validation and automation are more com111ex than 
in a single-system ermronment, and some 
process intagrationcapabititiesmay be limited 

• Best-of-Breed solutions offer Iha highest degree ol 
fteJUbil!.ty in terms of tailoring proceues to 
optimize funclionallly and operations. although Iha 
complexity of end-lo-end precess integration and 
architecture can offset efficiency gains 

� 8"1-of-Breed solutions wi ·1 employ altong 
repoctlng and aRllllytic:S tools thet can be leveraged 
atroM systems in support of strategic analysis, 
decision-making and prioritization 

• This option would i1111:lude strong predictive 
analytics capabilities, lnctudlng solutions such as 
Al, machlneleaming,socialmed,,aanalylics, etc, 
coupled with power visualization tools 

• This solution will provide dashboard eapabllities to 
enable managers to monitor and direct the wOl1( n 
their areas relatively easily 

•· The inhe<ent data compleiilies ol multi-system 
environments present data integrity nsk and 
require a higher data managemenl level of effort 

•· A thoughtful activity to capture data defln�ioos, 
structures and relationships. es well as policies 
and governance of how data should be managed, 
maintained., accessed and shared would be 
required 
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4.1.3.3 Level-2 Evaluation - Technology Value Detail 

Figure 18. Architectural Complexity 

• OeYeloping a custom c;ore !all proceMing solution 
would need to be based on a design lhal is 
grounded in beat practices, employs l8CUli1y and 
data integrity standafds and suppoits an:Meclln 
principles such a& SOA, mlcroservices, etc; ; lhit 
will require significant an:hitectural c:ompluity 

• Virginia Tu will need to manage all tedlnical 
architecture, scalability, high availability, disaater 
mcove,y and timely updates hardWareto lew!lage 
effieienc; ies 

• Olhet lflan lhe CORI tu solution, the remaining 
obseMllions would be similar to a Best-of-Breed 
solution 

• The obselvations would be similar to a Best.of. 
Breed solution 

• Single vendor COTS aolutionawillenable a 
standardized and simplified teclvlology platroon 
across V11ginia Tax's functional .,... 

• This solution consolidates data across fu114;1ions. 
simplifying lhe eslabllshmen of each data field 
source of reconl, cross-syslllm data updala rules, 
ate .• wllll& minimizing data integrity risk 

• Vendcxs manage all technical architecture, which 
is included in sub&c:riptiolVlise fees, and which 
off1KS on.demand IClllabilily, high availability. 
diaaslet recovery and continuous hardware 
updates to levmage efficiencies 

• COTS vendcn in the market deliYllr a user 
int.edace and user experience similar to !hose 
ptovided by other modem busi!M$$and pe,sona1 
applications, but the llellibilily of the look and feel 
and OYMIII utabilily is limited to specific: 'tlendor 
offerings 

• A single vendof solution will offer a standardiZed 
interface IICl"OSI functions and a single logon. 
simplilying Ille customer and ,nt...,.I user 
experience and minimizing initial and ongoing 
training need& 

Figure 20. Security, Data & Privacy 

• The obserlations would be similar to a Best.of. 
Breed solution 
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• A single vendor COTS IOlution would offer 
modernized security and data protection lhat !Mel 
Virgina Tax's security, privacy and data protection 
needs and address current -•knesses 

• Market offerings are designed to handle 
lederal tax in!Qrmation (FTI) and 
have demonslrated inherent Sy$1em security 
compliant with IRS Publication 1075 

• Market offerings are designed for configtnble 
role-based access control (RBAC) 
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• L-.ging a leading COTS solution will enable • 
S1andardiud and simplified technology p4atfonn 
for c;ore tu p,ocesslng; '-· illCOfpOl'aling 
multiple applications/systemslplalfun for lhe 
olhec' components wilintroducecwe,ali 
architectural complellity 

• Th11 solution requires data integration across 
mullipleaoun;e systems.with challengesfn tenm 
of establi&hingeach data lleld source of A1Gonl. 
cron.syatemdata update rules, ate .• presenting a 
data integrity risk 

• This solution requires an en1alprise tntegration 
ptalfonn to more -mlessly lntegrate across the 
solution components 

• Vendols manage all lacllnical architecture, whi>l:h 
is included in aubscriplionllicansef-. and which 
olfera on-demand scalabitty, high availability, 
disaster recomy and continU0\11 haldware 
updates to 1-.ge efficiencies 

• Best-of-Breed aolulions have a high likelihood of 
each component offering optimal usability. In line 
wilh lhe best modem buai- and pe,sonal 
applicationa 

• This solution would resun in a tu ay1tam with 
differing user inlelfac:es acn>as functional areas 
and will potentia'ly requ,re multiple logona, 
especially for internal users, which increases initial 
and ongoing lraining needs 

• A Best-ol-Breed COTS solution would 
off• modernized M<:Unt)' and data protection that 
meet Virginia Tax's security. pnvac;y and da1a 
protection nMds and address current -ak-

• Market offering$ are designed for 
conligurable role-based access control (RBACJ 

• Despite the COTS &Olutions meeting secunty 
standards, pn,per1y handling and storing 
Federal Tax lnfomlation {Flll across systems not 
specif1Caty built for tax agencies, wiltpresent 
challenges in achieving IRS Publtcation 1075 
compliance 

Gartnet 
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Figure 21. Effort to Maintain 

• A custom build mul1i·SY$tem solution will niquire 
the highest lewll of effort lo maintain 

• Virginia Tax wr need lo manage a I technitllll 
architecture, sealabi ,ty. high avallab1tity. d sasle, 
ntC0119fY and· 'rastructure planning for lhe 
custom cote tax solution 

• Virgin a Tax will need to plan and execuie palches.. 
fixes. upgrades and olher changes for the cus!om 
core tax solution, which will require extensi\<e 
development and regression testing as w&II as 
coordination across vendors and technologies 

• Other lhan the cote tax solution, lhe remain,r,g 
obse,valions would be similar lo a Best-of-Breed 
sol� 

Figure 22. Reslllency 

• Virginia Tax wi need to plan and test the cuslom 
core lax so1Ulion"s pe,formance during high 
actrvity tax periods and ensure appropriate 
disaster preparedness 

• Virginia TD wil be ,esponsible for e1ecuting 
pat�hes. fixes. upgrades and other changes for 
the �ustom cote tax solution to e1 m nale 
pe,forrnance degradation and minimize lechmcat 
debt 

• Other than the core laJ solution. lhe rema n1ng 
obseM11ionS would be 11<milarto a Best-of-Breed 
solution 

• The sing re vendor COTS option requires the 
lowest effort to ma ntain due to a slreamlined 
tingle product environment 

• Vendor manages all technical architecture. whicl) 
js .rv;tuded in subscription/license fees, offer on 
demand scalability, high ..a,labnlty, disa:r.ter 
recovery and continuously update hardware to 
leverage efficiencies 

• With a s1ngte vendor COTS sotlltio11L ptanniniJ and 
executing patches. lixes, upgrades and Olhef 
changes is simple< than with othe< solutions 

• Although a single COTS sotul,on provides a 
'single neck to chcke' ffom a maintenance 
atandpomt.1t also involves a consttain driven by a 
�gte product roadmap and related timeline 

• Leading Single Vendor COTS solutions are 
deJigned and bme-tesled for stabt ·ity and 
availability during high activity tax periods as wel 
as any disaster acenarios 

• Vendors maintain all techrncal nffastructure, 
which ,s included in subscription/lotensefl!<ls, and 
which offers on-demand scalability high 
avaitabt ily, disaster lllCOY8f)' and �tlnuous 
hardware updates lo leverage efficiencies. 
provides enhanced operational stability b� 
ehm1nats,g pedormance degradation and technical 
debt 

• A Single Vendor OOTS solution w have very lew 
,ntegrabons wilh other applications. !hereby 
reducing Iha operabonal fatture poinls 

Figure 23. Alignment to Market Trends 

• Custom solutions are no tonger considered a 
viable oplion 1n the markelptace due to the costs. 
risks and inefficiencies;some jurisdictions 
consider re-factoring, but that is not an option for 
Virginia Tax due to the age and types or 
technology employed by IRMS 

• Single Vendor COTS tax systems represent the 
dominant mark!lt !rend, nearly �uarters of 
US states have mplementedor are �urrently 
implementing a s·ngr� Vendor COTS system 
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• Wilha Best-ol-Breed solution, planning and 
executing patches, fixes. upgrades and other 
changes will requite coordination ac,oss vendors 
and lechnologies and wilt neeessitate additional 
regression and other testing 

• Architectural complexity from multi-vendor 
solutions will requite significantly more effort to 
maintain on a day-to-day basis compared to 
simplified single COTS � 

• Bes1-ol-8reed solu1ionsinhibitagency rT 
management autonomy, since the agency will be 
dependent upon/conslrained by multiple product 
roadmaps and related time ines 

• L-ag1ng a leading COTS solution for core tax 
processing w�I ensuie stability and availability 
during high activity tax periods as we�as any 
d1sasler scenarios 

• Vendors ma� n all technicalinfraslructure, 
which is included in subscriptionlti;ense lees, and 
which offers on-demand scatabllity, lligh 
avaitabllity, disaster recovery and conbnuous 
hardware updates lo leverage efficiencies; 
provides enha111ted operational stability by 
etimillalilg pe,formance degradation and technical 
debt 

• WllhBe5t-of-Breed each product will provide 
enhanced operational stability and availability. 
however jntegralion across lhe applicatJons � 
need to be monitored more closely to ensu,... 
a.era11 &01ution stability and 11vailab:,ity 

• Modem Best-ol-Breed solutions are uncomll'lilO
onty ane state !California) solely utilizes a modem 
multi-vendor sol'ution 

• Most states that had previously implemented a 
Best-or-Breed solution have subsequenUymoved 
to Single Vendor COTS model to stream'inecosts 
and elim"nate lhe complexities and constraints of a 
mutti,system. mutti,vendor environment 

Note: Refer to Section 4.2 for the tax and revenue modernization landscape analysis and 
supporting evidence for the Alignment to Market Trends assessment 
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4,, 1,,3,,4 Level-2 Evaluation - Execution Risk Detail

Figure 24. Vendor Management Complexity 

• Custom core tax solution will require he;r;y 
dependence on the professlonalseNices vendors 
during and alter implemeration phase 

• Other than the core w solution, the remaining 
observations would be similar to a Best-of-Breed 
solution 

Figure 25. Time to Implement 

• A custom solution represents the longnt 
implementation timeline, due lo the complexity of 
designing and developing a cora tax solution with 
modem and sec:ure an:hitacture, modem 
programming language and humarM:entric: design 
and customer e,iperience, similar to U- of a 
latge ERP solution 

• Due to the heavy reliance on professional S81Viees 
vendors to complete the wor1c. lhls option 
significanlly inc,eases budget and r.chedule ri1i.. 

• Custom builds require a high degree of mahaity 
on bolh development and support teams and are 
tabor. cost and time inlen$r,,e 

• Other than 1h11 cora tao: solution. the remaining 
obselvations would be similar to a Best-of-Bleed 
soh.rlion 

Figure 26. Change Management 

• The obselvatlons would be similar to a Best-ol
Breed IIOlution 

02022 a.-. Inc. •ndlor b di.._. All rlgllts f9MMd. 
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• A Single Vendor COTS option will mean heavy 
vendor dependence once in production. thus 
minimrzing agency leverage in negotiations 

• Riska associated with integrations are minimized 
due to a single vendot having con!rol across the 
system 

• The� management model will be simplified 
from bolh 1h11 technical and contractual 
perspecliwts 

• SLA negotiations could pnMI challenging,, since 
the vendot will typically have standlRI SL.As for all 
custome,s 

• Vendor dependence axisb, but a Best-of-Breed 
approach avoids cmcenlrationlor $UCh 
dependence wilh • single l/9fldar 

• Risks nsociated with inl9llration are more likely to 
fall on Virginia Tax as lhe 'broker' ol information 
exchanges across differenl COTS vendoR 
providing agency systems 

• Strong vendor and conlrllct 
manaoe,nentcapabllities ara needed 

• SLA negotiations could prove challenging, since 
the vendors will typically have standatd SLAs for 
all customers alld beeauM multi-vendor 
environments raqllira OI.AI. which are diffK:ult to 
establish and enforce 

• A Single Vendor COTS IOlutionwill have a shor1et • For Best-of·Bteed, the lmplemenlation Umeline for 
implementation timelinerelawe lo altemawe all applicatlonswoukl still be similar to a Single 
approaches Vendor COTS option 

• Proper gDYMUIRCe will be required lo enswe that 
the capabilitiN or the llllisting system are 
adequately maintained or transformed 

• Although a single vendor COTS solution pnl'lides 
relatively lower architectural and vendor 
management complexity:. implementing and 
transitioning from IRMS lo lhis option will require 
significant change management and training due 
to change in uur experience and business 
processes. 

• Propel' pemance will be required to ensure 
that the eapabilitiesof the existing syslem 
are adequately maintained or transformed in 
a planned manner 

• Arclliteclural complexity significantly increases 
budget and timeline risks. a!lhough this option 
allows Virginia Tu more flexibility to consider 
implemenmg solutions fn phases 

• The higher an:hiteclunlt alld vendor management 
complexity of a Be,t-of.Breed IOlutlon will require 
users to adapt lo mutlipte user lllll)llriences 
and process changes across systems., which will 
require s,gnlflcanl change manai,ement, including 
training 

• Post-transition change managementwill be 
high with this solution, due lo the multiple 
systems inwtved 
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4.1.3.5 Level-2 Evaluation - Cost Detail 

Figure 27. Cost of Ownership (High Level 10-Year TCO) 
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1. Estimates represent directional cost ranges and may differ from vendor proposals, which
will be tailored to the more detailed requirements established at the time of a potential
request for proposals (RFP); Low and High estimates represent 20%+/- variance for
planning purposes.

2. Vendor approaches for bundling and pricing products have evolved over time and may
differ at the time of proposal submission.

3. Ongoing software licensing and hosting estimates are based on the number of concurrent
users, usage levels and/or market pricing derived from organizational information provided
by Virginia Tax as part of this effort.

4. Estimated implementation costs include solution configuration, development, testing, data
conversion, DCM/training and provisioning of three environments (development, test/train,
production), for all tax programs administered by Virginia Tax and assumes reasonable
levels of concurrency across implemel'itation activities.

5. System Integrator, Data Conversion and DCM/Training resource needs and hourly rates
assume staffing levels in line with those of prior engagements; COTS vendors do not price
their fees by 'rate card' but leverage a combination of factors to determine overall cost

6. Virginia Tax Staff costs represent existing internal staff from IT and Business to support
the implementation. (For the Custom Solution, the costs are for Business staff only, IT
staff costs are included in the configuration/development services)

7. For Virginia Tax budget planning purposes, please note that this cost estimate does not
include:

- Vendor discounts

Decommissioning costs
- Backfill costs for Virginia Tax FTEs dedicated to new solution implementation
- Pre-award procurement support costs (RFP development, requirements definition,

vendor proposal review, etc.)

Additional development, test, training or staging environments
- Analytics product/tools that may be required to report on historical & operational data
- Cost of premium product support and any additional post-go-live managed services
- Hardware or software (including any licenses for virtual machines) related to network

upgrades or other networking or hardware required to support the Custom Solution

G 2022 Gam.-, lno . ...UO.baflillelu. Al,tgllla-. 
FotRESTRlCTED.-ofVrglnlllDlpao1mentofTaxatlononly. Gartner. 
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4.2 Nationwide Tax & Revenue - Modernization Status 

At the start of the new millennium, state revenue agencies began to shift away from legacy 
mainframe and transfer systems, instead undertaking modernization journeys that ushered in a 
new era of successful COTS implementations. 

It is important to note that, of the 26% of states currently in-flight with modernization, 
approximately 31% of those are "re-modernizing," or updating, struggling initiatives. These are 
excellent case studies that underline the importance of establishing strong modernization 
strategies and plans to avoid or mitigate project challenges that could result in failure. 

Figure 28. Nationwide Tax & Revenue - Modernization Status 
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4.3 Nationwide Tax & Revenue - Solution Landscape 

In what is a compelling statistic reflecting the increased trend towards COTS and/or packaged 
integrated tax solutions over the past 20+ years, over 75% of state revenue agencies are planning 
to, are in the midst of, or have already modernized onto a COTS platfonn. Of the remaining state 
revenue agencies still operating on legacy technology platfonns, two are currently in the process 
of procuring for a COTS solution (Arizona and Nevada), while three others could argue they are 
operating on what would be referred to as 1st Generation COTS (Michigan, North Carolina and 
Florida). Nationwide Tax & Revenue -Solution Landscape 

Figure 29. Nationwide Tax & Revenue - Solution Landscape 
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Based on the Level-2 Evaluation of the three viable modernization options, Gartner recommends 
pursuing a Single Vendor COTS Solution. This option offers a number of advantages, 
including: 

• Relatively shorter implementation timeframe results in rapid improvements across Virginia
Tax's core tax management operations, earlier benefits realization and earlier mitigation
of the loss of institutional knowledge/talent gap.

• Simplified architecture and minimal customization make the system more stable, easier to
maintain and more agile, resulting in improved system reliability and faster time-to
production for legislative and other changes.

• Cloud based COTS solution (particularly in the form of SaaS) reduces the operational
burden of running and maintaining hardware and software, which frees up IT staff to focus
on more valuable innovation and growth initiatives.

• Most economically viable, with both the initial implementation and ongoing maintenance
costing less than other options; and

• Single-vendor environment is simpler to manage from both contractual and system
performance/service level agreement (SLA) perspective.

The transition from legacy technologies and processes to a modem solution involves a 
tremendous level of change, impacting most, if not all, internal and external stakeholders. 
Gartner's recommendation to deploy a COTS integrated tax solution is a prudent, incremental 
step to modernizing both technology and operations, while establishing a platform to further 
enhance Virginia Tax's capabilities into the future. 

Once Virginia Tax has implemented and stabilized its COTS tax system, further adoption and 
expansion into more leading edge, innovative technologies should be considered if warranted by 
business needs and agency strategy. Examples of what could be considered post-stabilization 
include sophisticated predictive analytical tools, robotic process automation, and other 
capabilities considered as part of the Best of Breed COTS Solution. 

5.1.1 Modernization Cost-Benefit Analysis 

Gartner's Cost Benefit Analysis of Virginia Tax's IRMS Modernization initiative assumed a phased 
deployment of a COTS solution to onboard all tax programs over the 4-year implementation 
period. The analysis took into consideration the outcome of the "Strategic Alternatives and Impact 
Analysis," which determined the best frt for Virginia Tax would be a Commercial Off the Shelf 
(COTS), single vendor integrated tax solution. The scope of the analysis included Virginia Tax's 
current IT operating budgets·for supporting all legacy technologies comprising IRMS, as well as 
all ongoing maintenance, support, licensing, and hosting costs. The full benefits and total cost of 
ownership (TCO) analysis span a 10-year timeline to ensure consideration of a sufficient period 
of stable maintenance and support operations. 

Virginia Tax will achieve not only significant cost savings, but will realize substantial 
financial benefits across steady state operations from year 5 onwards, as depicted in the 
following figures: 

0 2022-. Inc. •-1111 llllilalaa. All rfghla .........i. 
For RESTRICTED uee o!Vlrglnia Depatlonent olT....tlan only. Gartner. 
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Figure 30. Cost Benefit Analysis: Single Vendor COTS 
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Relevant assooiptions were identified and documented appropriately and included such factors as average annual vendor costs, known licensing equivalents for similar implementations, 
seivlce costs, etc. All inputs were compiled and utilized within our financial model to drive this comprehensive Cost Benefit Analysis, which shows Virginia Tax's expected overall cost of 
ownership, return on investment, and realized ongoing annual financial benefits. 

In addition to the assumptions outlined in Section 4.1.3.5 Level-2 Evaluation - Cost Detail, the following assumptions were used for the cost benefits analysis: 

1. lncntase in revenue collections of 10% per year based on total benefits based on FY2021 net revenue collections of $25,560,269,000; Increase ln Revenue collections being driven by
improved Collections and Audit efficiencies, improved case identification, centralized view of taxpayer liabilities aaoss revenue programs, etc. 

2. Cost avoidance driven by an estimated 65% reduction in current effort by Virginia Tax IT staff supporting legacy system fixes and legislative requests.
3. The solution will Include four rollouts (deployments), with the first roHout In FY 2025; Initial benefits realization divided equally (25%) across the four rollouls. 
4. Ongoing savings of approximately $12.4M annually by retiring legacy IRMS applications with the assumption of Incremental decommissioning as follows: 15% after Rollout 1, 40% after

Rollout 2; 80% after Rollout 3 and 100% after Rollout 4. 
5. Operational improvements enabling increased audits or collections will generate additional revenue at a similar rate.
6. Current software maintenance and VITA hosting savings based on FY21 expenditures. 
7. Virginia Tax will be able to secure funding, complete contracting, and other preparations for modernization by end of FY2024.

o 2022 GarlNt, Inc. and/orb effllnN. Al rights .........i. 
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Although Gartner demonstrates a material quantitative justification for investment in our Cost 
Benefit Analysis, there are also several qualitative justifications supporting modernization. The 
overarching benefits are: enhanced effectiveness of the system for ease of use and serving 
individual and business taxpayers and their agents, optimized productivity to streamline 
processing and collections, improved agility in response to legislative and other change requests 
and security and risk mitigation. 

A representative sample of high-level qualitative benefits to be realized through Gartner's 
recommendation of a single vendor COTS tax solution are depicted in the following figure: 

Figure 32. Overview of COTS Tax Solutlon Qualltatlve Benefits 

• Improved taxpayer 
self seT'llce tools 

• Automate manual 
processes 

5.2 Modernization Roadmap 

• Improved case 
management 

• lncl'N$ed capablllty for 
forecasting & fraud 
prevention 

• Increase data sharing 

The Transformation Roadmap will guide future decision-making and the prioritization of Virginia 
Tax's Tax System Modernization initiatives by identifying the key objectives and activities 
necessary to achieve Virginia Tax's target state. Establishing a Strategy and Transformation 
Roadmap is intended to serve a number of purposes: 

1. Define a feasible approach for the Virginia Tax's System Modernization program that is
focused on the Commonwealth's strategic objectives

2. Maximize the chances of overall program success by outlining a logical sequence of
activities and defining the appropriate planning approaches and timelines

3. Facilitate change management efforts by setting expectations on what will happen and
when over the course of the modernization journey

5.2.1 Planning and Implementation Initiatives and Timeline 

The Strategy and Transformation Roadmap is organized into three groups of initiatives that help 
logically segment the priority and sequence of activities to enable effective planning for the 
resources most relevant at each stage of the transformation: 

O 2022 6'11ner. Inc. and/or Ila affillaln. M r1ghls -,,,ed 
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Figure 33. Three Groups of Initiatives for Strategy and Transfonnatlon Roadmap 
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As shown on the Planning and Implementation Timeline, the three initiatives are not purely 
sequential, there are a number activities that should be executed concurrently to best position the 
Commonwealth for a successful system implementation. 

The timeline shows the expected duration for "Activitiesn and "Ongoing" tasks. The Activities 
component consists of the key tasks to prepare for and execute each initiative, whereas the 
Ongoing component includes the maintenance tasks performed once preparation and execution 
are complete. 
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Figure 34. Tlmellne for Activities and Ongoing Tasks 
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5.2.2 Transformation Roadmap Initiatives 

5.2.2.1 Pre-Implementation Initiatives 
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The Pre-Implementation phase lays the foundation for a successful tax system implementation. 
It is comprised of five initiatives: 

1. Project Management & Governance

2. Resource Planning & Management

3. Requirements Gath�ring & Documentation

4. Procurement Planning & Execution

5. Legacy Application Retirement Planning

The key activities, estimated timeframe, dependencies and constraints, success factors, risks and 
estimated level of effort for each initiative are outlined in following sections. 
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5.2.2.1.1 Pre-Implementation Initiative: Proiect Management & Governance 

The goal of this first Pre-Implementation Initiative is to ensure that the project management staff, tools and framework.are place to lead the 
tax system implementation from the procurement process through system implementation and into operational stabilization. This includes 
identifying the project manager and support staff, establishing a governance structure that includes executive sponsors and internal leadership 
stakeholders and performing the planning and preparation necessary to ready Virginia Tax for the system implementation phase. 

The initial setup of the Project Management Office (PMO) and the establishment of the PM and governance plans, processes and tools are 
expected to last approximately six months, with project and governance management ongoing throughout all phases of the implementation. 
Key components of the Project Management & Governance Initiative are included in the figure below: 

Figure 35. Project Management & Governance Key Components 

Project Management & Governance 

• Define overall project governance structures including Project Executive Sponsor. Steering 
Committee. Project Management and Business and Technical Owners. Identify key roles,
responsibilities, communication flows and a decision-making model to prioritize key 
decisions 

• Socialize the preliminary governance structure with key stakeholders 

• Identify tntemal candidates or recruit external candidates to read Virgtnia Tax's system
modernization project (as Program Manager) and fiH Project Management support roles 
(e.g .. PM Analystsl 

• Develop PM tools {Project Charter, Project Management Plan, Communications Plan. etc.) 

• Establish Executive Steering Committee (ESC) to oversee the modernization project and 
make strategic project-related decisions; develop tentatrve schedule for ESC meetings 

• Develop and finalize a Project Charter that clearly and forma y documents the project
structure. oovernance. vision. objectives, guiding principles, roles and responsib"li

t

ies 

-

Success Factors/ Risks 

• Benefits realization relies on commitment and use of new governance structures 

• Governance and project management structures may shift internal power structures, resulting 
in organizational disruption 

Cl 2022 �. Inc. andfot 11s aflile1es, Al righta .....-. 
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• Start Begin governance planning immediately, 1 month 

• Establish PMO: 3-5 months

• Execute Pro;ect Governance: Ongoing throughout implementation 

Dependencies and Constraints 

• Ability to centraUy manage, review and 
authorize allocation and prioritization of 
resources 

I • Funding for Project Manager 

, 
• Project Management Office standup costs

• • External Hiring - If required, may extend 
duration 

-

Estimated Level of Effort 

• Establishment of project governance structures and PMO standup are resource intensive and 
will require a front loading of effort by project leadership. Once established, formal processes
greatty reduce the effort required for strategic and prioritization decisions
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5.2.2.1.2 Pre-Implementation Initiative: Resource Planning & Management 

The goal of this second Pre-Implementation Initiative is to ensure that resource planning performed. This includes identifying and engaging 
the appropriate functional and technical staff, establishing the required dedication level for these resources across project phases, preparing 
for knowledge transfer and hiring and preparing backfill staff, as needed. 

Key components of the Resource Planning & Management Initiative are included in the figure below: 

Figure 36. Resource Plannlng & Management 

Resource Planning & Management 
Duration 

12 months 

Description 

Assess resource requirements for implementation and on-going operational needs, to Include existing skillsets and Subject Matter Expert (SME} capabilities, single- or d1Jal-leveraged resources and 
vendor lift. Create a strategy to mitigate implementation resource needs and anticipated turnover, source expert and backfiR staff and secure needed funding. 

Key Acttvities 

• Assess business and technical support needs for modernization planning, procurement and
implementation phases

• Create resource strategy that supports concurrent system implementation and day-to-day
Tax operations

• Coordinate with Human Resources and Procurement to identify and on-board staff/contradcr
resources

• Draft mapping of technical and business skills required to execute the modernization (e.g.,
project management, vendor management, DBA, interface development, IV&V etc.)

• Identify relevant vendor capabillties or activities for which a potential vendor may provide
project support and necessary skills

• Identify SM Es and other Department staff who wil be part of the irnplementatlon team and 
forecast resource requirements (e.g., 25%, 50%, 100% of available time) 

• Forecast stafmg plan for project/business needs and tu mover (voluntary/retirement) to fiU
resource gaps, identify backfil requirements and project additional funding requirements

• Identify an operational process where institutional knowledge is retained by individuals /
sman teams; begin Implementing policies to enforce creation of training and reference
documents

Success Factors i Risks 

• Communication and project planning between operational and implementation leaders

• Pressure to source staff may result ln suboptimal htring decisions
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Sequence and Dur;:ition 

• Start: Begin developing Resource Plan Immediately, 1·2 months
• lmplementatlonand BackftD Staffing: 8-10months

Dependencies and Constrn1nts 

• Determination of vendor vs. Department
responsibilities and activities

• Accurate assessment of sklllsets needed for
implementation

• Securing funding for additional staff

• Funding available for staffing
• Availability and ability to attract qualified

staff for operations and implementation

Est1m.:ited Level of Effort 

• Tl:!ls initiative wll require a high level of effort from Management Analysts and hiring and
recNiting staff throughout the entirety of execution. Resource requirements and capability
mapping is complex and requires Input from Individuals across the organtzatiOn



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

Virginia Department of Taxation 
December 15, 2022 - Page 49 

S.2.2.1.3 Pre-Implementation Initiative: Requirements Gathering & Documentation

The goal of this third Pre-Implementation Initiative is to gather and document the functional and technical system requirements that will form 
the basis of the tax system Request for Proposal (RFP). The requirements should address the needs of agency business and technical staff 
as well as external stakeholders, including business and individual taxpayers, tax preparers and taxpayer agents and the localities Virginia 
Tax shares data and transacts with. The requirements should be considered in the context of available market solutions and best practices 
for both tax processing and system implementation. During this phase, it will be critical to validate the documented requirements with the key 
internal and agency stakeholders to ensure the resultant system will best meet the breadth of identified needs. 

Key components of the Requirements Gathering & Documentation Initiative are included in the figure below: 

Figure 37. Resource Planning & Management 

Requirements Gathering & Documentation 

Identify and clearly define the scope of the solution and implementation services for the future tax system, in line with agency strategic goals and business and technical needs. 

-

Key Activities 

• Assemble cross-functional worlcing group of business users from appropriate divisions to
support development of functional requirements for the future state solution

• Identify Office of Technology resources to support development of non-functional 
requirements (e.g., integration. security. etc.) for the future state solution

• Draft functional and non,.functional requirements based on solution architecture, standards & 
best practices

• Perform a series of workshops to document, validate and finalize internal and external
stakeholder functional and non-functional requirements

• Further refine Business Capability Model (BCM), per the established requirements

• Develop detailed scope of work (SOW) to include in a procurement package

� 

Success Factors / Risks 

• Scope of the solution and Implementation services not property documented, resulting in 
scope creep and additional costs for implementing the solution in the future

• The vendor has a clear understand,lng of the future state requirements (functional and
technical> for proposing app.ropriate costs, timing and project resourcing for the
implementation

D 21122 Ganra', Inc. and/or Its efliliallN. Al rlghll -. 
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- -

Sequence and Duration 

• Start: Begin gathering and defining requirements immediately. 6-7 months 

Dependencies and Constraints 

• Establishment of appropriate program
governance to ensure appropriate resources 
are included in this initiative, and 
appropriate coverage is provided to make
key functional and non,.functional decisions
with respect to requirements definition

• Development of Initial procurement strategy, 
which wi inform how the requirements are 
drafted and to what extent implementation
services are defined and included 

Estimated Level of Effort 

• This initiative will require a high level of effort across program leadership, IT and all functional 
areas within the Department 
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5.2.2.1.4 Pre-Implementation Initiative: Procurement Planning & Execution 

The goal of this fourth Pre-Implementation Initiative is to identify the scope of all project-related procurement needs and develop and execute 
a Procurement Plan that outlines the acquisition strategy and timeline for all contract activities. During this phase, the Procurement Office will 
work with the PMO to determine what, if any, services will be required in addition to the system implementation itself. Examples of additional 
services commonly utilized by tax agencies for similar efforts include requirements gathering, RFP preparation and proposal evaluation, 
organizational change management (OCM) support and independent verification and validation (IV&V). Once the scope of services is 
finalized, the Procurement Office will coordinate the execution of the Procurement Plan through the execution of all necessary contracting 
activities. 

Key components of the Procurement Planning & Execution Initiative are included in the figure below: 

Figure 38. Procurement Plannlng & Execution 

Procurement Planning & Execution 

• Identify contractor support needs, if any, for implementatlorHelated activities (RFP
development, organizational alignment assessment, OCM. IV&V, etc.)

• Develop the procurement approach and contract type(s) for the system implementation and 
any related supporting activities

• Develop and publish RFP(s ). conduct procurement activities {evaluations, demonstrations,
etc.)and award system implementation and related support contract(s). including post
implementation support, where applicable

Success Factors I Risks 

.. Staff limitations (e.g., time limitations, conflicting priorities) may result In delays 
• Ensure alignment with Commonwealth l)Olicles and practices to address potential vendor 

protests 
• Multiple qualified vendor responses may impact the timeline and the ab.lf,ty to obtectively 

articulate and evaluate each response

0 2022 o.tner, Inc. •ndlor b 111111111N. M rigla--. 
For RESTR1CTE0 UM af�l9 � afT-1!0n only, 

• S1lut: Develop strategy in para!el to the development of the RFP; 1 month 

• Develop and Issue RFP: 6 months

• Vendor Response Period: 2 months

• Evaluation of Vendor Responses and Vendor Selection: 3 months
-----------��------ . 

Dependencies and Constr;:iints 

• Evaluation criteria and selection process 

• Contracting approach and timeline
development 

• ADocatlon ofstaffmembers to lead
evaluation and vendor selection process

• Department and Commonwealth Policies 
and Practices

• Staff availability 
• External factors (e.g., macroeconomic, 

remote delivery alignment, etc.)

• Funding support

' 
Est1m.1ted Level of Effort 

• Effort required wil be cyclieal(e.g. high effortduring development and issuanceofthe RFP. 
moderate-to-low effort during vendor response period, and high effort during evaluation of
vendor responses) 
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5.2.2.1.5 Pre-Implementation Initiative: Legacy Application Retirement Planning 

The goal of this fifth Pre-Implementation Initiative is to identify the legacy applications to be retired following each of the phased rollouts of 
the new tax system implementation. For each retirement, Virginia Tax should define the legacy Application Retirement Plan, to include the 
list of hardware and software to be decommissioned, data retention requirements, disposal approach and timing of the decommissioning in 
relation to the replacement system's go-live. Retirement planning should include identifying related contracts and peripheral services to be 
terminated, such as network, telecom and data center. 

Key components of the legacy Application Retirement Planning Initiative are included in the figure below: 

Figure 39. Legacy Appllcatlon Retirement Planning 

Legacy Application Retirement Planning 

• Determine the approach and timeframe for decommissioning legacy applications, including
wiping and disposing of hardware 

• Establish data retention policy and approach

• Identify legacy contracts for components that will be retired and plan for their termination

-

Success Factors/ Risks 

• If the legacy infrastructure and hardware is not assessed prior to vendor implementation,
Virginia Tax may run the risk of not being prepared for migration and uhimately 
decommissioning (i.e .. unnecessary ongoing costs may be incurred due to legacy systems 
being maintained in-parallel with a modernized solution)

Cl 2022 Gel1nar. Inc. and/of la allll-. Al rtghts -· 
For RESTRICTEO-ofVirglnje � ofTautlan only. 

• Start: Develop strategy once scope of modernization is fully defined, and legacy applications
that will be consumed by new solution have been clearly identified for decommissioning.

• Project governance
• Funding requirements

-

Dependencies and Constraints 

• Resource availability and knowledge of
legacy systems/applications

• Procurement and external vendors

-

Estimated Level of Effort 

• This effort requires a heavy lift from IT staff to conduct a fun evaluation of infrastructure and 
hardware. However, evaluation and remediation are lengthy processes which do not need to 
be conducted immediately
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The Organizational Change Management phase positions the Commonwealth to maximize the 
benefits of the new system through process optimization, improved organizational alignment and 
stakeholder preparation. The OCM phase is comprised of three initiatives: 

1. OCM Strategy & Organizational Alignment Analysis

2. Business Process Improvement Analysis & Management

3. Benefits Realization Framework Establishment & Management

The key activities, estimated timeframe, dependencies and constraints, success factors, risks and 
estimated level of effort for each initiative are outlined in following sections. 
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5.2.2.2.1 OCM Initiative: OCM Strategy & Organizational Alignment Analysis 

One goal of this first OCM Initiative is to identify the OCM needs resulting from the tax system implementation and translating them into an 
OCM Strategy and Plan that addresses key activities such as communications, training and engagement. Another goal of this Initiative is to 
perform the high-level organizational alignment analysis and identify re-alignment opportunities that would position Virginia Tax to best 
capitalize on the new system's capabilities. An example would be to potentially shift some web portal management responsibilities to the 
Communications Team or shift the processing of some of the miscellaneous taxes to Returns Processing. This analysis would culminate in 
the production of an Organizational Alignment Plan. 

The OCM and organizational analysis and subsequent production of the OCM Strategy and Plan and the Organizational Alignment Plan are 
expected be completed within approximately six months, with OCM execution and organizational alignment activities ongoing throughout all 
phases of the implementation. Key components of the OCM Strategy & Organizational Alignment Analysis Initiative are included in the figure 
below: 

Figure 40. OCM Strategy & Organlzatlonal Alignment Analysis 

OCM Strategy & Organizational Alignment Analysis 

• Establish the approach for OCM support during and after implementation (in-house,
implementation vendor, Jfll party contractor, etc.} 

• Develop the high-level organizational change management strategy to plan, communicate
and execute organizational change initiatives 

• Evaluate curn,nt organizational alignment and identify areas of potential re-alignment
(resulting from standardization of rerum and payment processing, portal consolidation. 
compliance case management, etc.)

• Develop and finalize Organizational Alignment Plan

• Perform advance activities to ensure re-alignment is completed as planned, in line with the 
implementation timeline

-

Success Factors I Risks 

• Department has limited recent experience implementing enterprise-wide, large-scale systems 

• Staff may become disillusioned by change efforts if the project overpromises 
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• Sta.rt: Immediately establish strategy. guidelines, and champions: 3 months 

-

· 
Dependencies and Constraints 

• Steering Committee guidance • Funding support (if vendor wiU perfonn this 
activity) 

-

Estimated Level of Effort 

• OCM Strategy and Execution requires regular effort by the Project Manager, Change
Champions, and agency leadership to maintain OCM momentum: while not resource 
intensive, it requires frequent upkeep 



Integrated Managed Revenue System (IRMS) 
Modernization Assessment 

Virginia Department of Taxation 
December 15, 2022 - Page 54 

5.2.2.2.2 OCM Initiative: Business Process Improvement Analysis & Management 

The goal of this second OCM Initiative is to identify new and document known business process improvement needs in advance of the tax 
system implementation. While some process changes will be a direct result of implementation design phase decisions and system constraints, 
other desired process improvements have already been identified and requested in relation to IRMS. This Initiative should include reviewing 
existing process change requests and key tax end-to-end processes to identify opportunities to streamline and align with current best 
practices. It should also entail reviewing forms, documents, websites and other Virginia Tax content and revising to ensure that the language 
and calculations presented to taxpayers and their agents are clear, straightforward and easy to understand. 

The analysis and recommendations development are expected be completed within approximately twelve months, with process improvement 
activities continuing throughout all phases of the implementation. Key components of the Business Process Improvement Analysis & 
Management Initiative are included in the figure below: 

Figure 41. Business Process Improvement Analysis & Management 

Business Process Improvement Analysis & Management 

• Evaluate business proceues for each BCM Level 1 area to identify desired areas of
improvement ptior to vendor design and implementation

• Review existing forms and documents and revise{mockup} for plain language, clarity and
consistency, to form the basis of templates in the new system

• Review open BSRs and other IRMS system change requests and identify enhancements to
Incorporate into system replacement requirements

• Identify desired legislative changes that would complement system implementation

• Create an inventory of target state process and artifact changes (forms, reports and
correspondence)

Success Factors t Risks 

• Evaluating antiquated operational processes that may have evolved based on a number of
constraints {e+g,, system, technology, capability. etc.) and improving those processes wil
enhance the design process with the vendor partner

• Not taking an opportunity to anatyze and Improve operational processes could lead to re
creating existing problems and issues on modem technology; this could also force Virginia
Tax to adopt a vendor's approach without adequately understanding why that would be a
satisfactoJy option or not
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• S1mt: Approximately 8 months In advance of Implementation start, with an expectation of this
initiative carrying-on during the initial stages of modernization, and managed ongoing
throughout modernization.

Dependencies and Constraints 

• OCM strategy and Organizational Alignment I • Vendor Partner I SI Implementation
Methodology and system processes 

-

EsiimJted level of Effort 

• This wiD require a high level of sustained effort from functional area subject matter experts
and wiD necessitate close coordination with vendor and Virginia Tax project team members
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5.2.2.2.3 OCM Initiative: Benefits Realization Framework Establishment & Management 

The goal of this third OCM Initiative is to define the anticipated benefits of the tax system modernization, assign the related key performance 
indicators (KPls) and performance targets and establish a measurement framework that outlines the approach and cadence for measuring 
progress against the targets. 

The Benefits Realization Framework Establishment will be completed within approximately nine months, with measurement tracking 
continuing into the Post-Implementation phase. Key components of the Benefits Realization Framework Establishment & Management 
Initiative are included in the figure below: 

Figure 42. Business Reallzatlon Framework Establishment & Management 

Benefits Realization Framework Establishment & Management 

Define a framework for Key Metrics and Key Performance Indicator (KPI) measurements to track ongoing improvement processes throughout the implementation project. The agency and its 
constituent divisions should establish a current baseline for these metrics in order to measure the impact of furure improvements. 

Key Activ1t1es 

• Review relevant Commonwealth and agency strategic plans to identify key perfonnance 
targets the tax system implementation can support the achievement of 

• Establish key performance measures and target baselines

• Define the framework for ongoing key performance indicator measurement and reporting

• Identify and formalize specific goals based on benefits identified by Gartner and the 
developing Business Case - develop goals concurrent with the Project Charter creation 

• Identify specific individuals responsible for driving improvement, measuring progress and 
reporting to the Steering Committee 

-

Success Factors / Risks 

• KPI tracking inherently focuses effort on the indicator rather than the targeted benefit 

• Benefits and KPls must be SMART (specific. measurable. actionable. relevant and
timebound), or they may result in inflated expectations of the intemal/extemal stakeholders
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• Stan: Begin to identify goals concurrent with the Project Charter creation; 1 month

• Define Tracking Methodology: 1 month 

• Establish Baseline: 1 month

• Track Ongoing Improvement Process: Ongoing with execution of project
--=-----� -·-------------- �-�--· 

Dependencies and Constraints 

• Benefits must be identified that are, 
achievable

I • Resource availability and prioritization for 
execution of methodology 

Estimated Level of Effort 

• This initiative requires a higher level of effort from staff and approval by Department leads at 
the start of the initiative, and requires a low-level Olliloing effort thl'O!Jghout the project for 
tracking purposes 
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The Implementation phase consists of all activities required to configure the tax system per 
Virginia Tax's requirements, ultimately culminating in the tax system's migration into Production 
and the decommissioning of the legacy system, IRMS. It is comprised of five initiatives: 

1. Tax System Implementation

2. Third Party Program Assurance

3. Data Migration Planning & Clean-up

4. Legacy System Retirement

5. Post-Implementation Support (through Stabilization)

The key activities, estimated timeframe, dependencies and constraints, success factors, risks and 
estimated level of effort for each initiative are outlined in following sections. 
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5.2.2.3.1 Implementation Initiative: Tax System Implementation 

The goal of this first Implementation Initiative is to successfully progress through the implementation lifecycle, including design, configuration, 
testing, training and deployment of the COTS integrated tax system. The implementation methodology used will likely be Agile, with iterative 
configuration and concurrent, rather than sequential, lifecycle phases. 

The implementation is expected to be divided into phased rollouts of functionality packages over four years. Phase deployment is the typical 
implementation approach for integrated tax systems, and the sequencing would be determined based on Virginia Tax's priorities, with input 
and recommendations from the implementation contractor. For instance, Virginia Tax may choose to go live with miscellaneous taxes for 
rollout one, individual and corporate taxes for phase two and so on. Key components of the Tax System Implementation Initiative are Included 
in the figure below: 

Figure 43. Tax System Implementation 

Tax System Implementation 

• Virginia Tax resources from all key agency functional areas to partner with vendor 
implementation team, including business and technical subject matter experts (SMEs); under 
the leadership of the project PM 

• Virginia Tax leads for major implementation components to serve as agency vendor
counterparts (Training Lead, Data Conversion Lead, Testing Lead, etc.) 

• Implement the plan for backfilling SME roles. as needed

• Performing agency activities throughout the implementation lifecycle (design, test, etc.) 

Success Factors / Risks 

• Select a vendor partner with a proven track record of successful implementations 
• Imperative to come to an amicable contractual agreement with the chosen vendor, so as to

equitably protect the interests of both parties
• Inadequate procurement strategy and approach, along with lack of preparedness, may lead to

challenges throughout the implementation, potentially resulting in time and cost overruns
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• Start: Estimated commence date Q2 2024. Anticipated duration of 48 months for the
implementation, with additional time expected for ongoing maintenance and support. 

Dependencies and Constraints 

• Successful procurement selection and 
award

• Completion and execution of Department's
resource strategy to support modemization 
project as well as ongoing operations 

• Modemization program funding
• Resource capabilities and availability

Estimated Level of Effort 

• Very high level of sustained effort is required by au of Virginia Tax's divisions, both functional 
and technical; effort required wiU peak depending on the phase of the implementation and the 
required lnvolvement by specific groups (e.g., design phase will see an increase In time 
requ.'red by SME's)
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5.2.2.3.2 Implementation Initiative: Third Party Program Assurance 

The goal of this second Implementation Initiative is to increase the likelihood of successful project and OCM efforts by engaging objective 
third party experts to perfom, Independent Verification & Validation (IV&V) throughout project phases. The IV&V vendor will monitor project 
activities to ensure that vendors (Implementation, OCM, etc.) meet their contractual requirements. IV&V will typically provide monthly 
reporting, including risk assessments, to provide early warning of project concerns that could impact project cost, scope, schedule and/or 
quality. 

IV&V typically begins before the Implementation contract award, progresses through the final phased rollout and continues briefly into the 
Post-Implementation stabilization period. Key components of the Third Party Program Assurance Initiative are included in the figure below: 

Figure 44. Third Party Program Assurance 

Third Party Program Assurance 

Engage independent third-party vendor to support Virginia Tax's modernization program assurance by providing Independent Veriftcation and Validation (IV&V) services: IV& V partner wlD conduct 
regular, ongoing assessment of solution Implementation activities to help ensure that services and functionality deDvered by selected System lntegratot(s) aligns with program objectives, scope, 
timeline and budget 

Key Activities 

• Review vendor contracts, plans, policies and procedures to ensure consistency and mutual
understanding between the agency and implementation and support venc:IOrS

• Design, develop and execute the monitoring approach for ensuring implementation
compliance with contract and other mandates (e.g., performing deliverable reviews, progress
assessments, etc.)

• Prepare baseline Risk and Issue Assessment against pre-defined assessment categories
(e.g., Schedule, Scope, Quality and Budget)

• Monitor project activities and artifacts and communicate findings to project and agency
leadership

• Deliver monthly Project Risk and Issue Assessments; monthly assessments wil provide
ongoing evaluation of pn)ject risks and issues acl'O$$ the �efined criteria above that may
impact project success and wil outline comprehensive and practical steps for risk/issue
mitigation.

• Facilitate regular reviews executive project leadership to review project risks/issues, steps
for mitigation to ensure solution alignment with strategic oti;ectives during implementation

Success Factors I Rtsks 

• Initiate procurement of IV&V services with sufficient time to align with anticipated
implementation start date

• Ensure that Vi,vlnla Tax's PMO is structured to collaborate effectively with an IV&V partner
• Select IV&V partner with a proven track record of success11.11 implementations
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• 

• Stan: Engage third party vendor approximately 3 months prior to start date for solution 
Implementation 

• Provide Ongoing AssessmelC of Solution lmplementlllion: Continue throughout duration
of solution implementation and ear1y stabilization (expected to be approximately 54 months)

Dependencies and Constraints 

• Successful procurement selection and
award for tax solution( s) and
implementation services

• Funding support

Est 11m.-ited Level of Effort 

• Moderate level of effort is required to plan and execute procurement of IV&V services in
support of program assurance
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5.2.2.3.3 Implementation Initiative: Data Migration Planning & Clean-up 

The goal of this third Implementation Initiative is to establish a data governance body, identify all data sources for the data that will be migrated 
into the new system, determine the migration and retention/archiving approach, engage and train staff who will be involved in data clean-up 
and perform the cleansing activities. 

Data Migration Planning typically takes approximately three months and begins prior to the Implementation contract award. Data Clean-up 
begins upon planning completion and progresses through a bulk of the final Implementation rollout. Key components of the Data Migration 
Planning & Clean-up Initiative are included in the figure below: 

Figure 45. Data Migration Plannlng & Clean-up 

Data Migration Planning & Clean-up 

EstabUsh a Data Govemance Body to guicle governance practices, polices, and procedures and assfgn data managers responsible for data migration. Identify, assess and analyze the databases. 
datasets and data attributes required from each data source system {inclusive of all extant Access and Excel sources)thatwould be of value for data migrati'on for the Tax Modernization Project. 

- -- -

• Establish a data govemance body to guide data governance policies and procedures

• Analyze IRMS data universe and identify data to be migrated to the new solution

• Determine the data cleansing approach for areas in which there are known data naccuracies
and/or areas where there is duplicate and conflicting data 

• Establish the plan for data clean-up. including identifying the staff to be dedicated to the 
clean-up and the process for ensuring data integrity and accuracy

• Manage data clean-up, including tracking and reporting on progress

• Establish policies and procedures for data ownership. access and control 

• Develop a data retention policy for future data stored within the new system and ensure
compliance with al Commonwealth and Federal regu1afons and policies

• Conduct workshops identifying current data quality issues and methods for quantifying and 
tracking each issues impact. For each issue kfentified, conduct a root cause analysis to
determine apprQPriate future processes and ensure future data quality

• Create a migration plan for project implementation with assigned data stewards who own the 
responsibility for specific data set migration and verification

-

Success Factors / Risks 

• Lack cf stakeholder urgency to resolve data l!ssues and identify data sources; resource
constraints

• Divisions are unable to wolk collaboratively to assess data issues and determine 
management 
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Sequence and DurJt1on 

• Start: lmmedlately - once business/data SMEs across departments are identified, 1-2 months 

• Establish Data Governance Body and Policies; 1-2 months

• Identify Data Attributes Across Data Sources: 2··3 months

• Classify and Unify Data Attributes: 2-3 months 

• Stand-up of Project Governance, to
coordinate with Data Governance
development 

• Identification of au data sources 

• Data SMEs/DBAs/lSO availability 

• Resource limitations 
• Identification of all data sources from 

division representatives 

Estimated Level of Effort 

• Effort required for root cause analysis is high, as it requires technical and business alignment 
across multiple divisions

• Updated data procedures and ownership require additional change management efforts and
protocol enforcement
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5.2.2.3.1 Implementation Initiative: Legacy System Retirement 

The goal of this fourth Implementation Initiative is to retire legacy system components, per the Legacy Application Retirement Plan, following 
each of the phased system rollouts. Includes disposing of hardware and terminating hardware, software and peripheral service contracts, 
such as network, telecom and data center. 

Partial legacy system retirement would begin after the first rollout, once the new system is operational and the Data Governance Board and 
executives are confident that there will be no need to fall back to the legacy system for Rollout One functionality. There will be subsequent 
partial retirements upon the completion of each rollout through full integrated tax system implementation. 

Key components of the Legacy System Retirement Initiative are included in the figure below: 

Figure 46. Legacy System Retirement 

Legacy System Retirement 

• Terminate legacy contracts for components being retired

• Decommission legacy application components, including wiping and disposing of hardWare

Success F.ictors l Risks 

• successful go-live wiD be required, and a sufficient level of confidence from Virginia Tax
leadership in the new system to support operations of tax programs moving forward

• Paralel operation of legacy and modem system(s) would result tn delayed cost savings and
has the potential to introduce data issues if strict data management and governance pnnciples
are not enforced

ci,2022 Gartner, Inc..-.. .,.._, All ngta-. 
for RESTRICTEO ... or\llrglnle o.pe,tmentofT..tlon only, 

• Successful go-live for modem COTS
integrated tax solution

Estim;:ited level of Effort : 

• High level of coordinated effort across Virginia Tax IT team, functional SME's and possibly
VITA, depending on the tax program(s) and supporting systems being decomml"ioned
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5.2.2.3.2 Implementation Initiative: Post-Implementation Support (through Stabilization) 

The goal of this fdth Implementation Initiative is to stabilize the system via intensive post-rollout support in preparation for standard operations 
and maintenance (O&M). During this intensive stabilization period, it is expected that security role and critical system issues will be identified 
upon initial processing and the implementation of fixes would be streamlined using an emergency change process. More comprehensive 
stabilization is expected to take 1-2 years and would occur primarily using the standard O&M processes. 

Post-Implementation support would begin after the first rollout and would recur upon the completion of each rollout through full integrated tax 
system implementation. 

Key components of the Post-Implementation Support Initiative are included in the figure below: 

Figure 47. Post-Implementation Support (through Stablllzatlon 

Post-Implementation Support (through Stabilization) �1..i,11000,� 
45 months 

• Perform necessary SME tasks in support of the operations and maintenance team for 
functions in Production (prioritizing activities and change requests, testing changes, etc.),
from through the established stabilization period, once all system functions are in Production 

-

Success Factors I Risks 

• System support operations will be more successl\JI if guided/complemented by Virginia Tax
SMEs with knowledge of the system capabilities and configuration

0 2022 Gertner, Inc. encl/or Ila-· Al rtghla ..-. 
Fot RESTRICT!;D UM ol Virginia l>epa,lmonl of T...ilon only. 

• High level of sustained effort is required by Virginia Tax's SMEs, both functional and technicat
wiU require dual focus on implementation and Production support once the first phase of the
system is live 
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Gartner. 
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6.0 Appendices 

6.1 Legislative Budget Language 

Figure 48. Leglslatlve Budget Language 

2022 Session 
Budget Amendments - HB30 (Committee Approved) 
em Order 11 llem 27311h 
� 8bJdr far Naw Tu Opel'llllng System (languag• only) 

Item 273 #1h 
Finance 
Depanmenr ofTaxalion 

Language 

Page 272, after line 41, insert: 
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·o. t. 1be Department of Taxation shall conduct an assessment of the agency's Integrated Revenue Management
System (IRMS). Specifically, the assessment shall include: an overview of IRMS and the role of each system and
application; functionality requested by internal and external stakeholders, a blueprint of current functionality and 
gap analysis for each functional area; impact of any gaps or limitations on the agency's internal and external
stakeholders: current system architecture and platform challenges and impact with the current technology state;
Impact of security limitations and risks; Issues supporting the Infrastructure Including staff support; and a catalog 
of existing and future maintenance requirements. 
2. Based on the findings from this assessment, the department shall develop guiding principles and potential
options for addressing any Identified shortcomings in IRMS including but not limited to refactoring and
replacement. This portion of the assessment will address the department's goals and objectives for going forward
with a potential modemlzatton methodology and approach; benefits of modernization to the agency and
stakeholders; a roadmap, and the project management and governance required to support any modernization 
effort.
3. The assessment shall Include a cost and benefit analysis between the current and potenlial future state as well as
the status of integrated tax solutions in other states. The department shall report its findings to the Chairs of the 
House Appropriations Committee and the Senate Finance and Appropriations Committee no later than December
16,2022: 

Explanation 

(This amendment provides language directing the Department of Taxation to conduct an assessment of Us ex&sUng 
operating system, the Integrated Reven1,1,� Management System (]RMS) and to report its findings by December J6, 
2022.) 

8.2 Gartner Corporate Profile, Independence and 

Objectivity 

Gartner, Inc. (NYSE: IT) delivers actionable, objective insight to executives and their teams. Our 
expert guidance and tools enable faster, smarter decisions and stronger performance on an 
organization's most critical priorities. We are a trusted advisor and an objective resource for 
more than 14,000 enterprises in more than 100 countries - across all major functions, in every 
industry and enterprise size 

Cl Z022 Gal1ner. Inc. • .-11.1 affille .. , All ,tghls raoarved 
For RESTRICTED - ofViglnll Dep.in-1 of Taxatlan Only. Gartner. 
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Gartner joined the S&P 500 in April 2017. Founded in 1979 and 
headquartered in Stamford, Connecticut, USA, Gartner has over 
16,000 associates in 90+ offices, including 2,150+ experts and 750 
consultants who are committed to delivering fc;,rward-thinking expert 
insights, verified practitioner research and robust data analytics. We 
equip leaders with the right tools - tools that tum strategy into 
execution and drive real, measurable business results in every major 
business function in the enterprise including: 
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.......... , ...... , .................... ..

76% of the 
Global 500 
support their 
key technology 
decisions with 
Gartner advice. 

, ......................................... ..

Customer Service 
&Support 

Finance 
r Human 

Resources 
Information 
Technology 

Legal& 
Compliance 

Marketing & 
Communications 

Product 
Management 

Research & 
Development 

Sales 

·�
ox.'

Strategy Supply Chain 

Gartner Consulting serves senior executives leading technology-driven strategic initiatives -
leveraging the power of Gartner's actionable, objective insight. Through custom analysis 
and on-the-ground support we enable optimized technology investments and stronger 
performance on our clients' most critical priorities. We bring together research insight, 
benchmark data, problem-solving methodologies and hands-on experience to improve our 
clients' return on their IT investments. 

Gartner's Unrivaled Independence and Obiectivity 

Virginia Tax maintains a diverse and ever-growing vendor ecosystem and therefore needs a 
partner that is vendor-neutral, with no incentive to make specific technology recommendations 
that might provide an opportunity for future work. As a hallmark of our business, we do not sell 
hardware or software and we do not partner with system integrators or vendors. This provides 
us with the unique ability to advise the Virginia Tax' independently, objectively, without bias and 
without fear. Our sole focus is the success of the project. 

Gartner's independence, objectivity and firsthand experience with managing mission-critical 
projects is unparalleled. Many consultancies claim to be unbiased, but Gartner has its objectivity 
and independence validated in the marketplace every day. This allows us to have an 
unwavering focus on business outcomes. 

Figure 49. Gartner'& Independence and Objectivity 

0 2022 Gamer. Inc. and/or Is atllla!N. M flOhla ....-. 
FIN' RES'JRIC1ED ,- QfV9glnia � Qf Tawlcln only. Gartner: 
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8.4 Inventory of Core and Related Applications and Interfaces 

The following table(s) summarize the role of each system and application within IRMS along with their enabling technologies and 
architecture diagram 

Table 1. Inventory of Core and Related Appllcatlons and Interfaces 

ApPhCillrnn o.,�crrpnon 
-

AR (Advantage Revfflue} Main Tax and Revenue system from that consists of multiple modules. 

1 ,AR - Retum Processing AR module that supports return processing 

;AR - Revenue Accounting AR module that supports revenue accounting 

3 AR - Taxpayer Accounting . AR module that supports taxpayer accounting 

4 
,AR - Retum:s & Extemal AR module that supports returns and external offsets !Offsets (REO}

5 .AR- Tax Payor Information AR module that SIIPP0/1$ tax payorinfonnation '(PIJ 

6 -AR • Credit Bank Management. AR module that supports credit bank management 

7 
AR • Bill & Payment AR module the supports bin and payment processing IProceSMrl!l 

8 
AR - Correspondence • AR module that supports correspondence proceuii'lgProce:ssina 

·AR - Retum Fraud 'Used to track reports of identity theft from taxpayers to issue a PIN or other actions 

10 AR Web :web based Tax system for localities, Collection Agencies and Setoff Agencies other state Agencies 

VTOL. {Virginia Tax Online) 'Main group of systems for online access 

11 VTOL - Business iReg ,Register businesses for tax accounts 

12 VTOL - Business iFIJe 'file business taxes 

13 VTOL - Individual /Fil& •FHe individual taxes 

14 VTOL - eFonn:s eForms are a fast and free way to file and pay state taxes online for individuals and businesses 

15 VTOL • Web Upload Web Upload Is a qulck and easy way to file and pay employer withholding, income tax statements rN· 
:211099sl, sales tax_ and ,t1artnershiD VK-1 schedules. Provides bulk unload cambilitvfor tax r!!Mf>:tfers

16 VTOL· Quick Pay .Payment application for businesses and Individuals include scheduling, history and outstanding tax bins

0 2022 �.Inc.and/orb aflll-. M nghll-. 
Far RE!ITTUClED ... of�lnla � ofT-nonly. 

En.�bl11>� Tech11olo,q,.,� 

.PowerBuilder. Cobol, Visual C, Oracle, Linux Server 

PowerBuilder, Cobol, Visual c. Oracle, Linux Server 

PowerBuilder, Cobol, Visual c. Oracle. Linux Server 

PowerBuilder, Cobol, Visual C, Oracle, Linux Server 

'PowerBuilder, Cobol, Visual C, Oracle. Linux Server 

,PowerBuilder, Cobol, Visual C, Oracle, Linux Server 

·PowerBuilder, Cobol, Visual C, Oracle, Linux Server 

;PowerBuilder, Cobol. Visual C, Oracle, Linux Server

IPowerBuilder, PUSQL 

:Jboss Struts, Java, JSF, Oracle, Wilill1owstUnus Server 

. 

!Jboss Springboot, Java. JSF, Oracle Database, Unux
!Server
,Jboss Springboot, Java, JSF, Oracle Database, Linux 
!Server
!Jboss Springboot, Java, JSF, Oracle Database, Linux 
fserver 

[Flash, HTMLS, Oracle Database, Linux Server

,Ruby on Rails, Oracle Database, Linux Server 

.Java. Jboss Springboot, Oracle Database 

i 
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11 

18 

19 

20 

21 

-- -- ----- -- . .

Apc..,l•-:.:i!11C'q Qr:.:;c '",rt10n 

; VTOL - Non-Profit Online Online appllcatlon for non-profits to submit sales and use tax exemptions 

:VTOL- When,'sMyRefund .Online application to check the status of expected refund amount 

;VTOL-Tax Web 'Replica of AR for localities 

VTOL- Taxlnk Application content labels and announcements management tool for IOP and iFile. Also used for user 
maintenance for iFile. lOP and RAP. 

,VTOL· lndividua/OnlinePortaJ.
1nd 

.. d IT tal to nts nd look ( otf!le) tlOPj ' rv1 ua axpayer pro r payme a ups cann 

22 ·VTOL-WebPPA .Web Partial Payment agreement inside iFile and IOP 

23 VTOL-RAP traud verification process for individual income tax 

24 . VTOL - Locality Code Lookup \Locality tips code lookup 

25 ! VTOL • Secure Messaging A channel for secure messages between taxpayers and TAX ; Taxpayers login using VTOL and send
mest•• to Siebel 

\eFile and Paper Processing Main group of applications for eFlle and paper-based returns processing 

26 [eFi/e 'eFUe for Individual, Corporate, Pass-Thru Entities (PTE) and Fiduciary to download from tRS 

27 
1
eFile 1maQe Viewer JApplication to view rehlm images, documents etc. 

.. 

28 iSottTntc Scanners Centralizes the setup of document scanning and intelligent capture for paper returns, payments and 
co ·�tnce 

E:nallilng Tec>111olog1es 

;Java, Jboss Springboot, Oracle Database 

,Java, Jboss Springboot, Oracle Database 

,Java, Jboss Sprlngboot, Oracle Database 

�ava, Jboss Springboot, Oracle Database 

' 

. . .

i
. 

' 

j 

:C#, Oracle Database, Windows Server 
i 

ic#, Oracle Database, Windows Server 

,SoftTrac software suite 
:PeperProcessing- TAcs· 

Automated data capture for individual income tax retums filed on paper IBM Datacap,ASP.NET, C#. Visual Basic, Windows 
29 :(Total Automat9d CaptJJre 

is-mJ 

30 Paper Processing- KFI (Key
1Fromlm-' 

31 :Paper Processing- Remit 

32 FaxCom 

33 FileNet (IBM) 

:Server 
'Facilitates manual keying of aa paper returns except for Form 760 (individual - processed by TACS). [IBM Datacap, C#, VBScript, Oracle Database, 
·Human -rators view scanned 1- and kev all information bv hand Windows/Linux Server 
Remittance processing �mageVision/Vision IP, Windows Server 

:oata capture for faxed returns and correspondence (previously RightFax) !FaxCom software suite 
:content management and imaging - store images and metadata and provide connections to multiple IRMSf1BM F"leN t Vi 1 8 . Li Se 'all!l!Stoviewi-;lmaat!stoliao&centerfora1n.aDll!!rprocessedbYVATax l I e, rsua asrc, nux rver 
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34 

35 

36 

37 

38 

Apohr; ,1 trn 1 � I Des Cflpt1on 

CACSG (Computer Assisted 
Collection System for Main group of applications for collections 
Government) 

CACSG-TAX Collections application with a real-time connection to AR. 

Supports billing and processing for court debt collections unit. Uses debtor information from VA court 
:CACSG-CDCO _systems to generate correspondence, initiate legal actions (e.g. lien sourcing), and facilitate financial 

assessments 
·CACSG-WebAppforCilllectionF' Id b'II t II f .(CWA)

1e I paymen co ec ions 

CR (Compliance Repository} Data warehouse aggregating IRS, TAX, and other state agency data. Serves as the primary database for
,selection and ot0eessing of ;1udits. 

.PASS (Professional Audit GUI-based application allowing audit selectors to define models against data in CR to generate sets of 
Selection Sv.steml -tential audit candidates 

39 Field Audit-Audit W�Cb Desktop a�ication for fie� auditors. Supports offline. on-site auditing workflows for withholding,
(VFACT} communication, coiporate income. and sales & use taxes 

40 

41 

42 

43 

44 

45 

46 

47 

Field Audit- STAUDN Audit case management (In process of migration to VFACT) 

Customer Communications ·Main group of applications for customer communications 
Siebel- CustomerRelationshipCRM ed b ta t t . Man•�rnent 

· us y con c cen er 

Siebel-Audit Case Audit case management ( In process of migrat'ion to VF ACD 
-,�aaament 

;EESMC (External Entity 
:secure Men_,ffl(J Center> localities and external agency togln using EESMC for file transfers and documents 

,Cisco Phone System-VOiP Voice over IP 

Cisco Phone System - Voice Virtual assistantforVOIP .R•$tkffi= Unit tVRW 
Cisco Phone System Phone IVR System TeleDl•n 

Verint Cati quality management software, balances caU queues 

0 2022 Gartner, Inc. and/or lls llfllli.t.s. All rtghll ..-....:1. 
For RESTRICTEO use o!Vlrglnla Oapeo1mant o!T-tlon only. 

I Ei1tif-::r11HJ Tt-'r-tu1ofoq•� ... ..., 

PowerBuilder, Cobol, Oracle Databases, Linux Server 

PowerBuilder, Cobol, Oracle Databases, Linux Server 

Java Springboot, Oracle Database 

PowerBuilder, Informatica, Trillium, Oracle Database, 
Linux Server 

PowerBuilder, Oracle Database 

Angular, Java Spr:npot, Oracle Database 

Visual Basic 

0Siebel CRM, Visual Basic, jQuery, Oracle Database. 
Windows/Linux Server 

S1ebelCRM 

Jboss Seam, Java. JSF, Oracle Database, Linux Serv•i 

-Cisco Finesse, VMware

Cisco COTS 

.Verint. SQL Server, VMWare, Windows Server I 
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Ar,µicr..-�!10•1 

1 f PowerBuildar 

2 iJava 

3 /ColdFusion 

4 ;PowttrBI 

5 'Angular 

6 Informatica - Interfaces 

7 COBOL - Interfaces/AR 

8 Trillium - Address Vafidlllkm 

9 jTwifio - Two Factor Authentication 

10 -DUO • Two Factor Authentication

11 ;TIVOii • Nightly Batch Management

12 Sfte Improve

13 VER/NT Premium Suppc,rt

14 1 Oracle - DataS.se

15 Oracle GoldenGate

16 WAS {Network Attsched Storsge)

17 �itro Pro

18 \Splunk • Log management

19 \CyberArk

20 [#Server- Enterprise Architecfure

21 [Vision IP

22 lVOIP CISCO fnfocast
23 :Axway

24 ;lnfoPolt
·-

. 

' 25 1/BM Datacap

26 ;Visual Basic

1121122-, Inc. .-b-. Mltglu-. 
FG<RESTRIC'TeO�of��ofT-ONy. 
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- --- - ---

,Software Development tool for AR Devetopmeftt 

Software Development tool for VTOL applications 

iSoftware Development tool for VTOL applications 

--

O,: ....... cr1µt1�q 

'Software Development tool for Reports - Open source no cost) 

'Sottware Development tool for VFACT development 

;software Development tool for interfaces/reports 

;Software Development tool Interface & AR 

:software tool for address validation 

Two factor authentication for Online Portal 

Two factor authentication for AR Web 

·Nightly Batch Cycle
··-· 

:Used to monitor and gather stats for VTOL 

Can quality management and adherence 

'Oracle database 

Data Lake data ingestion tool / PowerSi I Reports 

'Network Attached Storage 

·PDF Tool Used by Field Auditors

_Error log management monitoring and dashboarding 

·password Vaulting

·enterprise Application tool

$ending / Receiving files from IRS 

;Bar Code generation for Batch mailing & remittance 

feontent management for paper returns 

'Software Development tool for eFile and CRM 

j 

; 

' 

' 

' 

' 

I 

' 

' 
' 

! 
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Figure 52. Virginia Tax Inventory of Core and Related Appllcatlons and Interfaces 
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6.5 Impact of Security Limitations with current state 

IRMS 

Virginia Tax is facing major security risk due to the legacy technology and solution architecture 
of IRMS. The impacts are outlined below: 

• Identity and access management (1AM) for Advantage Revenue fails to meet current
security standards, introducing risk across the IRMS application landscape and making
Virginia Tax vulnerable to breaches

- User authentication cannot be handled via Active Directory or leverage SailPoint or
other modem access management tools, as other Virginia Tax applications do

- Cannot implement single sign on (SSO), password rule enforcement or centralized,
automated provisioning, introducing the risk of delays to accounts being terminated
upon employee termination

- Password management does not meet current storage and encryption standards

• Role based access control and account management is based on workgroups and lacks
granularity necessary to ensure adequate segregation of duties (SoD); IRMS' dated
technology limits adequate detection or prevention of unauthorized access

- User group structure that forms the basis of IRMS account access allows for SoD
violations and requires manual analysis to minimize SoD issues

- System activity logging and reporting doesn't support meaningful analysis of activities
to ensure SoD violations are not occurring

Segregation of duties is not implemented among the developer staff

• AR's workstation-based configuration, with sensitive data stored on the workstations is
vulnerable to inappropriate access, posing security risks and requires additional security
measures such as browser monitoring which further exacerbate the risk due to
unencrypted storage

• IRMS limitations related to system age and customization inhibit standard security
activities

- Event and activity logging is performed, but the output doesn't sufficiently support
event detection and prevention; some logging is too detailed, resulting in excessive
data to extract meaningful event information; some Jogging is not detailed enough,
failing to provide the information needed to efficiently identify events; due to the dated
technology, it is difficult to identify the rules to make logging more usable and valuable

- Comprehensive vulnerability scanning is performed by Virginia Tax and VITA, but
because of the dated IRMS technology, scanning and other tools cannot be fully
utilized, and overall implementation requires workarounds

• Making security changes is difficult and time-consuming, due to IRMS technology
limitations and resource constraints

- Necessary security changes are weighed with necessary business changes, delaying
high priority remediation

- When a change is necessary, like a recent request for improved password
management, it requires many modifications across related systems, which takes
excessive time and coordination

O 2022 Gemw, Inc, andlot b 11111-. All rights--. 
Far RESTRJCle> ,-of l/k'gmie � ofTexat!On only, Gartner. 
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• IRMS' dated technology makes IRS Publication 1075 compliance difficult

- AR is unable to flag Federal Tax Information (FTI) data in accordance with IRS
requirements

- Do not meet IRS standards for Access Management and least privilege, because
IRMS/AR cannot leverage SailPoint or other modern tools

- Siebel is reliant on Internet Explorer 11, which is at end of life

Over-logging of system events (logs that include extraneous information, such as
taxpayer SSNs) that are unencrypted and retained for seven years

• Contact center 2-factor taxpayer verification from Accurint-Lexis Nexis is cumbersome and
causes poor taxpayer experience; team is looking for a better security around who they're
talking to and be less cumbersome and still robust and secure around account setup and
access (e.g., IRS (show license, etc.))

- The Department would like to provide legitimate taxpayers additional access to their
tax accounts to improve customer service and customer satisfaction, further increasing
the challenge of securing taxpayer data

• Current system challenges do not allow for implementation of sufficient internal controls;
a retired Compliance Supervisor and two Virginia Tax employees were able to
misappropriate $1.3M dollars by manipulating the system

• Tax Departments nationwide are a highly desirable target to for cyber criminals;
cybercrime methods and techniques continue to evolve in an attempts to gain access to
sensitive tax information and potentially manipulate tax systems for financial gain

o 2022 Gamer, Inc. and/Of III allillate,. Alf righlS .... rvac1. 
Frx RESTRlCTEO use of Vi'glnia Dep..im.nt af Taution only. Gartner: 
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6.6 Maintenance and Enhancement Volume and Backlog 

IRMS was developed over twenty years ago and has become more and more difficult to support, 
with increasing maintenance and operational issues, legacy platform, integration complexities and 
staff retention/attrition challenges. The technical debt has increased over this time preventing 
Virginia Tax to move at the speed of business. 

• Current Technical Debt (502 total changes/defects) for the major systems within IRMS
lies within the PowerBuilder technology. This category makes 77% of the total
changes/defects.

Advantage Revenue: 349 changes/defects i.e., 70% of total 

- Compliance Systems: 46 changes/defects i.e., 9% of total

- Others: 107 changes/defects i.e., 21% of total

•· Current Technical Debt aging is greater than 1 year for nearly two-thirds (325) of
changes/defects 

- Nearly 200 changes/defects have aged over 2 years

- Aggravated by limited staff with appropriate skills to manage technical debt

This is causing the technology team to just focus on the legislative changes

Current Technical Debt 

O 2022 -. Inc. andlor b at11i.i.. All rights ,-ved. 
For RESTRICTED UM of Vllglnl8 Oepa,11'*11 of Tuatlon ONY, 

•Advantage
Revenue

• Compliance
Systems

• Other

Percentage of defects aging more than ... 
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100 Days 250 Days , 1 Year : 2 Years
I 

95% 78% I 65% : 37% 
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Gartner. 
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