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Message from the Executive Director

As we approach our fifth anniversary, the Commonwealth Cyber Initiative (CCI) remains unique in the
Nation, with its network of 46 institutions of higher education working together on a common mission of
research, innovation, and workforce development in cybersecurity.

The number one factor for technological leadership in this sector is talent development. Every year, CCI
creates experiential learning opportunities for hundreds of Virginia students. Through our internship and
project-based learning programs, these students work directly with professionals in companies ranging from
small startups to the biggest names in tech, as well as in government agencies as varied as the Virginia State
Police and the Virginia Department of Elections.

Towards our vision of positioning the commonwealth as a global leader in cybersecurity, this year we held
our first international workshop, in collaboration with KU Leuven, one of the leading universities in Europe.
One tangible indicator of our leadership in research is the ability of our researchers to successfully compete
for federal and private sector funding. We have grown from a baseline of 35M$ in new grants and contracts
in Fiscal Year 2020 (FY20) to 112M$ in Fiscal Year 2024 (FY24), a threefold increase in just four years.

In innovation, our two-pronged strategy is to promote the transition of research into commercializable
product (through spin-outs, intellectual property licensing, and preparing our researchers for entrepreneur-
ship careers) and to promote the success of Virginia cybersecurity startups (through placements of interns,
contributing subject matter expertise, and providing incubator and accelerator services). This year, we also
celebrated two more CCI spin-outs incorporated in Virginia!

All of this is the result of the dedication of more than 350 professionals in all corners of the commonwealth
who are involved in CCI, as well as thousands of brilliant students. In this annual report, our fifth, you will

read about the impact that CCI is achieving in making Virginia a cybersecurity leader.

Luiz DaSilva, Ph.D.; Fellow, IEEE
Executive Director, Commonwealth Cyber Initiative

Bradley Professor of Cybersecurity, Virginia Tech



Executive Summary

The Commonwealth Cyber Initiative (CCI) was established under the enabling authority of the Appropria-
tion Act - Item 252.B7, Special Session I, 2018. Its objective is “to serve as an engine for research, innovation,
and commercialization of cybersecurity technologies, and address the Commonwealth’s need for growth of
advanced and professional degrees within the cyber workforce” (Virginia State Budget, 2018).

Our ambitious vision is to establish Virginia as a global leader in cybersecurity, and by doing
so, help diversify the economy of the commonwealth, attracting private investment and jobs.

In Fiscal Year 2024 (FY24) we continued to see significant increase in new research contracts from sources
outside the commonwealth, as well as additional emphasis on our workforce development and innovation
programs. Virginia is unique in the country in establishing this large-scale collaboration of institutions of
higher education (now with 46), and the investment continues to pay off in jobs (and, crucially, a skilled
workforce that can fill those jobs!), spin-outs and startups, and the reputation of our academic institutions.
This report highlights some of the major accomplishments in the past fiscal year.

Global Distinction. In line with our goal of
establishing Virginia as a global leader in cyberse-
curity, we have stepped up collaborations with part-
ners in Europe, Asia, and Latin America. In part-

\ ,Q,: nership with KU Leuven, one of the leading uni-
'7 ? ] “® ® versities in Europe, we held our first international
® & ] cybersecurity workshop. Sixty attendees, represent-

X ing 35 institutions in 10 countries, attended this

¢ two-day, invitation-only workshop with the goal of

® establishing research partnerships in cybersecurity

across the Atlantic. Virginia researchers and uni-

versity leaders collaborated with the European at-

tendees in planning sessions that mapped out key

cybersecurity challenges to be addressed with US-
Europe partnerships and mechanisms for these collaborations to happen. The workshop resulted in a report
being presented to funding agencies on both sides of the Atlantic and other key stakeholders. This year, CCI
also joined the International Cybersecurity Center of Excellence (INCS-CoE), an international organization
led by universities in the U.S., the U.K., and Japan focusing on international collaborations in cybersecu-
rity research, policy, and education. The CCI Executive Director serves on the board of directors of the
organization. Our xG testbed continues to attract international attention, and CCI has hosted delegations
from more than 10 countries, often accompanied by representatives from the Department of State and other
government agencies.
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A Strong Innovation Ecosystem. In the last
two years, an estimated 27% of venture capital in-
vestments in Virginia were in the field of cyberse-
curity. CCI continues to contribute to building this
ecosystem. In FY24, two new CCI spinouts incorpo-
rated in Virginia. These are companies founded by
CCI faculty and/or students and that received sup-
port from us, usually in early stages of ideation and
development of a business plan. The Cyber Accel-
eration, Translation, and Advanced Prototyping for
University Linked Technology (CATAPULT) pro-
gram, co-funded by the CCI Hub and Northern Vir-
ginia (NoVA) Node, provides mentorship and finan-
cial support for translation of cybersecurity ideas
that originate in one of the CCI institutions into
commercialization. At the end of each cohort, in-
ventors get to present to a panel of venture capitalists. Pictured here is Dr. Radhika Barua, Assistant
Professor at VCU and a researcher funded by CATAPULT, describing to the panel her MagnaShield prod-
uct, designed to protect hardware from undue electromagnetic interference. The CATAPULT Fund, now in
its third year, is critical to advance the maturity of cyber discoveries during the critical ”Valley of Death”
phase of commercialization. After the initial funding from this program, innovators are better equipped to
progress to SBIR/STTR grants, funding from VIPC, and seed and angel investor funding.

Project-based Learning. There are an esti-
mated 50,000 unfilled cybersecurity jobs in Virginia.
Despite this enormous need for new talent, gradu-
ating students often find that even entry-level po-
sitions require years of experience. Our workforce
development programs focus on experiential learn-
ing, putting students to work directly with their po-
tential future employers and providing hands-on ex-
perience. In our project-based learning program,
students work in our industry partners on multi-
week cybersecurity projects (while earning an hourly
wage). We currently partner with Microsoft and
CACI. The cohort shown in the picture included
students from Virginia Tech, Christopher Newport
University, Laurel Ridge Community College (now
attending Old Dominion University), and George
Mason University working with Microsoft mentors on a project that investigates cyber vulnerabilities in
the use of the Flipper Zero devices. The program is earning rave reviews from students and companies, and
we are working on expanding it to more industry partners. Project-based learning is part of a wider portfolio
of CCI experimental learning programs that also include internships, traineeships, and others. An annual
CCI job and internship fair and Capture the Flag (CTF) events at the regional, commonwealth-wide, and
international levels are other important components of our workforce development strategy.
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Another Record-breaking Year
for Research Funding. The suc-
cess of the cybersecurity research pro-
gram in Virginia is evident from scientific
breakthroughs being produced by our re-
searchers. It is also measured in research
dollars that we are able to bring to fund
cybersecurity projects in the common-
wealth. We track new research grants
and contracts that we obtain every fis-
cal year, starting at the inception of the
initiative. Back in FY20 through Fiscal
Year 2022 (FY22), our researchers were
bringing approximately $35 million in
new research funding per year. Now, in
FY24, we brought in $112 million in new

grants and contracts, more than triple of our baseline in early days of CCI. This tremendous growth is
unheard of and is a testament to the brilliance of the researchers that Virginia is able to attract. It is also
a result of CCI’s strategy of focusing on team building to go after large-scale research opportunities, as
much of the growth can be attributed to increased success in multi-million dollar grants that often require
collaboration among researchers in multiple institutions. Approximately 70% of our research funding comes
from federal agencies and 30% from the private sector, and the duration of the projects can vary from a few

months to five or more years.

Leadership in ORAN. CCI’s investments in
research infrastructure, in particular the xG testbed,
with components at Virginia Tech, Mason, and
ODU, has placed us in the leadership of Open Radio
Access Network (O-RAN). This year, U.S. Com-
merce Secretary Gina Raimondo visited CCI to an-
nounce a $42 million grant to a project funded
by the Wireless Innovation Fund. [She is pictured
here at Virginia Tech, with Senator Mark Warner,
U.S. Representative Don Beyer, and Assistant Secre-
tary Alan Davidson, National Telecommunications
and Information Administration (NTIA) Adminis-
trator.] This is one of six projects funded this
year by the NTIA with participation from CCI re-
searchers. Open networks are a fundamental com-

ponent of the U.S. strategy to spur innovation and increase competition in the wireless communications
market, and our researchers are worldwide leaders in securing these networks. Forming talent with expertise
in O-RAN is a major challenge in the race for leadership in this sector, and CCI is a major contributor to

workforce development in this space.
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CCI funding is distributed to researchers through open calls for proposals issued both by the Hub and
the Nodes. Proposals are peer-reviewed and final recommendations made by CCI’s Leadership Council. This
ensures that the best ideas, aligned with CCI’s mission, are selected for funding in an open and transparent
manner.

We continue to be advised by a highly distinguished Technical Advisory Board (TAB), with represen-
tatives from industry, state and federal government, academia, and the innovation ecosystem. Some major
goals for the coming fiscal year include:

The launch and execution of CCI 2030, our strategic plan for the next seven years.
Continued focus on center-scale, multi-million dollar grants involving more than one CCI institution.

Engagement with industry through a new industry-university cooperation center funded by the National
Science Foundation (NSF).

Capacity building in Virginia on the topic of cybersecurity for Artificial Intelligence (AI) and Al for
cybersecurity.

The launch of a new innovation program and continued support for our incubator and accelerator
programs.

Expansion of international partnerships, strengthening partnerships in Europe and forging new ones
in Asia and Latin America.

Scaling up of our project-based learning program by recruiting additional key industry partners.

Celebration of our five-year anniversary, communicating CCI’s impact to the commonwealth and the
Nation.
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Chapter 1

The Commonwealth Cyber Initiative

This chapter outlines CCI’s vision and mission lines, describes the organization of the network, and outlines
the structure for the remainder of the report.

1.1 Vision and Mission

CCI Vision

To establish Virginia as a global center of excellence in cybersecurity research and serve as a
catalyst for the commonwealth’s economic diversification and long-term leadership in this
sector.

CCT’s mission encompasses research, workforce development, and innovation at the intersection
between cybersecurity, autonomy, and intelligence.

This report describes our progress in each of the mission lines in FY24, in pursuit of the vision of global
leadership in cybersecurity for the Commonwealth of Virginia.

1.2 The CCI Network

CCI was established under the enabling authority of the Appropriation Act - Item 252.B7, Special Session I,
2018. Its objective is ”to serve as an engine for research, innovation, and commercialization of cybersecurity
technologies, and address the Commonwealth’s need for growth of advanced and professional degrees within
the cyber workforce” (Virginia State Budget, 2018).

1.2.1 An Evolving Network

In FY24, CCI grew again, adding Virginia Wesleyan University in Virginia Beach, VA, to our network. The
CCI network now comprises 46 institutions of higher education across Virginia, depicted in Figure 1.1.

The leadership structure of CCI comprises a Hub and four regional Nodes. Virginia Tech (VT) serves as
the anchoring institution for the Hub and coordinates the strategy and activities of the network; the Hub is
hosted in VTs facilities in Arlington. CCI’s Central Virginia Node (CVN) is led by Virginia Commonwealth
University (VCU), the Coastal Virginia Node (CoVA) is led by ODU, the Northern Virginia (NoVA) Node
is led by Mason, and the Sothwest Virginia Node (SWVA) Node is led by VT. The CCI Hub is led by an
Executive Director, assisted by the Managing Director. Each of the four CCI Nodes is led by a Node Director.
Together, they form the CCI Leadership Council (LC), which is responsible for setting the strategy and
executing the CCI program. An external Technical Advisory Board (TAB), described further Section 1.3,
advises CCI on strategy and programs. The Virginia Innovation Partnership Authority (VIPA) provides
oversight for CCI, as one of the commonwealth’s centers of excellence. The governance structure is depicted
in Figure 1.2.
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Figure 1.1: The CCI network comprises 46 institutions of higher education across Virginia. Virginia Wesleyan
University is the latest member to join.

Figure 1.2: CCI governance structure.

The CCI Executive Director chairs the Leadership Council (LC) and is responsible for articulating the
research agenda and the innovation and workforce development strategy for the network. The CCI Hub
designs, coordinates, and funds network-wide programs and deploys key research infrastructure available to
all CCI researchers. The Hub also houses faculty and graduate students with established expertise in key
research areas in cybersecurity, autonomous systems, and intelligence. A communications team in the Hub
is responsible for external dissemination of CCI activities and successes. Finally, the Hub convenes teams



throughout the network to put together large, multi-million dollar research proposals for external funding.
The CCI regional Nodes are responsible for developing capacity in research, innovation, and workforce
development in their respective geographic regions, establishing leadership in key focus areas. They also
recruit eminent faculty and promising junior faculty for their member institutions and fund programs in
the Node, as well as collaborations across multiple Nodes. The main roles of the Hub and the Nodes are
summarized in Figure 1.3.

HUB NODES
o Chairing the Leadership Council and o Developing regional capacity in research,
mapping out the CCl research agenda, innovation and commercialization, and
innovation and workforce development workforce development
strategy o Establishing each node’s identity and
o Developing and coordinating network- leadership in key focus area(s)
wide CCl programs o Building up research capacity through
o Investing in shared researchinfrastructure recruitment of eminent faculty and/or
o Establishing and supporting expertise in promising junior research faculty
the hub in key research areas o Funding programs in the node and
o Providing funding for some network-wide collaborations across multiple nodes
programs
o Communicating CCI activities and
successes
o Supporting major, high-risk center-level
proposal efforts

Figure 1.3: Roles of the CCI Hub and Nodes.

The CCI Executive Director, Managing Director, and the four Node Directors form the CCI Leadership
Council (LC), depicted in Figure 1.4. Dr. Luiz DaSilva serves as the inaugural CCI Executive Director and
holds the position of Bradley Professor of Cybersecurity at VT. Mr. John Delaney, former Chief of Staff for
the US Army Cyber Command, is CCI’s Managing Director. Dr. Liza Wilson Durant serves as NoVA Node
Director; she is also a professor and Associate Provost for Strategic Initiatives and Community Engagement
at Mason. Dr. Daniel Takabi serves as Coastal Virginia (CoVA) Node Director; he is also the Director of
the School of Cybersecurity at ODU. Dr. Erdem Topsakal serves as Central Virginia Node (CVN) Director;
he is also a professor and Senior Associate Dean at VCU. Dr. Gretchen Matthews serves as SWVA Node
Director; she is also a professor in the Department of Mathematics at VT. The LC meets virtually every
other week and in person for a full-day meeting twice a year. The in-person meetings rotate between Nodes,
allowing the LC to meet researchers and visit CCI facilities in each of the nodes.

Dr. Brian Payne, who served as the CoVA Node Director from the inception of CCI until 2024, has
stepped down from that role to become Interim Provost at ODU. CCI is indebted to Dr. Payne for his
numerous contributions to the initiative.

1.2.2 CCI Hub Organization and Research Infrastructure Development

The CCI Hub is led by the Executive Director, in close collaboration with the Managing Director. Prof. Jeff
Reed, Willis G. Worcester Professor in the Department of Electrical and Computer Engineering at VT, serves
as CCI’s Chief Technology Officer (CTO), providing advice and leadership of the research focus areas of the
initiative. The Managing Director leads the administrative team for the CCI Hub, including an innovation
and workforce development director, a communications and marketing director, a program coordinator in
charge of pre-award funded research, and a Human Resources (HR) generalist. The director of CCI's xG
testbed, as well as hub research faculty, report to the executive director. The organizational structure of the
CCI Hub is shown in Figure 1.5.

The CCI Hub occupies dedicated space in Virginia Tech’s Arlington Research Center for CCI personnel,
laboratories, and an Next Generation Networks (xG) testbed, depicted in Figure 1.6. This is the largest
testbed of its kind, with the latest generation of software-defined radios and an end-to-end open implemen-
tation of 5G, with capabilities to test new technologies expected beyond 5G. It accessible by CCI researchers



(a) Dr. Luiz DaSilva, Executive Di- (b) Dr. Gretchen Matthews, (¢) Dr. Daniel Takabi, CoVA Node
rector. SWVA Node Director. Director.

(d) Dr. Erdem Topsakal, CVN (e) Dr. Liza Wilson Durant, NoVA (f) Mr. John Delaney, Managing
Node Director. Node Director. Director.

Figure 1.4: CCI Leadership Council.

and our industry and government partners. The CCI xG Testbed emphasizes programmability and interop-
erability, relying whenever possible on open interfaces and open-source software. Key areas of capabilities
include securing 5G and next generation mobile networks, and Al assurance.

An outdoor component of the xG testbed is currently being deployed in the Blacksburg campus of VT.
This outdoor testbed will offer unique opportunities for testing and validation of new wireless network
technologies being developed for 6G and will use VT’s Citizens Broadband Radio Service (CBRS) spectrum
licenses. Three site locations have been selected around Stroubles Creek in Blacksburg, VA; these are shown
in Figure 1.7. The first of these three site locations has been set up this year and is located on the HABBI
building rooftop. The cabinet installed at that site is shown in Figure 1.8. This site has a CBRS base station
connected to a 5G core deployed in the edge server and an OpenSAS deployed in the Virginia Tech Research
Center - Arlington (VTRC-A) cloud. Two new Dell Power Edge Servers have been purchased for sites 2 and
3 of the outdoor testbed.

1.2.3 CCI Node Organization and Research Infrastructure Development

Each of the CCI Nodes is led by a Node Director, as depicted in Figure 1.4. The regional Nodes have a lean
administrative structure, with each Node Director assisted by a program manager. Some Nodes also count
with a lean communications and marketing team.

The CCI CoVA Node is headquartered in ODU’s facilities in Virginia Beach, VA. The Node dedicated
$17,000 in FY24 to infrastructure upgrades/life cycle for the COVA SHARE servers. Two new Nutanix NX-
3155G-G8 nodes were funded to expand the capabilities of the CCI academic environment. These Nutanix
nodes have 1 TB RAM per node, 2x Intel Xeon Gold, 3 GHz, 22TB of storage per node, and Nvidia L40’s
GPU specifications. The lab space dedicated to CCI student researchers is depicted in Figure 1.9.
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Figure 1.9: COVA CCI Lab Space.

1.3 The CCI Technical Advisory Board

The Technical Advisory Board (TAB) is a key component of our governance structure, shown in Figure 1.2,
providing advice and guidance on strategic direction for CCI. CCI’s TAB has been in place since Fall of
2020.

The composition of the TAB is as follows:

e One Vice President for Research and Innovation (VPRI) from one of the institutions of higher education
in CCI,

e One member appointed by the VIPA board or the Virginia Innovation Partnership Corporation (VIPC);
e Two representatives from industry;

e One representative from the start-up and innovation ecosystem;

e Two leading academic researchers from outside Virginia; and

e One representative from government.

We are fortunate to have an extremely distinguished TAB. Its members are (Figure 1.10):

e Prof. Elisa Bertino, Samuel D. Conte Professor, Purdue University;

e Mr. David Thrie, Chief Technology Officer, CIT;

e Prof. Anthony Tongen, Vice President and Chief Research Officer, James Madison University (JMU);
e Prof. Sennur Ulukus, Anthony Ephremides Professor, University of Maryland College Park;

e Ms. Tracy Gregorio, Chief Executive Officer, G20ps;

e Mr. Jim Mollenkopf, Vice President, Qualcomm (retired);

e Mr. Zachary Tudor, Associate Lab Director, Idaho National Laboratory; and

e Mr. Dan Woolley, Strategic Partnerships Director, The MITRE Corporation.



(a) Prof. Elisa Bertino. (c) Dr. Anthony Tongen.

(e) Ms. Tracy Gregorio. (f) Mr. Jim Mollenkopf. (g) Mr. Zachary Tudor. (h) Mr. Dan Woolley.

Figure 1.10: CCI Technical Advisory Board (TAB).

The full TAB meets twice a year. FY24’s Fall meeting, on August 31, 2023, was held in person at the
VT-ARC, in Arlington, Virginia, with TAB members and the CCI Leadership Council in attendance. The
agenda included: a briefing on the State of CCI by the Executive Director, Luiz DaSilva; a presentation
on CCI’'s Cyber Acceleration, Translation, and Advanced Prototyping for University-Linked Technology
(CATAPULT) funded innovation work by Radhika Barua from VCU; a presentation by Jack Davidson
about the Cyber Navigator program led by University of Virginia (UVA) and involving six CCI universities;
a research presentation on cyber biosecurity by Feras Batarseh, VT; an update by Gisele Stolz, George
Mason University (Mason), on the CCI Experiential Learning Internship Program; as well as an xG Testbed
demonstration and tour by CCI Testbed Director Aloizio Pereira da Silva. The 2030 Strategic Plan was
presented by the CCI Director of Workforce Development and Innovation, Sarah Hayes, and the TAB
reviewed, provided input and discussed the plan. Time was also set aside for open discussion and advice
from the TAB.

FY24’s Spring meeting, held on February 29, 2024, was held virtually with TAB members and the CCI
Leadership Council in attendance. The agenda included: a briefing on the State of CCI by the Executive
Director, Luiz DaSilva; an update on workforce development and innovation by CCI Director of Workforce
Development and Innovation, Sarah Hayes; a TAB charter discussion and a CCI Symposium update by CCI
Managing Director, John Delaney; and research project updates by Duminda Wijesekera Mason and Aloizio
Pereira da Silva, CCI xG Testbed Director. Time for open discussion and advice from the TAB was also
provided.

The TAB also formed a sub-committee to select the winner of the CCI Impact Award 2024. The award
recognizes an individual, team, group, or organization who, through their CCI activities, has conducted
breakthrough cybersecurity research or innovation or developed a creative means to improve cybersecurity
workforce opportunities for our industry partners and students. This year’s award was presented to Dr.
Sachin Shetty, a professor at ODU (Figure 1.11).

Dr. Sachin Shetty is the Executive Director of the Center for Secure and Intelligent Critical Systems.
The Center researches cyber resilience, data provenance, adaptive models for detecting threats, and prac-
tical issues in cloud computing/cyber-physical systems, mobile security, anomaly detection, moving target
defense, and risk management. The center participates in several federally-funded centers of excellence,
has sixteen personnel supporting research, and regularly contributes to the open-source community. Dr.
Shetty’s leadership has impacted coastal Virginia by leading offshore wind security and safe and secure port
operations. He has contributed to the standards community as subgroup chair on the Internet of Medical
Things, IEEE P2418.6 Standards Development Working Group. His cybersecurity research impact extends
internationally, as a Fulbright Specialist at the University of Iceland and through the development of learning
modules for graduate students in Greece and Iceland. He has authored or co-authored over 200 research
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Figure 1.11: Dr. Sachin Schetty, ODU, FY24’s CCI Impact Award winner.

articles in journals and conference proceedings and edited four books. He is the recipient of the Fulbright
Specialist award, the top 2 percent cited scientist in the world, the top 50 Influential papers in Blockchain
award, the EPRI Cybersecurity Research Challenge award, the Commonwealth Cyber Initiative Fellowship
award, three-time DHS Scientific Leadership award and has been inducted in Tennessee State University’s
million dollar club.

1.4 The CCI Inclusion and Diversity Committee

To increase the participation of under-represented groups in the cyber workforce is one of the strategic goals

of CCI:

CCI will contribute to increasing the diversity of the cybersecurity workforce, so that the composition
of that workforce approximates the gender, racial, and ethnicity distribution of the nation’s popu-
lation. It will also foster a culture of inclusion in the work environment, where everyone is treated
fairly and respectfully, regardless of age, gender, ethnicity, religion, disability, or sexual orientation.

To fulfill this strategic goal, CCI has established an Inclusion & Diversity Committee (IDC) with the role
of advising the LC on matters of inclusion and diversity. The committee itself has diverse representation
from CCl-affiliated institutions throughout the commonwealth. The role of the committee is to advise CCI’s
LC on matters of inclusion and diversity, including:

e The establishment of programs that aim at increasing participation of underrepresented groups in the
cyber workforce;

e Diversity goals and considerations in all programs funded by CCI;

e Organization of seminars, workshops, and training events that highlight diversity issues of particular
relevance to CCI research, such as gender and racial bias in Al systems, and consideration of persons
with disabilities in the design of autonomous systems;

e QOutreach activities geared towards underrepresented groups in Science, Technology, Engineering, and
Mathematics (STEM).



The IDC is chaired by Dr. Nathan Carter, chief diversity, equity, and inclusion officer at Northern
Virginia Community College (NVCC). During the fiscal year, the committee expanded its roster to include
two industry representatives and increased its impact. Additional members are:

e Patty Bernardo, CACI International;
e Jacek Kibilda, CCI,

e Jordan Mason, Mason;

e Michele McDonald, CCI;

e Betty Myrthil, Cisco Systems;

e Krzysztof Rechowicz, ODU;

e Joao Santos, CCI;

e Arianna Schuler Scott, VT;

e Yanxiao Zhao (replacing Jennifer Allen), VCU.

In FY24, the CCI Inclusion and Diversity Committee helped develop CCI’s new research program, Ad-
dressing Inclusion and Accessibility Issues in Cybersecurity (Inclusive Cybersecurity). The program attracted
33 proposals, far exceeding expectations. CCI awarded 11 projects to researchers from Mason, ODU, UVA,
VT , and William & Mary (W&M). Projects include such topics as secure authentication for people with
disabilities, inclusive biometric authentication, brain-computer interface for password input, judgments by
artificial intelligence tools, and more. This program is further discussed in Section 2.2.2.

The committee is organizing a workshop to be held in Fiscal Year 2025 (FY25), in which Virginia
researchers will discuss collaborations in inclusive cybersecurity to pursue external funding for large projects
and possibly, research centers. In addition, CCI is encouraging researchers to publish papers and lead a
research publication dedicated to the topic of inclusive cybersecurity. We are excited about the opportunities
for Inclusive Cybersecurity and how it could expand Virginia’s reputation as a global leader in the field.

In this fiscal year, the IDC also provided invaluable advice and input to CCI 2030, our strategic plan for
the next six years.

1.5 CCI Communications

1.5.1 CCI Social Media Strategy, Website, and Metrics

The CCI Communications and Marketing team continues to grow CCI’s reputation and outreach through
our website, social media accounts, videos, brochures, one-pagers, monthly newsletter, email campaigns,
news stories, external media relations, events, the annual CCI Symposium, and more. Our visual identity
has matured, creating a cohesive look across our platforms and programs.

The communications team supports CCI’s mission lines of innovation, workforce development, and re-
search, collaborating with leadership to ensure messaging and materials are consistent and on point. The
communications team also has expanded its mission to include leading the Research Showcase, CyberArts
Program, and Addressing Inclusion and Accessibility in Cybersecurity Research Program.

In this fiscal year, we led the organization of the CCI CyberArts Exhibit, which officially opens with a
reception on Oct. 18, 2024 and will be open to the public from October 2024 to mid-January 2025 at the
Torpedo Factory Art Center in Alexandria, VA. About 15,000 people are expected to visit the cybersecurity-
themed exhibit.

We have enhanced CCI’s robust website with expanded funded projects webpages, a 200-plus strong
researcher directory, an xG Testbed website, additional workforce development programs, calls for proposals,
and other resources. All are designed to be easy to navigate.

Our outreach and increased content have translated to a record 47,672 users in FY24, a 30.5% rise from
the prior year (Figure 1.12). CCI website users clicked 379,944 times.
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Figure 1.12: Website usage, focusing on users, comparing FY24 to FY23.

Our monthly newsletter keeps our highly engaged audience informed while guiding them to the website.
Newsletter subscribers increased to 4,052, from 300 in October 2020.

Our social media accounts, designed to drive people to the CCI website to learn more about our programs
and mission, continue to be one of our strongest outreach strategies. Consistent, informative, and engaging
posts have led to more people following these posts.

The main CCI LinkedIn account remains our powerhouse and the place where industry partners, re-
searchers, and students share information and successes. Highlights include:

e Our LinkedIn audience grew to 2,741 followers, a 50.1% increase from FY23.
e Our Instagram account now has 283 followers, a 73.5% increase.

e Our Twitter account grew to 605 followers, a 30.4% increase.

Figure 1.13 shows the evolution of our social media followers for LinkedIn, Instagram, and Twitter
accounts.

1.5.2 Appearances in the Media in FY24

Many of the programs and major achievements from CCI researchers and staff have appeared in the print
and online media. We posted 252 news stories from or about universities and colleges in the CCI network
during the fiscal year. Please visit the news section of our website for more news.

A sampling of media appearances is provided below:

Richmond Times-Dispatch Op-Ed by Luiz DaSilva: To protect the nation, Virginia must remain an
innovation leader

CCI fosters international collaboration to counter global cybersecurity threats

CCI named one of 15 specialized wireless testing centers in the world

CCI and CHIPS and Science Act of 2022, Public Wireless Supply Chain Innovation Fund

Federal funding boosts CCI wireless network security projects
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Follower Growth by Fiscal Year

Figure 1.13: Social media followers for CCI’s LinkedIn, Instagram, and Twitter accounts.

CCI researchers to hold prominent role in 42 million dollar wireless project

Mason faculty part of NTTA Wireless Innovation Fund project using Al to test O-RAN components

Innovation Fund projects to Virginia Tech promise to unlock potential, secure the future of open networks

CCI named one of 15 specialized wireless testing centers in the world

"Curious Conversations’ podcast with Luiz DaSilva about the future of wireless networks and CCI’s
testbeds

Impact of CCI on the commonwealth

Northern Virginia Magazine: CCI Partners UVA and Virginia Tech: How the Rivals are Stronger Together

Cyber interns compete to capture the flag

15 students join CCI cyber pre-apprenticeship program

CCI funds 11 ‘inclusive cybersecurity’ projects from across Virginia

Virginia Tech researchers work to secure power grid communication on military bases

CCI funds 11 ‘inclusive cybersecurity’ projects from across Virginia

NSA, Homeland Security Name Mountain Empire Community College a National Center of Excellence
in Cyber Defense

American Scientist article with CCI Southwest Node Director Gretchen Matthews: The future of cyber-
security hinges on creating harder problems

First Short-term Cyber Security Training Cohort Kicks Off at Danville Community College

Mason University redesignated as a National Center of Academic Excellence

Student teams tackle tech industry challenges at CCI-sponsored PatriotHacks 2023

Water Environment and Technology Magazine: ‘Cyber-physical’ approach at Virginia Tech’s ACWA Lab
protects water systems from hackers

Radford University’s Classroom to Career Cybersecurity Summit highlights cybersecurity careers for
rural students

12
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H Reporting requirement Section(s) H

External grants attracted to support the work of CCI 2.1
Research grants awarded from the funds contained in HB30 2.2
Research faculty recruited 2.3
Results of entrepreneurship and workforce programming 3,4
Collaborative partnerships and projects 5.1
Correlated economic outcomes 5.2
Geographic distribution of the awards from the funds contained in HB30 6.3

Table 1.1: Mapping of reporting requirements to sections of this report.

CCI researchers recognized

CCI Northern Node Director Liza Wilson Durant among Northern Virginia Technology Council’s 2023
Cyber50 Honorees

CCI Research Director Eric Burger elected fellow of National Academy of Inventors

CCI Research Director Eric Burger elected AAAS Fellow

FBI presents VCU’s Milos Manic with leadership award for work advocating cybersecurity and outreach
programs

UVA Engineering’s Jack Stankovic Receives Prestigious IEEE Medal

Largest Computing Society Says UVA’s Aidong Zhang and Jack Davidson Among 7 Best

Virginia Tech professor Walid Saad among most highly cited researchers in the world

Highly cited researchers 2023: Wenjing Lou

1.6 Report Structure

This report describes the CCI’s progress and achievements in FY24. Chapter 1 outlines our vision and
mission, describes the organization of the CCI Hub and Nodes, and summarizes our media strategy. Progress
on the three mission lines of research, workforce development, and innovation is described in Chapters 2,
3, and 4, respectively. Chapter 5.1 is devoted to CCI’s collaborative partnerships and projects. Chapter 6
contains the financial reports from the hub and nodes for FY24. Finally, Chapter 7 describes our main
activities and programs planned for FY25.

The seven reporting requirements specified in Item 135, Chapter 1289, HB30, are:

e External grants attracted to support the work of CCI;

e Research grants awarded from the funds contained in HB30;
e Research faculty recruited;

e Results of entrepreneurship and workforce programming;

e Collaborative partnerships and projects;

e Correlated economic outcomes; and

e Geographic distribution of the awards from the funds contained in HB30.

The mapping of these reporting requirements to sections of this report is shown in Table 1.1.
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Chapter 2

CCI Research

This chapter summarizes the main achievements in FY24 for the CCI research mission line.

2.1 External Grants to Support the Work of CCI

CCT’s vision is one of Virginia as a global center of excellence in research at the intersection of cybersecurity,
autonomous systems, and intelligence. The economic impact that CCI can bring is predicated on being
recognized by industry, government agencies, and the broader research community as being leaders in this
research domain. To achieve this mission, CCI is investing in unique research infrastructure and in research
programs that build capacity and seed new areas of excellence. This has already resulted in unprecedented
success in obtaining extramural funding to support CCI research. This section summarizes the outcomes of
CCT’s research mission.

2.1.1 Extramural Funding in FY24

In FY24, the CCI network received 138 external grants totaling $112,152,250 to support the CCI mission
lines of research, workforce development and innovation. 95 grants (69%) were from federal agencies and 43
(31%) were from state and industry partners. Summary information is shown in Figure 2.1 and details are
found in Appendix 1.

2.2 Research Grants Awarded from the Funds in HB30

In FY24, CCI awarded grants to the participating institutions, aligned with our goals in research, workforce
development, and innovation. These funds were awarded on a competitive basis, with researchers responding
to calls for proposals issued by CCI. Proposals were reviewed by experts in the area of each call, and the LC
made final funding decisions based on recommendations from reviewers. This section describes the grants
awarded in this Fiscal Year from CCI funds.

2.2.1 Research in Supply Chain Cybersecurity
Objective of the Call

The focus of this call for proposals is capacity building in supply chain cybersecurity. Topics include but are
not limited to:

e Zero-trust architectures;
e Securing softwarized and disaggregated networks;

e Testing and validation of system security;
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[CCI Extramural Funding for FY24

Node Number of Grants Grant Total
CCl Hub 15 $3,665,467
Central Virginia 8 $11.009,947
Coastal Virginia 27 $26,671,282
Morthern Virginia 44 $35.889 880
Southwest Virginia 44 $34 915674
Total 138 $112,152,250

Statefindustry Grants

$77,594 518 $34 557,232

Figure 2.1: External funding obtained by the CCI network in FY24.

Cybersecurity risks to the semiconductor supply chain, including hardware Trojans;

Autonomous vehicle supply chain security;

Supply chain security over the product lifetime, e.g., software updates;

Supply chain security for systems involving artificial intelligence/machine learning.
Objectives of this call include:

e To produce seminal contributions to supply chain cybersecurity, targeting the expansion of this research
through competitive grants from the federal government, private sector, philanthropic foundations, and
other sources.

e To produce research contributions that benefit Virginia companies.

e To explore opportunities for innovation (commercialization, entrepreneurship, etc.) in supply chain
cybersecurity.

This call utilizes CCI Hub funds and is open to Principal Investigators (PIs) in any of the public insti-
tutions that are part of CCIL.

Selection Criteria

Each proposal was reviewed by at least three subject matter experts and evaluated according to the following
criteria:

e Strong intellectual merit related to cybersecurity.
e Relevance to the focus of the call on supply chain cybersecurity.

e (Clear plan for obtaining additional funding from government, private sector, philanthropy, etc., and
likelihood of being competitive for the programs identified by the PI.

e Strong broader impacts related to CCI’s mission lines of innovation and workforce development, as
well as in diversifying the cyber workforce.
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Research Grants Awarded

The CCI Hub awarded and funded 10 grants. The Northern Virginia Node, Coastal Virginia Node, and
Southwest Virginia Node each funded an additional 3 grants. The number and value of grants associated
with each CCI Node are tabulated in Figure 2.2. Individual grants are listed in the Appendix 2.

Supply Chain Cybersecurity Research Program — Hub Funded

Node Number of Grants Grant Total
1

Central Virginia $50.000

Coastal Virginia 5 $350,000

Morthern Virginia 3 $200.000
1

Southwest Virginia $50,000
Total 10 $650,000
Supply Chain Cybersecurity Research Program — Node Funded

Node Number of Grants Grant Total

Coastal Virginia 3 $150.000
Northern Virginia $150,000

3
Southwest Virginia 3 $150.000
Total 9 $450,000

Figure 2.2: Supply Chain Cybersecurity Research Program details for F'Y24.

2.2.2 Addressing Inclusion and Accessibility in Cybersecurity Program

CCI is dedicated to improving and addressing inclusion, accessibility, and diversity in cybersecurity on a
variety of fronts, from the composition of the cybersecurity workforce to the design of technology and systems
that affect daily life.

With this program, CCI is building research capacity in the new area of inclusive cybersecurity, involv-
ing a transdisciplinary response that includes physical, cognitive, financial, and emotional vulnerabilities.
Examples include, but are not limited to:

e Accessible and secure digital protection;
e Skin tone or gender bias in artificial intelligence used in cybersecurity;
e Online deception of vulnerable populations;

e Secure systems that can be used by people with disabilities and social and/or economic challenges.

Objective of the Call
Objectives of this program include:

e To produce seminal contributions to address inclusion, accessibility, and diversity issues that are specif-
ically related to cybersecurity;

e To use the program’s seed funding to pursue continuation of the awarded project’s impact, including
but not limited to seeking additional funding from federal and state agencies, foundations, and the
private sector;

e To contribute to workforce development in cybersecurity with cross-disciplinary domain knowledge;

e To explore opportunities for innovation (commercialization, entrepreneurship, etc.) at the intersection
of cybersecurity and accessibility and inclusion.
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Selection Criteria

Each proposal was reviewed by at least three subject matter experts and evaluated according to the following

criteria:

e Strong intellectual merit related to cybersecurity that addresses inclusion, accessibility, and diversity;

e Relevance to the focus of the call (intersection between cybersecurity and inclusion, accessibility, and

diversity);

e Tangible outcomes and likelihood of additional impact in innovation, research, and/or workforce de-
velopment, through follow-up activities listed in the proposal. Proposers were asked top cite specific
programs that could fund and expand the work, including funding agencies, partnerships with philan-

thropic organizations, foundations, intellectual property, and entrepreneurship opportunities.

Research Grants Awarded

The CCI Hub awarded and funded 6 grants. The Northern Virginia Node awarded 2 grants, the Coastal
Virginia Node awarded 1 grant, and the Southwest Virginia Node awarded 2 grants. The number and value
of grants associated with each CCI node are tabulated in Figure 2.2. Individual grants are listed in Appendix

2.

Inclusion & Accessibility of Cybersecurity Research Program — Hub Funded

Node MNumber of Grants Grant Total

Central Virginia 0

Coastal Virginia 2 $100,000
Morthern Virginia 3 $150.000
Southwest Virginia 1 $50 000

Inclusion & Accessibility of Cybersecurity Research Program — Node Funded

Node Number of Grants Grant Total

Coastal Virginia

1

$50.000

MNorthern Virginia

2

$100,000

2.2.3 Node Funded Research Projects 2024

In FY24, the CCI Regional Nodes awarded and funded 40 research programs totaling $2,539,858 in research
grants. The research projects are focused on a wide-range of cybersecurity topics, such as supply chain
security, artificial intelligence, smart technologies, Internet of Things, autonomous systems, wireless network
security and 6G. Additionally, numerous projects are multi-disciplinary and are collaborative efforts with
research teams from several universities in Virginia. A detailed list of the Node research projects are listed

in the figures below:

e Central Node - Figure 2.5
e Coastal and Northern Nodes - Figure 2.6
e Southwest Node - Figures 2.7 and 2.8

Southwest Virginia 2 $94 000
EEI__E

Figure 2.3: Addressing Inclusion and Accessibility in Cybersecurity Research Program details for FY24.
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The total value of research grants provided by each CCI Node to researchers in their region is shown in
Figure 2.4.

Regional Node Research Grants FY24

$1,250,000
$1,000,000
$750,000
$500,000

$250,000

50

Central Coastal Marthern Southwest

Figure 2.4: Regional Node Research Grants Awarded for FY24.

2.2.4 CCI Fellows Program 2024

This program, launched in FY22 and continued throughout Fiscal Year 2023 (FY23) and FY24, has the
objective of supporting large-scale proposals for extramural funding involving three or more CCI institutions.
Increasing the competitiveness of our researchers to obtain funding for center-scale projects is one of our
strategic goals.

Objective of the Call

This call funds CCI researchers to lead center-scale proposals. PIs funded under this call are designated as
CCI Fellows. Proposals must involve at least two CCI institutions of higher education (from any Node).
A CCI institution of higher education must play a coordination role in the project. The budget associated
with CCI institutions in the center-scale proposal must be at least $2 million.

Proposals must be in response to a published call or a direct solicitation from a funding agency or
company.

This program is funded with CCI Hub funds, and receives proposals on a rolling basis. The program was
announced in early 2022, and the first awards happened in FY23.

Selection Criteria

Proposals are evaluated by the CCI leadership according to the following criteria: strong intellectual merit
relevant to CCI’s mission and to the topic of this call, strong broader impacts related to CCI’s mission, com-
petitiveness of the team for center-scale funding, and potential to generate additional funding and revenue.
The FY24 CCI Fellows are listed in Figure 2.9; they join six Fellows funded in FY23.
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Regional Node Research Grants FY2024

Central Virginia Node

Project Title Pl Lead Institution  Grant Amount
Building a Connected Future: Shernif Virginia £100,000
Advancing OpenCyvberCity for Ahbdelwahed Commonwealth
Collaborative Research, Education University
and Thnovation
Low resource Edge hardware Javastmha WVirginia $100,000
Autoencoders for anomaly Detection | Atulasimha Commonwealth
n Smart cities networks (LEADS) University
CRIPTAG - Computational RFID for | Mircea R Stan University of £100,000
Privacy and Trust in IoT Virginia
Applications
Machine Learning based CAN Bus Hatving Shen University of £100,000
Data Attack Detection in Virginia
Autonomous Velucles
Low-cost and Long-lasting Soil Evuphan Bulut WVirginia £100,000
Moisture Sensing with WiFi signals Commmonwealth
and Energy Harvesting University
SafePath: Automated Extraction of Madhur Behl University of £100,000
Temporal Logic Based Trajectory WVirginia
Embeddings for Enhanced
Autonomous Vehicle Safety.
Weaklv-supervised Federated Graph | Jungdong L1 University of $100,000
Learning for Cyber-Physical WVirginia
Systems
Graph Neural Networks for Smart Negin University of $100.000
Infrastructure Systems with Large Alemazoor Virginia
Number of Heterogeneous IoT
Sensors

Figure 2.5: Central Node Research Grants Awarded for FY24.

Dr. Harpreet S. Dhillon, from VT, is a FY24 CCI fellow leading a project to launch the Institute for
the Mathematics of Technology-Inspired Applications (IMTIA) through the prestigious NSF Mathematical
Sciences Research Institutes program. Positioned to be a national resource for the mathematical sciences
and adjacent communities, IMTIA will be a collaboration between VT and the University of Virginia that
will grow into an international resource. It will be the first national institute to focus on mathematics for
science and engineering applications prompted by the capabilities and challenges of a digital world. Dr.
Dhillon and his team will seek diverse solicitations of interest, with a total budget goal of $20M-$30M over
five years of performance.

Dr. Ross Gore from ODU leads, as a CCI fellow, a project titled ”Individualized and Effective Cyber
Risk Training Using Large Language Models.” Dr. Gore’s project proposes a paradign shift in approach-
ing communicating cybersecurity risks and conducting office training related to cybersecurity threats. The
project team proposes a framework that can be applied to any type of cyber threat to generate individualized
cyber risk communication and/or office training containing desired stakeholder information. These messages
and training are more inclusive of their audience and produce a more directed educational/training response
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Regional Node Research Grants FY2024

Coastal Virginia Node

Project Title Grant Amount

Tackling Dark Pattern-Induced Online | Vikas Ashok 0ld Dominion §£50,000
Deception of People with Visual University
Dizabilities
Enhancing Security of Software Supply | Mohammad $100,000
chain - A Focus on AIML GhasemuoGol
A Paradigm Shift: Innovating Supply Rui Ning £50.000
Chain Secority for Al-Assisted
Devices

Advancing Supply Chain Security Qunli William & Mary | §30,000
through Quantum Computing: A
Framework for Rapid Optimization
maritime and supply chain companies
Total $250,000

Northern Virginia Node

Project Tiile P1 Lead Grant Amount
Insiitution
Securing the Supply Chain of Large Zivu Yao George Mason $50.000
Language Models as Software with University
Explainable Al and Humans in the
Loop
Fingerprinting Technology for Vijav Shah (George Mason $50.000
Enhancing 5G/NextG O-EAN Supply University
Chain Risk Management
Securing Chiplet-Based Semiconductor | Tanvir Arafin George Mason §50.000
Manufacturing from Untrusted Supply University
Chains
Identity Verification in Smartphones as | Emanuela Marasco | George Mason §£50,000
Soctal Intersectionality: Inclusive University
Design of Contactless Fingerprints to
Mitigate Skin Tone and Gender Bias
Vicarious Offensive Language Marcos Zampieri George Mason $50.000
Identification University
Total £250,000

Figure 2.6: Coastal and NoVA Node Research Grants Awarded for FY24.

because they are individualised using large language models (i.e., ChatGPT, BERT, Claude, Ernie, Falcon,
Lambda, etc.). This approach will be described in a proposal submitted to the NSF Computer and Infor-
mation Science and Engineering (CISE) Core Programs, Large Projects Opportunity with a total budget of
$4M in collaboration with VT, Mason, and William and Mary.

Dr. Parth Pathak, a FY24 fellow from Mason, is leading a project titled ”Open-Milli-IoT: An Open



Regional Node Research Grants FY2024

Southwest Virginia Node

Project Title

Weighted Graph States for Quantum
Network Applications

FI

Ed Bames

Lead
Institation
Virginia Tech

Grant Amoumnt

75,000

Cybersecurity Threats in a Federated
Supplv cham Architecture

Zachary Bowden

Virginia Tech

550,000

Using Intelligent Conversational
Apents to Empower Adolescents to be
Eesilient Agamst Cyvbergrocming

Jm-Hee Cho

Virgimia Tech

15,000

Tmely Commumnication under
Adversanal Aftacks

Mlaice Costa

Virginia Tech

520,000

Fundamentals of Privacy-Detectability-

Timeliness Tradeoff in Wireless
Wetworks

Harpreet Dhillon

Virginia Tech

575,000

Communications Support for The
Virgimia Tech Center for Quantum
Information Science and Engineering

Sophia Economou

Virginia Tech

545,000

Privacy-Aware Federated Learmng in
Heterogeneous IoT

Thanz Hoang

Virginia Tech

75.000

Don’t You Dare Judge Me™:
Judgments by Al Tools and their
Impact cn Minorities

Tabiths Jamesz

Virginia Tech

S44.000

Secunng Large Languape Models for
Enhanced Supply Chain Cybersecunty

Ming Jin

Virginia Tech

$30.000

Identifimmg Human Factors Eelated
Cvybersecurity Risks and Vulnerabilities
in Driving Automation Systems
equipped CMV Fleets

Xiaojian Jin

Virginia Tech

575,000

Quantum Algonithms for Ideal Class
Group Computations

Jazon LeGrow

Virginia Tech

$30.000

Digital Twins for Cyber Fesihence of 2
Low Carbon Power and Energy
Infrastructure

Chen-Ching Lin

Virginia Tech

575,000

Figure 2.7: Southwest Node Research Grants Awarded for F'Y24.

Programmable Platform for mmWave Wireless Internet-of-Things” with VT. The vision for the proposal is to
develop a first-of-its-kind research platform titled Open-Milli-IoT for investigating and developing mmWave
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Software Defined Radio and O-BAN
for Meohile Disinibuted MIMD
(dMIRACH

Lingjia Liu

Virgimia Tech

Building a High-performance Intrusion
Detection System for Virginia Tech's
[Pv4 and IPv Networks

Wenjing Lou

Virgimia Tech

Coding theory for secunty and privacy

Gretchen
Natthews

Virginiz Tech

Broadening Participation in Bessarch

Gretchen
Matthews

Virginia Tech

Graduzte Research & Innovation
Dezign: Secure Connectivity for
Eenewable Devices in the prid (GRID-
SECURED)

Al Mehnzi-Sami

Virgimia Tech

An Empirical Evaluation of Large
Language Models (LLMs) in
Generating Secunty Tests to Mitigate
Supply Cham Attacks

Na Meng

Virginia Tech

550,000

Uze & Abuze of Perzonal Information

Alan Bchaesls

Virgimia Tech

Fobust Claszification of Adwversarial
Images from Generative Al Models

Bimal Visvwanath

Virginia Tech

Defending Against Malicious LLM-
Driven Agents Utilized for Online
Abuze Directed at At-Risk
Communities

Bimal Viswanath

Virgimia Tech

Eeal-time Integrated Mizinformation
Campaign Alarmm and Trackang System
in the Age of Al

Yaling Yang

Virginia Tech

75,000

Understanding and Protecting the
Privacy for Health Data Shanng and
Analy=is in Virginia

Total

Figure 2.8: Southwest Node Research Grants Awarded for FY24.

Hailong Zhang

22

Virgimia Tech

520,000

$1.239,858

ToTs. This project aims to jointly orchestrate and manage mmWave communication and IoT devices through
programmable and intelligent radio networks in the form of Open RAN. The research framework will have
three key components to produce ultra-high localization accuracy, ultra-low latency at extremely low power
consumption, intelligent and robust networking protocols to enable communication with mmWave IoT's, as
well as provide agility and flexibility for mmWave IoT devices so that RIS and conventional clients and base




stations can be seamlessly integrated, orchestrated, and managed as a unified architecture. Dr. Pathak
and his team aim to develop a large center-scale proposal for the NSF CCRI (CISE Community Research
Infrastructure) and/or NSF MRI (Major Research Instrumentation) opportunities, with at least a $2M
anticipated budget.

CCI FY24 Fellows

Harpreet S. Dhillon Virginia Tech
Ross Gore Old Dominion University
Parth Pathak George Mason University

Figure 2.9: CCI Fellows FY24.

2.3 Faculty Recruited

2.3.1 Hub Faculty

The CCI Hub hired one post-doctoral researcher in FY24:

Dr. Pratiti Paul (Figure 2.10) is currently a Presidential Postdoctoral Fellow at the CCI Hub at VT
Arlington Research Center in Arlington, Virginia. Before joining VT, Dr. Paul received her Ph.D. from
the Indian Institute of Technology, Delhi (IIT Delhi) and worked as a Research Associate at the University
of Edinburgh, UK. Her current research aims to contribute to developing resilient sixth-generation (6G)
wireless systems, focusing on Vehicular-to-Vehicular Communication. The expected impact includes the
development of a resilient 6G infrastructure, reliable wireless systems with efficient link design, advanced
learning-based threat detection, and mitigation of such adverse events. The multi-disciplinary research
draws from communication theory, machine learning, security, and statistics, with a focus on building a
resilient and secure 6G system. Dr. Paul currently serves as a technical reviewer for IEEE Transactions on
Communication and IETE Journal of Research, and is a technical instructor in the IIT Delhi Certificate
Programme in ”Machine Learning and Deep Learning.”

Figure 2.10: Dr. Pratiti Paul.
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2.3.2 Node Faculty
2.3.3 Northern Virginia Node

Dr. Matt Jablonski was recruited to George Mason University as part of a cluster hire with Old Dominion
University. He will conduct research at George mason University and as part of the Northern Virginia Node
of the Commonwealth Cyber Initiative, and in partnership with researchers from the Coastal Node of the
Commonwealth Cyber Initiative and Old Dominion University. He and his counterparts at ODU will have
access to the faculty and facilities of both universities to enable their success.

Dr. Jablonski’s responsibilities in his role as a CCI Fellow include:

e Assisting in the interdisciplinary research effort between George mason University, Old Dominion
University, and the Northern Virginia and Coastal Virginia nodes of CCI.

e Leverage university-level strategic priorities in cybersecurity research to lead transformative growth
and impact the research portfolio, and to further encourage and foster new and existing collaborations
with academic, industrial, and governmental institutions in Northern Virginia, Coastal Virginia and
the greater Washington D.C. area.

e Accelerate the growth of high-quality academic programs, facilitate interdisciplinary research initia-
tives, and broaden the scope and focus areas of research in Mason with significant potential for com-
mercialization.

Dr. Jablonski received his Bachelor’s degree in Computer Science from Virginia Tech, and his M.S. degree
in Information Security and Assurance and a Ph.D. in Computer Science from George Mason University.
Since 2019, he has served as Vice President of Security Research for B4Corp. Dr. Jablonski is active in
CyMANII, SAE International, and IEEE. His research intersts include risk analysis, offensive and defen-
sive operations, formal methods, cyber physical systems, networking and telecommunications, and reverse
engineering.

2.3.4 Coastal Virginia Node

Dr. Daniel Takabi Takabi is the new Director of ODU’s School of Cybersecurity, the new Coastal Node
Director, as well as the Batten Endowed Chair of Cybersecurity and professor of electrical and computer
engineering.

He previously served as founding director of the Information Security and Privacy: Interdisciplinary
Research and Education (INSPIRE) Center at Georgia State University. He led efforts resulting in GSU’s
designation by the National Security Agency as a National Center of Academic Excellence in Cyber Research
and a National Center of Academic Excellence in Cyber Defense. He also served as program director for the
cybersecurity programs, managed the CyberCorps Scholarship for Service (SFS) program and developed the
Graduate Certificate in Trustworthy AI Systems program at GSU.

At ODU, Dr. Takabi will collaborate on cybersecurity research and initiatives with units across campus,
including the Center for Secure and Intelligent Critical Systems, led by Sachin Shetty, and the supply chain
cybersecurity research led by Rafael Diaz. He will also work with other universities on cybersecurity research
and will be an active participant in the Commonwealth Cyber Initiative.

Dr. Takabi’s research focus is Cybersecurity and privacy, including the intersection of artificial intelligence
(AI) and data science with cybersecurity and privacy; privacy-enhancing technologies; computation over
encrypted data; and usable security and privacy.

Dr. Mohammad GhasemiGol is a research assistant professor at Old Dominion University’s School
of Cybersecurity.

He holds BS and MS degrees in Computer Engineering. For his Ph.D., he specialized in alert management
and intrusion response systems. During his Ph.D. studies, he worked with the Information Security and
Privacy: Interdisciplinary Research and Education (INSPIRE) group at the University of North Texas
(UNT).

Before joining ODU, he was at the University of Birjand (UoB) as an assistant professor in the department
of computer engineering. He was also the director of the Computer Emergency Readiness Team (CERT)
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and director of Information Communication and Technology (ICT) at UoB for more than 4 years. He later
joined Imperial College London as an associate researcher in the Resilient Information Systems Security
(RISS) Group, as a part of cyber security competence for research and innovation (CONCORDIA) project.
After that, he was a research assistant professor in the University of North Dakota’s College of Engineering
& Mines.

Dr. Robert Podschwadt is a Research Assistant Professor in the School Cybersecurity of Old Do-
minion University. He earned his Ph.D. in Computer Science from Georgia State University in 2024. He
has as B.S. and M.S. in Computer Science from Hochschule der Medien Stuttgart (Stuttgart Media Univer-
sity), Germany. From 2012 to 2017, he worked as a System Developer for Rhode & Schwarz Cybersecurity.
His research focuses on security and privacy in machine learning and applications of machine learning for
security critical tasks. He studies the use of privacy enhancing technologies like homomorphic encryption
and secure multi-party computation for privacy preservation in machine learning. He is also interested in
security applications of machine learning, and in adversarial examples.

Dr. Neda Moghim is a research assistant professor at Old Dominion’s School of Cybersecurity, who
originally joined ODU in the Virginia Modeling, Analysis, and Simulation Center.

Previously, she was an associate professor in the University of Isfahan’s Department of Computer En-
gineering. She holds a PhD and M.Sc. in Communication Systems Engineering, and a B.Sc. in Electrical
Engineering. She is the author of several technical papers in telecommunications journals and conferences.

Md Shirajum Munir is a research assistant professor at Old Dominion University’s School of Cyber
Security.

Previously, he served as a post-doctoral research associate at ODU’s Virginia Modeling, Analysis, and
Simulation Center. Before joining ODU, he was a postdoctoral researcher at Kyung Hee University’s De-
partment of Computer Science and Engineering.

He holds a B.S. in Computer Science and Engineering and a Ph.D. in Computer Engineering. He has
also worked in software engineering at the Samsung Research and Development Institute. He’s published in
IEEE journals and presented at IEEE and other conferences. He’s a member of IEEE, IEEE Communication
Society, IEEE Young Professional, and The Institution of Engineers, Bangladesh (IEB).

2.3.5 Southwest Virginia Node

Dr. Atul Mantri was recruited from the University of Maryland, where he was a postdoctoral associate.
Previously, he was a postdoctoral associate at University of Edinburgh. His research expertise is rooted in
the burgeoning field of quantum computation and quantum information, with a specific focus on quantum
cryptography. His work involves the application of cryptographic methodologies to construct secure protocols
in the quantum domain, as well as the design of classical cryptographic protocols resilient against the
computational capabilities of quantum computers. Atul received his doctorate from Center for Quantum
Technologies (CQT), National University of Singapore and Singapore University of Technology and Design
in 2019.

Dr. Emily McMillon is a Virginia Tech Presidential Postdoctoral Fellow and NSF Postdoctoral Fellow
in the Mathematics Department at Virginia Tech.

Dr. Emily McMillon was recruited from Rice University, where she was an NSF Postdoctoral Fellow.
She earned her doctorate in Mathematics from the University of Nebraska-Lincoln. Her research interests
are coding theory and applied discrete mathematics. She is specifically interested in graph-based codes and
iterative decoder analysis.

Dr. Sangmork Park is an assistant computer science and information science professor at VMI. He
received a Ph.D. from the Wright State University in Dayton, Ohio, and a master’s degree from the Air Force
Institute of Technology at Wright-Patt AFB. His research interests include cybersecurity, machine learning,
cloud computing, C4I systems, simulation, and optimization.

2.3.6 Central Virginia Node
The Central Virginia Node did not recruit new faculty members in F'Y24.
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2.4 CCI xG Testbed

CCI has made a major investment in creating a geographically distributed testbed for research and innovation
in 5G and Next Generation networks. We call it the CCI zG testbed. This platform is allowing CCI
researchers, in partnership with government and industry, to experiment, validate, and test new technologies
and approaches to accelerate fundamental research and innovation on cybersecurity in the context of the
next generation of mobile and fixed networks.

In FY24, CCI’s xG testbed has continued to expand, with the beginning of our outdoor deployment in

Blacksburg, VA.
Value Proposition

The xG Testbed contains assets for research and innovation in 5G and NextG, embedding Artificial Intelli-
gence (AI) in the operation of the network, supporting research in network security, O-RAN security, and
AT assurance, among other topics. Figure 2.11 shows the logo developed for the testbed.

yPer I’?/}/.
NS S

nNWea/,

Figure 2.11: CCI xG Testbed logo.

The value proposition for the xG Testbed can be summarized as follows:

e First end-to-end ORAN-compliant 5G/6G network with fully integrated AI infrastructure. Fully built
with open source Al and network components.

e Includes massive computing and storage capabilities focusing on AT Assurance for cybersecurity.
e This multi-site testbed allows experimentation with non-locality in complex networks.
e Able to deploy at scale Al solutions in distributed networks.

e Supports hands-on multi-disciplinary training of cyber professionals well versed in Al and communi-
cations.

Design Principles

Our goal is to support innovation that is aligned with the standardization of 5G being led by the 3rd
Generation Partnership Project (3GPP) as well as to contribute to the emerging vision for the next generation
of networks, which we refer to as Nezt G. To this end, we adopt the following principles in the design of our
testbed:

e Openness: reliance on open systems, whenever possible, for access to communications and network
functions and programmability;

e Accessibility: access to the testbed by researchers throughout the CCI network of institutions;

e Programmability: configurable and programmable hardware and source, end-to-end, from the user
equipment to the core network;
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e Flexibility: flexible network management and orchestration compliant with an end-to-end 5G archi-
tecture composed of a mix and match of open-source and commercial hardware and software, with a
cybersecurity focus, enabling indoor and outdoor deployment;

e Componentization: fully componentized implementation with open Application Programming Inter-
faces (APIs); containerized, cloud-ready implementations;

e Interoperability: integration ensuring the integrity of the end-to-end solution; interoperability among
network components and existing testbeds, securing and hardening the network infrastructure;

e Support of verticals: alignment with key verticals to be supported by 5G and Next G networks, and
co-location with research infrastructure supporting those verticals.

The testbed has components located in the CCI Hub and each of the Nodes. These components are
aligned with verticals that are of particular focus in each node: national security, autonomous vehicles,
transportation networks, manufacturing and supply chain in the NoVA Node; Internet of Things (ToT),
smart communities, and medical devices in CVN; ports and warehouses in the CoVA Node; autonomous
and unmanned vehicles, additive manufacturing, and the energy grid in the SWVA Node. The testbed
component in the CCI Hub provides a full-stack 5G core and radio access network, including commercial-
grade and experimental Software Defined Radio (SDR) equipment and open source software; it is accessible
remotely by all CCI researchers.

2.5 Research Highlights and Breakthroughs

CCI is presenting some of our researchers’ exciting work through selected papers that have been presented,
published, or accepted for publication in 2023 and 2024.

Submissions came from CCI researchers at George Mason University, James Madison University, Old
Dominion University, Virginia Commonwealth University, Virginia Tech, and William and Mary.

Learn more about all the selected papers as well as papers of note.

Many papers were the product of collaborations between researchers at multiple CCI member universities,
as well as institutions in other states and nations. Papers are focused on cybersecurity, have benefited from
CCI funding, and acknowledge CCT’s contribution in the publication/presentation. They include:

Horizontal Gaze Nystagmus Transmission Interlock System: Building a personalized machine-
learning algorithm calibrated to test drivers’ sobriety while protecting their privacy. Authors:
Chase Coleman, Matthew Jenkins, William Roberts, Charlie Thomas, William, Westerkamp, Rod MacDon-
ald, Ahmad Salman

Strategic Resilience Evaluation of Neural Networks within Autonomous Vehicle Software:
Exploring safety pitfalls of deep neural networks used in autonomic vehicles in the presence
of transient hardware faults. Authors: Anna Schmedding, Philip Schowitz, Xugui Zhou, Yiyang Lu,
Lishan Yang, Homa Alemzadeh, Evgenia Smirni

CANShield:Deep-Learning-Based Intrusion Detection Framework for Controller Area Net-
works at the Signal Level: Developing the CANShield to protect controller area network
(CAN) bus from injection attacks. Authors: Md Hasan Shahriar, Yang Xiao, Pablo Moriano, Y.
Thomas Hou, Wenjing Lou

A Zero Trust Framework for Realization and Defense Against Generative AI Attacks in
Power Grid: Using a novel zero trust framework to recognize and protect against attack
vectors. Authors: Md Shirajum Munir, Sravanthi Proddatoori, Manjushree Muralidhara, Walid Saad, Zhu
Han, Sachin Shetty

A Machine Learning-Based Temperature Control Security Against FDI Attacks in Smart
Buildings: Incorporating machine learning-driven anomaly detection into control systems for
optimal indoor climate regulation. Authors: Mostafa Zaman, Maher Al Islam, Nasibeh Zohrabi, Sherif
Abdelwahed

Resilient Power Sharing in a 100% Inverter-Based Power System Under GPS Spoofing
Attacks: Improving control algorithm accuracy by fortifying existing power grid controllers
against cyberattacks. Authors: Brady Alexander, Ardavan Mohammadhassani, Ali Mehrizi-Sani

27


https://cyberinitiative.org/research/research-showcase-june-2024.html
https://cyberinitiative.org/research/research-showcase-june-2024/horizontal-gaze-nystagmus-transmission-interlock--system-.html
https://cyberinitiative.org/research/research-showcase-june-2024/horizontal-gaze-nystagmus-transmission-interlock--system-.html
https://cyberinitiative.org/research/research-showcase-june-2024/strategic-resilience-evaluation-of-neural-networks-within-autono.html
https://cyberinitiative.org/research/research-showcase-june-2024/strategic-resilience-evaluation-of-neural-networks-within-autono.html
https://cyberinitiative.org/research/research-showcase-june-2024/strategic-resilience-evaluation-of-neural-networks-within-autono.html
https://cyberinitiative.org/research/research-showcase-june-2024/canshield-deep-learning-based-intrusion-detection-framework-for-.html
https://cyberinitiative.org/research/research-showcase-june-2024/canshield-deep-learning-based-intrusion-detection-framework-for-.html
https://cyberinitiative.org/research/research-showcase-june-2024/canshield-deep-learning-based-intrusion-detection-framework-for-.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-zero-trust-framework-for-realization-and-defense-against-gener.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-zero-trust-framework-for-realization-and-defense-against-gener.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-zero-trust-framework-for-realization-and-defense-against-gener.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-machine-learning-based-temperature-controller-security-against.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-machine-learning-based-temperature-controller-security-against.html
https://cyberinitiative.org/research/research-showcase-june-2024/a-machine-learning-based-temperature-controller-security-against.html
https://cyberinitiative.org/content/cci_research_vt_edu/en/research/research-showcase-june-2024/resilient-power-sharing-in-a-100--inverter-based-power-system-un.html
https://cyberinitiative.org/content/cci_research_vt_edu/en/research/research-showcase-june-2024/resilient-power-sharing-in-a-100--inverter-based-power-system-un.html
https://cyberinitiative.org/content/cci_research_vt_edu/en/research/research-showcase-june-2024/resilient-power-sharing-in-a-100--inverter-based-power-system-un.html

P4CONTROL: Line-Rate Cross-Host Attack Prevention via In-Network Information Flow
Control Enabled by Programmable Switches and eBPF: Leveraging programmable data to
enforce information flow control at the network-level, using network infrastructure to block
sophisticated attackers. Authors: Osama Bajaber, Bo Ji, Peng Gao

Malicious RIS vs. Massive MIMO: Securing Multiple Access Against RIS-Based Jamming
Attacks: Developing an algorithm to optimize RIS reflection coefficients without knowing
legitimate user channels. Authors: Arthur Sousa de Sena, Jacek Kibilda, Nurul Huda Mahmood, André
Gomes, Matti Latva-aho

Probing Weaknesses in GPU Reliability Assessment: A Cross-Layer Approach: Conduct-
ing a characterization study with extensive fault injection experiments on GPU applications
to protect vulnerable systems. Authors: Lishan Yang, George Papadimitriou, Dimitrios Sartzetakis,
Adwait Jog, Evgenia Smirni, Dimitris Gizopoulos

OSINT Research Studios: A Flexible Crowdsourcing Framework to Scale Up Open Source
Intelligence Investigations: Developing a sociotechnical framework to provide training and
scaffolding to support OSINT investigations. Authors: Anirban Mukhopadhyay, Sukrit Venkatagiri,
Kurt Luther

SOK: Side Channel Monitoring for Additive Manufacturing - Bridging Cybersecurity and
Quality Assurance Communities: Consolidating and systemizing knowledge to explore SCs in
additive manufacturing while highlighting QA and cybersecurity communities’ collaboration
opportunities. Authors: Muhammad Ahsan, Muhammad Haris Rais, Irfan Ahmed

An Analysis of Recent Advances in Deepfake Image Detection in an Evolving Threat Land-
scape: Developing concrete and specific future work directions to build resilient and reliable
deepfake detectors. Authors: Sifat Muhammad Abdullah, Aravind Cheruvu, Shravya Kanchi, Taejoong
(Tijay) Chung, Peng Gao, Bimal Viswanath, Murtuza Jadliwala

2.5.1 Highlight: The CHIPS and Science Act and O-RAN

The Public Supply Chain Wireless Innovation Fund is a $1.5 billion program that supports the development
of open wireless networks. A key objective is to lower the barrier to entry for new vendors in the wireless
supply chain, thereby spurring innovation. The program is funded under the CHIPS and Science Act and is
managed and led by the NTIA.

The achievement of the program’s objectives will have major economic development and national security
implications. O-RAN’s goal of intelligent, open, virtualized and fully interoperable mobile networks promises
to spur marketplace competition and evolve network technology at a faster pace than proprietary or ”black
box” technology.

In FY24, the NTIA issued a Notice of Funding Opportunity (NOFO) for research and testing of innovative
solutions in O-RAN. This call for proposals consisted of two tracks: research & development (R&D), and
testing & experimentation (T&E). Hundreds of institutions responded to the call, and after judicious selection
the NTTA awarded approximately $140 million to the projects selected for funding.

CClI researchers were extraordinarily successful under this call. The projects selected for funding included:

e Developing a holistic cybersecurity framework. Lead: Virginia Tech. Track: R&D. Total: $2 million.

e Al-Enabled efficient testing and evaluation for RU, DU, and CU components of 5G Radio Access
Networks. Lead: Michigan State University. Participant: George Mason University. Track: R&D.
Total: $1.7 million.

e Learning-based O-RAN testing. Lead: Virginia Tech. Track: R&D. Total: $2 million.

e Defense against sophisticated threats. Lead: Booz Allen Hamilton. Participant: Virginia Tech. Track:
R&D. Total: $2 million.

e Digital twin to predict system failures. Lead: Cyrrus360. Participant: Virginia Tech. Track: R&D.
Total: $2 million.

e Acceleration of commercialization and compatibility of O-RAN deployments. Leads: AT&T and Veri-
zon. Participant: Virginia Tech. Track: T&E. Total: $42 million.
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This success is the result of early investments by CCI in research infrastructure and personnel across
multiple institutions. The CCI xG Testbed was designated an Open Testing and Integration Center (OTIC)
by the O-RAN Alliance in 2023, recognizing our unique capabilities in research, testing, and experimentation
with O-RAN solutions.

Becoming an O-RAN testing and integration center aligns with our mission to spur innovation, integrate
security, and lower barriers to entry in the wireless market. CCI’s investment in shared infrastructure gives
industry partners and researchers across our network of more than 40 Virginia universities and colleges access
to this crucial resource that will help build secure, fast networks. OTICs help achieve that goal by allowing
vendors and providers to test, evaluate, and verify their products and software solutions.

In FY25 we will continue to be competitive in further funding opportunities announced by the NTTA.
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Chapter 3

CCI Workforce Development

CCI has invested in the creation of new experiential learning opportunities for Virginia students, and in
pairing students with cyber startups, medium and large businesses, and government agencies for training
and career development opportunities. This chapter highlights the CCI programs that focus on workforce
development.

3.1 Hub-Led Programs
3.1.1 CCI Internship Fair

The CCI Internship Fair took place in late September 2023 and proves again to be one of our most popular
programs. Over 500 students registered for this free and virtual event comprising a career panel featuring
representatives from CACI and Expedition Technology, and employer booths. Nineteen employers partici-
pated ranging from government agencies to small Virginia-based companies. Featured employers included:
CACI, Microsoft, G20ps, and The U.S. Department of Health and Human Services.

3.1.2 CyberFusion

The Commonwealth Cyber Fusion, hosted by Virginia Military Institute (VMI), Senator Mark R. Warner,
the Virginia Cyber Range, and CCI took place on the VMI campus on February 23-24, 2024. The invitation-
only event is for colleges that are National Security Agency (NSA) / Department of Homeland Security (DHS)
designated National Centers of Academic Excellence in Cyber Defense. CyberFusion combines a collegiate
cyber competition with learning and career opportunities featuring a career fair, career panel, and the
Virginia Cup Capture the Flag Competition. The event hosted two competitions, one for 4-year and one for
2-year colleges. 150 students from 21 colleges and universities competed over the weekend. Friday’s activities
included a keynote speech by Oki Mek, Microsoft chief information security officer for the Federal Civilian
Sector, and a veteran with a 20-year career inside the federal government; a job fair; an employer panel
discussion regarding real-world advice for students; and a faculty/industry round table discussion hosted by
representatives from the Commonwealth Cyber Initiative. This year’s competition included 44 challenges, the
most ever for this competition. The winners of the capture-the-flag-style Virginia Cyber Cup competition for
the four-year college division are: George Mason University in first, University of Virginia finishing second,
and Virginia Tech in third. For the community college division: Tidewater Community College was the
winner, followed by Northern Virginia Community College in second, and Virginia Western Community
College in third. George Mason University was the overall winner and received the Commonwealth Cyber
Fusion Cup.

3.1.3 Project-based Learning Program

The CCI Project-Based Learning Program solicits projects from industry sponsors for students to work on
for one or two semesters while being actively mentored by the industry sponsor. Our first pilot project
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was with CACI and Northern Virginia Community College (NVCC). CACI accepted seven cyber students
from NVCC, who worked on two discrete projects for two semesters. CCI paid the students’ stipend and
monitored the projects. In FY24 CACI decided to accept another cohort of students, this time selected from
schools across the commonwealth. Additionally, Microsoft has joined the program and has accepted two
cohorts to work on two separate projects. The first project, Flipper Zero Research, has provided students a
flipper zero device on which to conduct research over the course of the summer. Students will present their
research projects to MS employees at a company-wide lunch and learn event. The second project is hosted
by Microsoft Federal: students will work with Microsoft Cloud and Cybersecurity subject matter experts
(SMEs) to build a simulated enterprise cloud environment to conduct cybersecurity operations. Students
will learn about modern cloud environments and cloud-focused cybersecurity operations to enhance their
studies, gain work experience, and add to their skills in cloud-based technologies.

3.1.4 Clearance Preparedness Program

In FY24 the CCI Hub continued a virtual series to prepare students for the security clearance process, after
a successful initial cohort in F'Y23 with over 400 students registering. This program, entitled ” The Clearance
Preparedness Program” includes ten virtual webinars ranging in topics from ”What is a security clearance
and why would I want one?” to ”Common reasons people do not pass a clearance process”. Students from
across CCI are eligible to participate and if they attend 80 percent of the modules, they will earn a digital
badge signaling that they are informed about and prepared to begin a security clearance process. The
modules are hosted by CCI’s Dr. Eric Burger and feature representatives from industry and government
discussing various aspects of security clearances.

3.1.5 Experiential Learning Program in FY24

The Experiential Learning Program is CCI’s longest running program, with the FY24 batch of awards being
the fifth time CCI has run this program. Over the past five years CCI has awarded 36 proposals totaling
in $3,932,392.00 in funding (Figure 3.1). With each project engaging anywhere from 10 to 25 students, this
program has impacted hundreds of students across the state.

Experiential Learning Program Funding Year Over Year
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$750,000.00
$500.000.00
$250000.00
$0.00
2020 2021 2022 2023 2024
Year

Figure 3.1: Experiential Learning Program Funding Year Over Year.

In its fifth iteration, the 2024 Experiential Learning call for proposals elicited 16 submissions, with seven
successful proposals totalling $684,099 awarded in grants. CCI researchers were eligible to respond to this
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call, and proposals were selected based on recommendations by a peer review group. The percentage of the
funding for projects in each CCI Node is shown in Figure 3.2.

NoVA
28.6%

COVA

571%
SWVA
143%

Figure 3.2: Funding percentage by Node for the FY24 Experiential Learning program.

The projects funded by this program are summarized below.

e Mobile Security (Andriod) through Experiential Learning: Yanhai Xiong W&M, Kun Sun,
Mason; $84,099. As of March 2024, Android commands almost 71 percent of the global smartphone
market. Android is also increasingly being utilized in emerging IoT and wearable devices. The Android
operating system presents significant cybersecurity challenges as attackers seek to exploit the platform
for financial gain. Researchers plan to: Equip students with foundational and advanced knowledge and
skills in Android security; Foster practical problem-solving capabilities through direct collaboration
with industry leaders such as Google and Visa; Enhance communication and cooperative skills through
cross-university teamwork and partnerships between academia and industry; Facilitates immediate
professional pathways for students by collaborating with industry giants like Google and Visa.

e Cyber Startups: Gisele Stoltz; Mason; $100,000. Building on seven semester-long cohorts of CCI
Experiential Learning Programs, the proposal will set up internships that offer George Mason Uni-
versity’s micro-credential certification to students from Mason and other students from NoVA Node
schools, which can be added to LinkedIn profiles as a certified qualification of tech entrepreneurship.
The program will match students from Mason and other NoVA Node schools, including transfers from
regional community colleges, with local cybersecurity startups and subject matter experts. Interns
will supplement this experience with a tech-focused entrepreneurship curriculum. The semester-long
program will be offered twice a year, in the Spring and Fall, aiming to place 50 students per year.

e Intelligent Automation for Cyber Ready Industrial Control Systems Training Program for
Safe and Secure Shipbuilding Operations: Sachin Shetty, ODU; Md Shirajum Munir ODU; Le
Thanh Tan, Hampton University; $100,000. Secure Industry Control Systems (SICS) have a tremen-
dous impact in commercial, government, and military sectors due to advances in machine learning,
Internet of Things, and autonomy technologies. The shipbuilding industry needs efficient methods
to protect sensitive data and prevent malicious attacks. Another challenge is ensuring the security
of cyber-infrastructure within interconnected systems that improve operational efficiency but increase
potential entry points for attacks. Successful cyber-attacks on processes underpinning ICS can create
severe disruptions in all aspects of shipbuilding operations.
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e Automated Threat-Hunting System Development Learning Program: Mohamed Gebril,
Mason; Dr. Sherif Abdelhamid, VMI $100,000. Ease-of-use, precision of outputs, correlation between
systems, and clear communication channels are among the most frequently mentioned as problematic.
When designing security programs, organizations are increasingly interested in the implementation of
proactive solutions to satisfy security requirements. Threat hunting programs designed to analyze,
test, monitor, and secure systems aim to satisfy this trend. Researchers will enhance threat hunt solu-
tions through the use of open-source tools from a list of problem areas derived from a set of interviews
concerning the topic conducted during a previous CCI funded project. They will establish a basis
for tool functionality and use continuous development and integration testing to provide a learning
experience that simulates the real world. This initiative not only aims to enhance cybersecurity proto-
cols through real-time network traffic monitoring and incident response but also to cultivate a skilled
workforce adept at navigating the complexities of network security. The system developed through this
program will be integrated into workshops hosted at Mason and VMI, with the added goal of serving
the surrounding communities.

e Expanding Experiential Learning Through the Commonwealth STEM Industry Intern-
ship Program Commonwealth STEM Industry Internship Program (CSIIP): Chris Carter;
Virginia Space Grant Consortium (VSGC); $100,000. This partnership serves the entire Common-
wealth and supports CCI’s goal of cybersecurity workforce development. VSGC established CSIIP to
support education, workforce development, and research by providing Virginia undergraduate students
majoring in STEM with meaningful paid internships. The program is free to companies, schools, and
students. CSIIP helps students explore career goals, apply classroom theory in the workplace, and de-
velop their skills while working on real-world projects mentored by industry professionals. Since 2013,
VSGC has placed more than 1,150 students, and several companies have hired their interns as full-
time employees, including: Sentara; AScIS; Hampton Roads Sanitation District; RecAccess; Dominion
Resource Services; MI Technical Solutions; BASF; York County; and City of Newport News.

e Enhancing Experiential Learning via Technology Enabled Internships with Mentoring
(TEIM); Jeff Pittges, Radford; Deri Draper-Amason, ODU; Milos Manic, VCU; Bobby Keener, Civil-
ian Cyber CEO/CIO; $100,000. Employer surveys routinely show that students graduating from tra-
ditional programs aren’t workforce-ready due to a lack of critical thinking/soft skills and the inability
to apply theoretical knowledge learned in the classroom. While experiential learning approaches seek
to address this issue, many lack needed structure. The CCl-aligned TEEM program has previously
served more than 150 students from 12 CCl-affiliated institutions of higher education and 13 school
divisions, with more than 75 industry professionals acting as mentors. TEEM will continue to lever-
age the successful approach of having experienced higher-education students serve as the mentors for
less experienced college and high school students. This phase will also meaningfully enhance TEEM
by: Developing a required student-mentor micro-credential aligned to mentoring best practices; Align-
ing the program to Virginia High Quality Work-Based Learning (HQWBL) requirements; Funding
the proposal will drive 45 mentor/mentee student engagements representing institutions throughout
Virginia.

3.1.6 Cyber As A Service

In FY24, the CCI Hub began a new program called Cyber As a Service in which projects, performed primarily
by students, provide a cyber service (e.g., penetration or pen testing, cyber risk analysis) to Virginia small
businesses or not-for-profits in the same county as the institution of higher education. This in an ongoing call
for proposals with maximum grant awards of $15,000. One such project funded through UVA Wise, called
the Exploration of CyberSystem Risk in Wise County Small Businesses, will be student-centered having
a two-prong focus on providing: (1) an authentic learning opportunity for students to work with a Wise
County area small business in providing a cybersystem risk analysis producing a risk register documenting
identified cyber risk scenarios plus mitigation analysis and (2) a service for the Wise County, Virginia, small
businesses with the students’ time and effort being compensated solely by the grant. The Kerckhoff principle
provides the guiding force here as it is essential when designing systems to be secure and ensuring a small
business customers’ personal information protection (PIP) as well as the business’s information utilized for
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day-to-day business practices and historical data for report production remains uncompromised. Cyber risk’s
omnipresence within rural areas is a priority for Wise County’s local small business enhancing the need for
a service to provide a cybersystem risk analysis.

3.2 Node-led Programs

In addition to the CCI-wide programs described above, in the past year the CCI Nodes also developed and
executed many successful workforce programs. Workforce development spending by the four CCI Nodes
totaled $1,669,000.00 in FY24. The breakdown by Node is shown in Figure 3.3.
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Figure 3.3: Workforce Development spending by Node in FY24.

3.2.1 NoVA Node

The NoVA Node carried out six workforce initiatives:

e High School Cybersecurity Internship Program: The CCI NoVA CCI NoVa Node is funding 40
high school students for internships with cybersecurity companies during Summer 2024. The experience
includes a 2-week professional skills training program to prepare students for the professional work
environment. 149 applications were received for the 40 available placements. Of the selected applicants,
47% identify as women or non-binary, and 57% come from underrepresented populations in science and
engineering. Host companies include: Appian, Loudontec, Virginia Tech Thinkabit Physical Computing
Lab, Chainbridge Solutions, Solvitur Systems, Maximus, Leidos, NT Concepts, Obscurity Labs, GT
Cyber Labs, F1 Cloud Solutions, CGI Federal, and Widelity. This program is an expansion of the
successful program launched in FY21 and scaled in FY22.

e University/College Cybersecurity Entrepreneurship Internship Program: To support both
workforce development and early-stage cybersecurity startups who have limited resources, George Ma-
son University conducted an expansion of its successful Cybersecurity Internship program, partnering
with entrepreneurs and their early-stage companies to provide invaluable experiential learning oppor-
tunities to students. CCI NoVa Node ran two cohorts of cybersecurity internships with early-stage
companies in fall 2023 and spring 2024. The program received over 600 applications for 50 spots during
the two cohorts. Thirty percent (30%) of the interns were female and 68% identified as non-white.
Host companies included: Datal.ock Consulting Group, KaDSci, Total Cyber Solutions, Solvitur Sys-
tems, Assursec, Auspex Labs, Gigasheet Inc, Looking Glass, SylLab Systems, Rimstorm, Karambit.Al,
Corvus Labs, NowSecure, PropelGPS, CodeLock Inc, InterSec Inc, Valicyber, Cybermonic, Pistevo
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Decision, Widelity, Colvin Run Networks, ITInfra, TidalCyber, Frontier Foundry, Blue Cloak, and
RPProServices. This effort not only expands cybersecurity experiential learning, but augments the
workforce to accelerate commercialization of cybersecurity technologies and the creation of new jobs
in the sector.

Undergraduate Research Program CCI NoVA Node sponsored 26 undergraduate students con-
ducting cybersecurity research at George Mason University, James Madison University and University
of Mary Washington. Example research projects included:

— Security Assessment

— Space/Terrestrial Networking

The Cyber Workforce Gap’s Impact on Organizations

Securing the Internet of Things (IoT) using AI Technologies

Enhancing Authentication on the Web

— Healthcare Organizations and their Reliance on Vendors/Cloud Systems

— Computer Vision for Safety Applications in Advanced Manufacturing

— Factory Cyberphysical System Security

— A Hybrid Evidence-Based Approach to Detecting and Mitigating Election Misinformation

— Regional Cybersecurity Ecosystems
These experiences are building significant technical expertise and capacity in 10 undergraduates, mak-
ing them particularly well trained for advanced work in industry and government. Twenty-six percent

(26%) of this year’s Undergraduate Research Assistants cohort identify as women, and 52% identify
with underrepresented population groups in science and engineering.

Teacher Cybersecurity Professional Development Program. 15 public school teachers from
across the region, including Arlington, Alexandria, Fairfax, Prince William, and Loudoun counties,
participated in a 5-month cohort entailing virtual cybersecurity workshops and other training oppor-
tunities over the course of the academic year. The overall goal was to help teachers build confidence
in their knowledge of cybersecurity and support introduction of cybersecurity concepts into the class-
room, regardless of grade level or subject matter. Topics addressed in the professional development
workshops included:

— Intro to Cybersecurity

— Linux 101/ Intro to a Cyber Range

— Linux 102 and Fun with Linux

— Passwords/ Cracking Passwords

— Malicious Links and Untrusted Sources

— File Hashing

— Backdoor Attacks

— Simple Web Application Attacks

— Advanced Web Application Attacks

— Intro to IT Fundamentals

— Intro to Networking

— Cybersecurity Awareness for Elementary and Middle School

— Cyber Society Overview

— Overview of Cybersecurity Basics for k-5 Teachers

— Overview of Cybersecurity Basics for 6-8 Teachers
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Based on the success of this program, cyber.org developed a similar program, based on a cohort
model of learning, splitting between K-8 and high school teachers, and scaled it nationally. Given this
approach, participants in the CCI NoVa Node program joined the larger cohorts, allowing for broader
exposure to unique perspectives and classroom strategies. Sessions continued to be facilitated by CCI
Nova Node partner cyber.org. The program culminated in presentations by teachers of lesson plans
they have developed for their specific classrooms and disciplines with impact to more than 1500 K-12
students.

e Cybersecurity Apprenticeship Program. As part of CCI NoVa Node’s effort to expand the
pipeline of cybersecurity talent beyond degree-seeking individuals, the CCI NoVa Node Cybersecu-
rity Apprenticeship program is providing cybersecurity training and an immersive apprenticeship for
people who wish to transition into a career in cybersecurity but do not have prior experience. This
program includes a 7-week classroom learning and training experience, beginning June 10, 2024, fol-
lowed by a 12-week apprenticeship/traineeship with a cybersecurity company. The program received
over 308 applications for 23 available positions. 48% of the cohort identify as female. Underrepresented
population groups in science and engineering 11 comprise 83% of this cohort. Placement in apprentice-
ships is ongoing and includes, to date, apprenticeships with Peraton, Sedulous, Auspex Labs, Trewon
Technologies, and Solvitur Systems.

e Undergraduate Internship Program This program enables undergraduates from across the CCI
NoVa Node to participate in internships with cybersecurity companies from across the region. There
are currently 28 students participating in this program, with more onboarding. Industry hosts include
CGI Federal, Rohic, Frost Mountain LLC., Great Victory Legends., IvySys Technologies, TekScope,
Auspex Labs, CyRisk, and RPRC. Thirty-two percent (32%) of this cohort identify as female and 57%
identify with underrepresented population groups in science and engineering.

In addition to these dedicated programs, CCI NoVa Node enabled the widening of the talent pipeline
through the support of external initiatives targeting high school students. In FY24, CCI NoVa Node again
supported the CyberStart program. CyberStart, built by an expert team of cybersecurity professionals,
gives students hand-on experience with real-world cybersecurity tasks and simulations that help them learn
and develop the skills necessary to meet the critical need for cybersecurity professionals. Virginia had 26
students honored as Scholars with Honors and an additional 221 participants noted as Scholars. Students
living within the geographical boundaries of NoVa Node comprised 15 (58%) of those recognized as Scholars
with Honors and 136 (61.5%) of those recognized as Scholars.

CCI NoVa Node also supported CyberSlam 3.0, which brought together members of the Secret Service,
Homeland Security, high school teachers, George Mason University faculty, and more than 600 hundred
students from five counties and 22 high schools from the region to participate in a hands-on cybersecurity
event. NoVa Node also served as a sponsor for PatriotHacks 2023, which attracted over 500 students to
develop their technical capacity to address real-world problems presented by industry. Additionally, CCI
NoVa Node is sponsoring University of Mary Washington’s Summer Experience learning program for 15 high
school students, focusing on cybersecurity and skills building, at University of Mary Washington, to be held
in July 2024.

Jordan Mason, CCI NoVa Node’s Program Manager, continues to serve on the commonwealth’s Computer
Science Education Advisory Board, thereby providing input to recommendations for Computer Science
education standards for k-12 and perspective on 13 basic skills critical to the cybersecurity workforce of the
future.

3.2.2 COVA C(CI

CoVA CCI continues its support of workforce development, and student experiential learning through the
graduate student experiential learning (CyberExL) program and the Cybersecurity Internship Clinic. CoVA
CCI spent $305,000 in experiential learning funding in FY24.

e Graduate student experiential learning program (CyberExL). CoVA CCT’s graduate student
experiential learning program is managed by Dr. Stephanie Blackmon, William and Mary School of
Education. The program was rebranded as CyberExL in 2021 and the first cohort of graduate students
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started working with their respective organizations in January 2022. In FY 2023, sixteen students
representing Norfolk State University, Old Dominion University, and William and Mary completed this
program. Additional information can be found on the CoVA CCI/Talent Development and Experiential
Learning Program website.

e Cybersecurity Internship Clinic. During the Spring 2024 semester, COVA CCI supported a pilot
of our Cybersecurity Internship Clinic. Eight (8) students from Old Dominion University and two
micro-businesses - a non-profit religious ministry and a government contractor - were selected for this
pilot. We partnered with Valor Cybersecurity, a local cybersecurity business, which provided training
and subject-matter expertise to the students as they prepared to complete the assessment of the client
businesses. We also had a representative from CISA speak about the CISA Cybersecurity Perfor-
mance Goals and how they can be used to support small businesses. This clinic provides pro bono
cybersecurity-as-a-service to small businesses, non-profits, local government offices/agencies/board,
and other organizations using selected students to assess the organization’s cybersecurity prepared-
ness and risk posture. The objective of this clinic is to provide cybersecurity awareness and services
(education, risk management posture) to client organizations within Hampton Roads while providing
an experiential learning opportunity for the students participating in the program as cybersecurity
interns/consultants. Specifically, this clinic targets those client organizations that do not have a strong
cyber presence and who can find value in gaining knowledge of cybersecurity through cybersecurity
awareness and services. This is a 15-week program offered during the fall and spring academic semesters.
During the program, students receive training on different cybersecurity modules, allowing them to
interview client organizations during the middle part. The students work in teams under the super-
vision of ODU faculty. The team provide service to the client in one or more areas of cybersecurity
network defense, cybersecurity policies and procedures, cybersecurity training for employees, cyber risk
assessments, and/or cybersecurity best practices.

3.2.3 SWVA Node
The SWVA Node funded 3 workforce programs, with each funding several projects:

e Program — FY24 Workforce

1. Title: (SGDT) Smart-built Gamified environment as an autonomous collaborative cybersecurity
Digital-Twin facilitating user-behavior modeling in the presence of attacks PI: Mohamed Azab Lead
Institution: Virginia Military Institute Co-Pls & Institution: Denis Gracanin, Stephanie Travis (VT)
Funding Program: FY24 Workforce FY24 Funds: $8,476 Summary: In this proposal, we present a
cybersecurity gamified digital-twin experimentation and exercise platform emulating large-scale dis-
tributed smart-built environments for user behavior modeling and investigation in attack and defense
situations. We build on the existing collaboration between two Senior Military Colleges, Virginia Mil-
itary Institute (VMI) and Virginia Tech (VT). The VMI and VT PIs have collaborated since 2019
on related research problems. VMI cadets and VT graduate/undergraduate students work together
to support the PIs’ research activities. High school students selected from Montgomery and/or Rock-
bridge counties will be recruited to work on the project. VT PI Gracanin is also an Adjunct Professor
at the VMI Department of Computer and Information Sciences where he teaches capstone courses (CIS
480 and CIS 490). VT PI is also a member of the VMI CyDef Lab team. VT Co-PI Travis is at the VT
National Security Institute (NSI) where VT PI Gracanin is an affiliate faculty. VMI PI is a member of
graduate students committees at VT and a collaborator with the VT DVE lab, and NSI at VT. VMI
PI is also a member of the VMI CyDef Lab team.

2. Title: RUSecure CTF Contest: Expanding Access to Cyber Security Education PI: Joe Chase Lead
Institution: Radford University Co-PIs & Institution: Prem Uppuluri (RU) Funding Program: FY24
Workforce FY24 Funds: $49,950 Summary:

The RUSecure CTF Contest began in 2014 as part of an NSA MEPP Grant and with support from
Cypherpath. The goal of the Contest was, and continues to be, to explore applying the just-in-
time learning strategies developed for our on-campus cybersecurity programs to the introduction of
cybersecurity topics in high schools and community colleges. The Contest has grown from 35 students
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from 4 schools in 2014 to an average of more than 1300 students per year representing more than 60
schools.

3. Title: Broadening Participation in Security PI: Gretchen Matthews Lead Institution: Virginia Tech
Co-PIs & Institution: None Funding Program: FY24 Workforce FY24 Funds: $50,000 Summary: This
project will broaden the participation in cybersecurity education, research, workforce development, and
innovation. It will connect people in related areas to enhance opportunities and build capacity, working
to (1) identify target groups, (2) determine metrics for success, (3) create points of entry for engagement
and participation, (4) generate increased participation in events and programming, and (5) strengthen
relationships with stakeholders to broaden impact and reach. We aim to increase diversity in terms of
gender, race, ethnicity, geographic origin throughout Southwest Virginia, socioeconomic background,
levels of learning (middle school, high school, community college, 4-year intuitions), disciplines, thus
expanding opportunities for research funding, furthering access to curriculum, diversifying the node
student body and ultimately the cybersecurity workforce.

4. Title: Math Undergraduate Research Program PI: Gretchen Matthews Lead Institution: Virginia
Tech Co-PIs & Institution: None Funding Program: FY24 Workforce FY24 Funds: $5,000 Summary:
This academic year undergraduate research experience is designed to engage students in real-world
applications of mathematics relevant to cybersecurity. Exposure to real-world applications early in a
student’s career and experience doing undergraduate research have both been shown to increase the
retention of STEM majors, and the presence of a peer support system improves a sense of belonging,
self-efficacy, attitudes and can increase effort, performance, active participation, and influence individ-
uals’ careers. This undergraduate research program increases equity amongst students as all students
have an opportunity to engage in research, not just those who happen to be invited. This experience
provides avenues into the discipline for all, including those who may not be the most vocal in or most
prepared for a course or appear to be the most confident (factors largely influenced by gender, race,
and socioeconomic status). Mentored by faculty and postdocs, students work in teams to code-based
cryptography, coding theory (error correction and erasure recovery), and secure distributed computing.

5. Title: Virginia Cybersecurity Education Conference Teacher Sponsorships PI: Dave Raymond Lead
Institution: Virginia Tech Co-Pls & Institution: None Funding Program: FY24 Workforce FY23
Funds: $3,642 Summary: The Virginia Cyber Range has built a strong user community in Virginia
public high schools and colleges and we serve thousands of users in hundreds of Virginia schools each
semester. Each year we host the Virginia Cybersecurity Education Conference, giving high school
and college educators in the Commonwealth an opportunity to share ideas and continue to build the
Virginia cybersecurity education ecosystem. This project will support high school teachers by covering
registration and some travel expenses.

6. Title: HBCU Quantum Partnership PI: Wayne Scales Lead Institution: Virginia Tech Co-Pls &
Institution: None Funding Program: FY24 Workforce FY23 Funds: $25,000 Summary: These funds
are encumbered to support a Historically Black College or University (HBCU) conference at Virginia
Tech to promote partnerships. The conference will also establish partnerships in QISE enabled tech-
nologies in cybersecurity, communication systems, artificial intelligence, machine learning, computing,
and sensing. These partnerships are being designed to expand the research capacity and workforce
development at HBCUs in QISE and QISE enabled technologies which is a priority of the federal
government and industry.

7. Title: Support for the Living Learning Community Securitas at Virginia Tech — focused on Cyberse-
curity PI: Node Project Lead Institution: Virginia Tech Co-PIs & Institution: None Funding Program:
FY24 Workforce FY24 Funds: $11,205 Summary: A cybersecurity focused Living Learning Community
is an integral component to achieving the goal of producing cybersecurity professionals and business
leaders. Securitas: The Cybersecurity Living-Learning Community at Virginia Tech is the result of
a collaborative effort between the Pamplin College of Business (Pamplin), the Commonwealth Cyber
Initiative Southwest Virginia (CCI SWVA), the Hume Center for National Security and Technology,
and the office of Living-Learning Programs. The funds this year were used to support the start of the
community and pay a portion of the newly hired Program Coordinator for the LLC.

8. Title: Support for Cyber Clubs at Node Institutions PI: Node Project Lead Institution: Virginia
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Tech Co-PIs & Institution: None Funding Program: FY24 Workforce FY24 Funds: $1,000 Summary:
Support was offered to all node institutions for the support of cyber clubs. Virginia Tech’s Cyber Club
was funded.

9. Title: Outreach for Innovation and Workforce PI: Node Project Lead Institution: Virginia Tech
Co-PIs & Institution: None Funding Program: FY24 Workforce/Innovation FY24 Funds: $13,308
Summary: Our Outreach costs include support for Innovation and Workforce programs. This includes
support for the Virginia Cybersecurity Conference, sponsoring some Roanoke/Blacksburg Technology
Council (RBTC) events, and supporting Node events like the Annual meeting, Graduate Student
Summit and Student Researcher Showcase.

Program — FY24 Workforce & Industry Engagement Program

1. Title: The Cybersecurity, Privacy, and Ethics of Electroencephalography PI: Aaron Brantly Lead
Institution: Virginia Tech Co-Pls & Institution: Nataliya Brantly (VT) Funding Program: FY24
Workforce & Industry Engagement FY23 Funds: $10,000 Summary: The project aims to build an EEG
headset capable of translating brainwaves into recognizable speech patterns. By constructing an EEG
device using 3D printing and programming software, the practicality of brain-to-speech conversion and
preliminary insights into potential privacy concerns regarding a person’s thoughts can be assessed. An
evaluation of the capabilities and limitations of real-time EEG speech decoding will provide a foundation
for ethical considerations surrounding advancements in neurotechnology and its use commercially and
in medicine.

2. Title: Understanding How Software Developers Secure User Interfaces in Rapid Release Environ-
ments PI: Chris Brown Lead Institution: Virginia Tech Co-PIs & Institution: none Funding Program:
FY24 Workforce & Industry Engagement FY24 Funds: $10,000 Summary: The goal of the proposed
work is to understand current practices and challenges for securing user interfaces in modern software.
In particular, we will explore the following research question: How do software developers secure user
interfaces in rapid release environments? To answer this question, we will conduct a series of research
activities to investigate GUI testing for security in CI/CD projects and the challenges therein.

3. Title: Moving Target Defense for Time-Sensitive Cyber-Physical Systems (CPS) PI: Thidapat
Chantem Lead Institution: Virginia Tech Co-PIs & Institution: Mohamed Azab (VMI) Funding Pro-
gram: FY24 Workforce & Industry Engagement FY24 Funds: $10,000 Summary: In this project, we
will use moving target defense (MTD) to secure RT-CPS. Specifically, we will implement MTD through
hardware redundancy and configuration diversity. This will permit cross-layer awareness and strategic
guidance to fortify system security against evolving threats. By incorporating hardware redundancy,
the approach enables an RT-CPS to maintain operational integrity and meet deadline requirements
even when specific components are compromised, while configuration diversity ensures that the sys-
tem’s setup varies over time or in response to detected threats, making it more difficult for attackers
to exploit known vulnerabilities. Cross-layer awareness is critical in this paradigm, as it allows for
a comprehensive understanding of the system’s state across both its physical and cyber dimensions,
enabling more effective and adaptive defense strategies. Strategic guidance, in this context, involves
making informed decisions about when and how to alter hardware configurations and deploy redun-
dancy to best protect the system. This multi-faceted strategy enhances the resilience of CPS against
sophisticated cyber-attacks, ensuring their reliability and safety in critical applications.

4. Title: Development of Quantum Information Theory-based Solutions for Counter UAS PI: Vsevolod
Ivanov Lead Institution: Virginia Tech Co-PlIs & Institution: none Funding Program: FY24 Workforce
& Industry Engagement FY24 Funds: $10,000 Summary: The PI seeks support to accelerate the growth
of relationships between Corvus Labs and the Virginia Tech National Security Institute with the goal
of developing a research and funding portfolio in the area of Quantum Sensing, a destination area
investment for NSI. Corvus Labs is based in Blacksburg Virginia, and is a sensor fusion technology
company focused on developing autonomous systems for defense and industrial use. These systems are
underpinned by a strong portfolio of artificial intelligence models for real-time detection and tracking of
aerial, maritime, and ground-based objects, and a physics-first approach to synthetic data generation
for rapid and robust model training.
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5. Title: Federated Edge Intelligence with Multi-modal Learning PI: Bo Ji Lead Institution: Vir-
ginia Tech Co-PIs & Institution: Jin Yi Yoon (VT) Funding Program: FY24 Workforce & Industry
Engagement FY24 Funds: $10,000 Summary: Edge intelligence relies heavily on the sheer volume of
data, which often presents two primary challenges: 1) multi-modal data and 2) the need to process
such data near the users. To that end, this project is focused on achieving edge intelligence with
multi-modal learning. We will employ federated learning to overcome resource constraints and limited
data availability at the individual user level, integrating diverse knowledge across users to enhance the
performance of edge artificial intelligence (AI) systems, while preserving data privacy.

6. Title: Enabling On-Device Live Captioning in Mixed Reality Systems PI: Bo Ji Lead Institution:
Virginia Tech Co-Pls & Institution: Siwei Cao (VT) Funding Program: FY24 Workforce & Industry
Engagement FY24 Funds: $10,000 Summary: In recent years, Mixed Reality (MR) technologies have
surged in popularity, blending the physical world with digital elements to create environments where
physical and virtual objects coexist, enabling real-time interaction [1]. However, there’s significant room
for improving the MR ecosystem, particularly in enhancing user experience and accessibility features.
Live captioning, a highly desired feature not yet implemented, offers real-time transcription of spoken
content, greatly enhancing communication accessibility for hearing-impaired users, linguistic learning
support for non-native speakers, and comprehension for users irrespective of language proficiency or
hearing ability.

7. Title: Post-Quantum Mercurial Signatures PI: Jason LeGrow Lead Institution: Virginia Tech Co-
PIs & Institution: None Funding Program: FY24 Workforce & Industry Engagement FY24 Funds:
$5,000 Summary: In this project we will consider post-quantum mercurial signatures. These schemes
are used for anonymous credentials—protocols that allow for fine-grained disclosure of information
that enable users to demonstrate that they satisfy some predicate without revealing more information
than is necessary. We are investigating existing mercurial signature constructions built from (non-
post-quantum) Diffie-Hellman, develop appropriate generalization of the security model, and attempt
to develop a post-quantum protocol.

8. Title: OSINT and Generative Al for Cyber Vulnerability Assessment PI: Kurt Luther Lead In-
stitution: Virginia Tech Co-PIs & Institution: none Funding Program: FY24 Workforce & Industry
Engagement FY24 Funds: $9,205 Summary: Many small businesses are unaware of the cyber risks
they face or how to mitigate them. To address this issue, starting in Fall 2023, the PI recruited and
trained a team of students to conduct free cyber vulnerability assessments for Virginia small businesses.
Vulnerability assessments can have many components, including internal network discovery and vul-
nerability scanning with tools like Nmap and Nessus; security controls interviews based on frameworks
like CIS and LESS; and physical security reviews looking for access control, fire suppression, and water
detection. Our team’s focus is Open Source Intelligence (OSINT), a form of digital investigation using
only publicly available data. OSINT techniques are widely used for many types of investigations in
domains ranging from cybersecurity (e.g., reconnaissance for pentesting, cyber threat intelligence) to
journalism to human rights. For vulnerability assessments specifically, OSINT uses include attack sur-
face mapping (identifying all publicly-accessible digital assets such as website, servers, webcams, and
social media accounts, as well as their vulnerabilities); brand monitoring (examining review sites, social
media, and forum posts for mentions of the businesses, including negative rumors and disinformation
campaigns); and breach data discovery (finding leaked credentials on the Dark Web or other sources).

9. Title: Research and Workforce Development in Quantum Tomography PI: Wayne Scales Lead In-
stitution: Virginia Tech Co-Pls & Institution: none Funding Program: FY24 Workforce & Industry
Engagement FY24 Funds: $9,989 Summary: In general, quantum tomography (QT) involves using
measurements of an ensemble of quantum states to reconstruct a quantum state. It is a vital tool in
Quantum Information Science and Engineering (QISE) and can be used to analyze or validate perfor-
mance at the quantum gate level or an overall quantum communication channel. Characterization of a
quantum communication channel is crucial for secure quantum communication systems. For example,
it has been shown that the performance of Quantum Key Distribution (QKD) security protocols can
be increased using QT.

10. Title: Approximate Floquet quantum error correcting codes PI: Jamie Sikora Lead Institution:
Virginia Tech Co-Pls & Institution: none Funding Program: FY24 Workforce & Industry Engagement
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FY24 Funds: $9,866 Summary: This project will fund PhD student, Ankith Mohan, to do an internship
with Dr. Kishor Bharti, a Senior Scientist at A*STAR research institute in Singapore. During this
project, Ankith will study an important problem within the study of quantum error correction (QEC).
In particular, he will focus on creating a novel QEC code that uses fewer resources than current codes,
is easier to experimentally implement, and is customized for specific noise models. Specifically, he will
work towards the development of approximate Floquet quantum codes.

Program — F'Y24 Internships

1. Title: FY24 NextUp Solutions Internships Responsible Party: Steve Cooper Organization: NextUp
Solutions Funding Program: FY24 Internships FY23 Funds: $36,000 Number of Interns: 6 Summary:
Next Up Solutions provided 6 internships working with a local county government. The students per-
formed a variety of cybersecurity tasks including: 1) Assist in conducting vulnerability assessments and
penetration testing to identify potential security weaknesses in our systems and networks, 2) Support
the implementation and maintenance of security controls, policies, and procedures, 3) Participate in the
monitoring and analysis of security events and incidents, including log analysis and threat intelligence
research, 4) Assist in the development and execution of security awareness training programs, 5) Col-
laborate with cross-functional teams to identify and mitigate security risks across different departments
and projects.

2. Title: Privacy Notice for Eye Tracking in Mixed Reality Responsible Party: Brendan David-John
Organization: VT - MAOP Funding Program: FY24 Internships FY23 Funds: $19,500 Number of
Interns: 3 Summary: Students will explore interfaces that relay information about collected sensor
data, e.g. eye tracking sensors, and educate users on their privacy implications in different contexts.
Specifically, in the context of virtual/mixed/augmented reality in which the application and the sensor
data is not well understood by the general user. Students will design interfaces and conduct a pilot user
study of the system to evaluate their interface in terms of change in privacy awareness, interruption to
user experience, and user preference.

3. Title: FY24 Global Center for Automotive Performance (GCAPS) Internship Responsible Party:
Frank Della Pia Organization: GCAPS Funding Program: FY24 Internships FY23 Funds: $3,000 Num-
ber of Interns: 1 Summary: The overall goal of the project will be to research the security concerns and
vulnerabilities of a data acquisition system and sensor array placed within a healthcare environment,
including: The vulnerability of the system itself to malicious cyberattacks for the sake of protecting
personally identifiable data; The potential for the data acquisition system placed within a simulated
healthcare environment to interfere with medical equipment; This will be done by building upon pre-
vious high-level research that identified security attacks/vulnerabilities and the solutions/products to
mitigate them. The primary deliverable for this project will be a research paper summarizing findings.

4. Title: 5G security testbed design Responsible Party: Carl Dietrich Organization: VT - MAOP
Funding Program: FY24 Internships FY23 Funds: $18,000 Number of Interns: 2 Summary: Work
with VT students to design an open-source software 5G security testbed. This testbed will be used to
test various threat scenarios to be done onto a simulated 5G protocol stack to reveal and categorize
vulnerabilities in the network. This testbed is intended to use adaptations of current available 5G open-
source software suites in conjunction with commercial off-the-shelf (COTS) software-defined radios.

5. Title: LLMs for Cybersecurity Responsible Party: Peng Gao Organization: VT - MAOP Funding
Program: FY24 Internships FY23 Funds: $10,500 Number of Interns: 2 Summary: We want to
develop the next-generation LLM (large language model) agents for cybersecurity applications, such
as vulnerability detection, penetration testing, and exploit generation. Students will participate in
high-impact research projects and gain hands-on skills in security and LLMs.

6. Title: CCI SWVA Interns Responsible Party: Machelle Hall Organization: CCI SWVA Funding
Program: FY24 Internships FY23 Funds: $8,702 Number of Interns: 2 Summary: These internships
involved learning program/project management and research administration for a statewide initiative.
The internships included event management, website maintenance and other administrative tasks for
the successful implementation of node wide programs and events.

7. Title: Hume Center Summer Internship program Responsible Party: Ehren Hill Organization:
VT — Hume Center Funding Program: FY24 Internships FY23 Funds: $8,532 Number of Interns: 1
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Summary: This internship program is intended to be an immersive experiential learning environment
for a select group of students, in observance of our Hume Center mission to cultivate the next generation
of national security leaders. Students in this program should not only gain experience in research, but
also have access to professional development opportunities, networking, and exposure to various IC
agencies and national security contracting companies. There will be some days over the course of the
internship, e.g., when the students visit the intel community around Washington, D.C., when they may
have other obligations during regular working hours.

8. Title: FY24 Virginia Tech Information Technology Internships Responsible Party: Randy Marchany
Organization: VT — IT Funding Program: FY24 Internships FY23 Funds: $10,000 Number of Interns:
3 Summary: Student interns will work under the supervision of ITSO operational team analysts. The
interns will work in three areas in the VT Information Technology central area. The areas include
Cyber Defense, Security Architecture and Risk Management.

9. Title: Cybersecurity for renewables in the power grid Responsible Party: Ali Mehrizi-Sani Organi-
zation: VT - MAOP Funding Program: FY24 Internships FY23 Funds: $1,500 Number of Interns: 1
Summary: As the penetration of renewables into the power grid increases, so do their cybersecurity
challenges. Cyberattacks can and did cause widespread outages in the power grid. This project creates
a graph-based neural network cyberattack detection methodology and test it on the 5GPG testbed at
VT Power and Energy Center.

10. Title: Cybersecurity Competition Capacity Building: CTF (Capture the Flag) Author Interns Re-
sponsible Party: David Raymond Organization: VT — Cyber Range Funding Program: FY?24 Intern-
ships FY23 Funds: $10,200 Number of Interns: 3 Summary: The Virginia Cyber Range infrastructure
includes an integrated cybersecurity capture-the-flag competition platform created by our software
development team called CloudCTF. Capture-the-flag (CTF) is a competition format that includes
challenges across multiple cybersecurity topic areas, such as cryptography, networking, reconnaissance,
web, reverse engineering, and others. Some introductory challenges introduce basic cybersecurity top-
ics and may take only a few minutes for a student to solve. More difficult challenges might require a
player to attack weakness in a modern cryptographic system, and may take several hours and advanced
expertise. Our CloudCTF platform allows for tailored competitions composed of challenges created or
imported by the person or group hosting the CTF

11. Title: Using hackathons to teach security-by-design Responsible Party: Arianna Schuler-Scott
Organization: VT - MAOP Funding Program: FY24 Internships FY23 Funds: $18,000 Number of In-
terns: 2 Summary: In this project, the student will do a literature review on approaches to education
in cybersecurity in academia, industry and government. They will be given access to a dataset and
will do some data analysis. The output of this project is likely to be at the level of a poster presenta-
tion, professional or academic conference. The faculty advisor will support the student in developing
professional skills over the course of this project.

12. Title: Aspects of Quantum Computing and Cryptography Responsible Party: Jamie Sikora Orga-
nization: VT - MAOP Funding Program: FY24 Internships FY23 Funds: $27,000 Number of Interns:
3 Summary: Students will engage with Dr. Jamie Sikora and Dr. Wayne Scales and have the chance
to learn quantum computing and cryptography from the theoretical side and also to interact with real
quantum hardware. Students can work together to learn the basics while also working independently
on different projects. If they want (and only if they wish to), they can participate in helping with
quantum summer camps to teach other students about quantum computing.

3.2.4 Central Virginia Node

This year CVN supported an Experiential Learning Call for Proposals and internship programs at VCU and
UVA. In addition, VCU supported the Cyber4n6 program, 6 REU students and 2 interns with $75,000; UVA
supported a cohort of 25 students.

e Integrating Artificial Intelligence (AI) into Programming to Develop the Cybersecurity Workforce: An
Experiential Learning Pilot for Educators and Students (Riggs) Lay Summary: Programming is a
key element of cybersecurity development. Artificial Intelligence (Al) is creating new paradigms for
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solving problems with code. To responsibly educate computer scientists who will work with increasingly
capable ATl companions, it is necessary to further investigate how humans with limited technical abilities
perceive and interact with these companions. To this end, the proposed work will: (a) assess trust,
confidence, stress, and performance of pairs of novice programmers programming with and without an
AT teammate, (b) develop guidelines for allocating tasks among human and Al members of a team to
maximize trustworthiness and effectiveness, and (c) introduce students to ways in which employers are
experimenting with AT tools like Copilot.

Update: Artificial Intelligence-driven Development Environments (AIDEs) offer developers revolution-
ary computer programming assistance. There is great potential in incorporating AIDEs into Computer
Science education; however, the effects of these tools should be fully examined before doing so. Here,
a within-subjects study was conducted to compare the programming performance, workload, emotion,
and self-efficacy of seventeen novices coding with and without use of the GitHub Copilot AIDE under
time pressure. Results showed that using the AIDE significantly increased programming efficiency and
reduced effort and mental workload but did not significantly impact emotion or self-efficacy. However,
participants’ performance improved with more experience using the Al, and their self-efficacy followed.
The results suggest that students who try AIDEs will likely be tempted to use them for time-sensitive
work. There is no evidence that providing AIDEs will aid struggling students, but there is a clear
need for students to practice with Al to become competent and confident using it. These findings are
critical to workforce development to be adept in using new Al tools.

Collaborations/Partnerships: Joseph Shelton, PhD at Virginia State University - Dr. Shelton helped
us recruit students at VSU for our study and secure a space to run the study at VSU.

e Experiential Learning Through Securing Distributed Learning Systems for IoT Systems (Luo)

Lay Summary: The capstone project is to support 3-4 senior undergraduate students to learn through
a experiential learning opportunity. The high school student mentorship program is to provide high
school student with the research opportunities in the STEM field. Artificial Intelligence (AI) has
been considered an influential tool that deeply permeates almost every facet of our daily lives (e.g.,
education, autonomous driving, power systems, and healthcare) which adopt Internet of Things (IoT)
devices to collect data. Due to the emergence of IoT systems, the data have been generated in a
distributed manner, thus leading to deploying distributed learning systems. In the meantime, current
distributed learning systems are suffering from various security threats, such as backdoor attacks,
data poisoning, Byzantine attacks, and Sybil attacks. Therefore, it is crucial to protect Al models
against the continually growing spectrum of cyber threats. This situation underscores the urgent
need for developing a skilled workforce in the field of Al security. The objective of this project is
to provide students with a training opportunity in the research of secure AI methodologies for IoT
Systems. Specifically, this project will focus on how to train students in designing secure system
protocols against various attacks in distributed learning systems, equipping them with essential skills
in Al security to get them ready for their journey into the AI security workforce after graduation.
Update: During this report period, we have made progress in the following. First, we are training
a Ph.D. student to work on watermarking scheme design to protect the watermark stealing. We
focus on employing cryptographic algorithm in the design and address the signing dependency issue
occurred in the watermarking process. The research outcome is a conference paper submitted to The
Network and Distributed System Security (NDSS) Symposium 2025. Second, we were developing a
Capstone project to train undergraduate students. The project title is: Determining Sensor Quality
on Image Input. It focuses on camera sensors whose quality can be degraded over the time. The team
developed an Al-based method to automatically check the quality, thus avoid manual checking. Third,
we also developed a high school student mentorship program to mentor high school students from
local high schools. This program supported three high school students working on Al and AT security.
In particular, we mentored a high school student Devesh Kumar to win the Second Place Award at
2024 Metro Richmond Science and Engineering Fair. Fourth, we are actively seeking external funding
opportunities, and have luckily secured one external project from industry. This project focuses on
applying Al in power systems.

e Autonomous Vehicle Experiential Learning Course Modules (Park) Lay Summary: In this project, we
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propose developing and delivering course modules offering experiential learning opportunities for Pied-
mont Virginia Community College (PVCC) and the University of Virginia students. The autonomous
vehicle course modules will include how to design and implement adaptive cruise control (ACC), co-
operative adaptive cruise control (CACC), and CACC with an unconnected vehicle (CACCu), using
common software programs such as MATLAB and Python. For students to experience these au-
tonomous control algorithms, we will assemble a driving simulator based on an open-source program,
Carla, and use it for experiential learning. One of the modules will be an integration of cybersecurity.
This will ensure awareness of cyber risks and their impact on autonomous systems. Two PVCC courses
and one UVA course are already identified for experiential learning. Update: Developed two driving
simulators (one at UVA and the other at PVCC).

e Cultivating Cybersecurity Skills and Collaboration: Empowering Through Cybersecurity Competition
Teams (Sonmez) Lay Summary: The project aims to foster skill development and collaboration in
the field of cybersecurity through the formation of competition teams at Virginia Commonwealth
University and Longwood University. By leveraging the resources available in the Virginia Cyber
Range and incorporating experiential learning components, students will be equipped with hands-on
training and practical experiences to enhance their cybersecurity skills. The project also emphasizes
collaboration and knowledge sharing between the institutions, creating a network of cybersecurity
professionals and promoting cross-institutional cooperation. Through a series of milestones and a clear
timeline, the project will culminate in an online capture-the-flag competition and participation in the
Commonwealth Cyberfusion event. The proposed budget allows for the engagement of a team of
8 students from each university, ensuring a cost-effective investment in developing a competitive and
skilled cybersecurity workforce in the Commonwealth. Overall, this project aims to equip students with
in-demand cybersecurity skills, contribute to the competitiveness of the Commonwealth’s workforce,
and foster a collaborative and skilled cybersecurity community. Update: We organized our first in
house cybersecurity CTF, 44 students and 21 teams competed. Collaborations/Partnerships: Sanish
Rai, PhD at Longwood University - Coached a cybersecurity competition team at Longwood University.

e Cyberdn6 Cyber4n6 is an industry-focused experiential learning program in digital forensics in direct
partnership with the Computer Evidence Recovery Section (CERS) at Virginia State Police. The
program runs throughout the academic year and offers two tracks: forensic investigator or forensic tool
developer. During the AY24-25, CVN will be supporting 5 students throughout this program as they
learn through hands-on experience, using real data and tools the CERS uses to solve active cases. The
VA State Police are still conducting background checks for their top choices. If all goes well this year,
we hope to expand this program throughout the state next year.

e REUs Supported At VCU, 6 students were supported in pursuit of REUs. Over ten weeks, these
students honed their research skills in the labs of three researchers who currently are, or previously
were, funded through CCI/CVN.

VCU Commonwealth Cyber Initiative Internships — Summer ‘24 Two students were supported
to intern at a start-up in central Virginia, CompassAl. CompassAl works to make non-profits more effective
and efficient by crafting custom Al systems. Our students, Hrishita Sehrawath and Anika Makarla, were
part of the team working on a project entitled “Agent-Based Modeling of Ethical AT Alignment: Simulating
Good and Bad Al Interactions for Robust Content Moderation, Al Safety and Security” during their time
with CompassAl. Through this work they increased their technical and professional skills in Cybersecurity,
Al, and Computer Science. In the first half of the program the students learned: Soft Skills - Communi-
cation, Teamwork, Project Management, and Time Management Technical and Professional Cybersecurity
Training: Covered Cybersecurity and Computer Science skills necessary for the field, including Python, SQL,
SysAdmin, Networking, and Monitoring System and Network Logs. Completed 8 Google Professional Cy-
bersecurity certification courses through Coursera, qualifying them for entry-level positions in cybersecurity.
Certificates can be viewed on their LinkedIn profiles. In the second half of the program, students focused
on: Agile and Iterative Development Project: Additional Training - Prepared for a Cybersecurity/AI Safety
R&D project, learning additional technical skills (Flowise, OpenAl API, LangChain, Python). Project:
” Agent-Based Modeling of Ethical AI Alignment - Simulating Good and Bad AI Interactions for Robust
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Content Moderation, Safety and Security”; Working Prototype: Develop and deliver a working prototype
by the end of the summer.

UVA Commonwealth Cyber Initiative Internships — Spring ‘24 and Summer ‘24 During
January term, an in-person cohort of 25 UVA students participated in an experiential workforce development
opportunity which included a training course and two events to help broaden their network and deepen their
understanding of the relationship between cloud computing and cybersecurity. Students visited Booz Allen
Hamilton Helix Center for Innovation, where they learned about the latest cybersecurity and cloud efforts
and networked with employees working in cybersecurity. During this event, students participated in a threat
assessment activity to think about security in both a preventative as well as adversarial role. During the
second event, students were given the opportunity to network with Amazon and AWS employees who had
graduated from UVA.
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Chapter 4

CCI Innovation

This chapter summarizes the main achievements in FY24 for the CCI innovation mission line, in particular
results of innovation and commercialization programming.

4.1 Hub-led Programs
4.1.1 The CCI MeetUp to StartUp Program

In FY24 the CCI Hub continued a series of meetups across the state to bring together innovation-minded
students and local members of the entrepreneurial ecosystem. These informal gatherings are an opportunity
for students who are interested in becoming entrepreneurs or commercializing their research to meet with
those in the local community who can guide them on their journey. Likewise, these gatherings are an
opportunity for local funders to learn about the state of research in universities in their community. The
hub hosted meetups in all four regional nodes where six different Virginia-based venture capitalist companies
were represented:

e Venture Central

e UVA LVG Seed Fund & New Ventures

o 434

e ICAP

e 757 Accelerate
In FY25 meetups will be scheduled to coincide with the Nodes’ student research showcases and a new
partnership featuring DC Startup Week.

4.1.2 Cyber Circle Innovation

The CCI Hub team has worked with Circle Innovation out of Vancouver, Canada to design a new program
called Cyber Circle Innovation. This program is designed to partner existing Virginia-based small Cyber
businesses with Cyber subject matter experts from Virginia universities to fill a gap that will speed up the
product to market timeline. For example, if a small company needs product testing and evaluation, CCI will
help them find a faculty member with the necessary expertise. Based on agreed upon terms, the company
will pay thirty percent of the faculty member’s time, while CCI will pay the remaining seventy percent. This
program is in its pilot phase and we are actively seeking interested companies in Virginia to work with us.
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4.1.3 Tech Transfer Support Fund

In FY24 the CCI Hub initiated a new program called the Tech Transfer Support Fund. CCI is offering
technology transfer support funding to faculty at primarily undergraduate institutions to facilitate research
commercialization efforts. Eligible faculty may apply for grants up to $8,000 to support patent application
fees, legal fees, or other professional support. Faculty must enroll in Innovation Commercialization Assistance
Program (ICAP) upon grant approval to continue their commercialization efforts.

4.2 Node-led Programs

In addition to the CCI network-wide programs the Hub administered, the CCI Hub again partnered with
the NoVA Node to fund our CATAPULT translational research program, further described below. The four
CCI Nodes also funded several innovation programs. Spending in F'Y24 on innovation programs by the four
Nodes was $807,000 and its breakdown by Node is depicted in Figure 4.1.

Innovation and Commercialization Spending by
Node in FY24
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Figure 4.1: Innovation spending by node in F'Y24.

4.2.1 Northern Virginia Node

In FY24, CCI NoVa Node made investments to expand the number of new cybersecurity solutions in the
commercial market by supporting faculty and early-stage companies with wrap around services to promote
the successful development of nascent technologies. In FY24, CCI NoVa Node expanded its investment in
the highly successful Innovation Commercialization Assistance Program (ICAP) and also continued support
for the cybersecurity accelerator based out of George Mason University’s Mason Square Arlington Campus,
in the heart of the budding Rosslyn-Ballston Tech Corridor.

e Innovation Commercialization Assistance Program. ICAP provides long-term mentorship and
advising to early-stage, Virginia-based technology companies, and has assisted more than 1200 com-
panies since the program’s inception in January 2018. Cybersecurity-related ventures are one of the
main focus areas of the program, with roughly 15% of all companies over the past five and a half
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years having been cyber-focused. In FY24, ICAP, in partnership with George Mason University, began
offering access to an NSF I[-Corps Lean Startup training program. This program helps participants
make the right first steps toward bringing their research to market. Following this course, ICAP Men-
tors work with clients to provide strategic guidance, connecting them to the right resources at the
appropriate time. ICAP Mentors also assist more advanced startups and later-stage cyber companies
by preparing them to join accelerator programs, receive investment, and grow their ventures. During
FY24, ICAP engaged in 26 companies completing the I- Corps program, including the nine (9) teams
from CATAPULT’s 2023 cohort. Cybersecurity companies from previous ICAP programs raised $5.19
million in capital and created 13 new jobs in FY24.

Cyber Acceleration, Translation, and Advanced Prototyping for University-Linked Tech-
nology (CATAPULT). In 2024, CCI continued support for its Cyber Acceleration, Translation, and
Advanced Prototyping for University Linked Technology (CATAPULT) Fund to advance collaborative
translational research projects amongst CCI partners, with the goal of speeding the transition of aca-
demic research outcomes to the marketplace. The CATAPULT Fund is supporting 8 new awards in
FY24 of $50,000 each. An investment of $490,000 by CCI NoVa Node was supplemented with $200,000
in funding from CCI Hub. The CATAPULT Fund is an important tool in CCI’s Innovation toolbox,
providing funding critical to advance the maturity of cyber discoveries during the critical “Valley of
Death” phase of commercialization, as defined by the National Science Foundation. During this phase,
innovators are preparing for SBIR or CRCF grants to assist in product development and market testing,
but are not quite prepared for outside investment. The CATAPULT Fund is helping innovation teams
pay for critical resources, personnel, time to test products, and get market initial market feedback
integral to obtaining Seed or Angel funding.

The following 8 projects were funded in FY23:

— CATAPULTING Risk Management Framework (RMF) Compliance through Automation, Artifi-
cial Intelligence (AI), and Large Language Models (LLM) George Mason University, EngineeRD
Solutions, LLC 05/10/24-06/30/25. The Risk Management Framework (RMF) is a set of guide-
lines developed by the National Institute of Standards and Technology (NIST) for managing
information system(s) risk in organizations, a standard adopted by DoD components as “DoD
RMF”. There are over 70,000 cyber professionals in DoD performing tasks that include process-
ing security controls and developing RMF compliance packages, managing hundreds of pages of
written directives, over 1000 controls, and 5200 procedures. As a result, cybersecurity practition-
ers spend excessive time on DoD RMF review and compliance, resulting in a more reactive rather
than proactive approach towards emerging threats. This project seeks to produce a toolset tailored
to DoD RMF processes to determine whether or not such a resource might enhance compliance
task efficiency and cybersecurity capabilities.

— Real-time Anomaly Detection with Edge AI HaRdware (RADAR) Virginia Commonwealth Uni-
versity 05/10/24-06/30/25. There is a pressing market need for real-time anomaly detection on
edge devices, with limited resources. Current solutions often struggle to be effective in edge com-
puting environments, falling short in accuracy, resource efficiency, and real-time processing. The
project team’s existing research leads the way in real-time anomaly detection on edge devices with
limited resources, leveraging unique autoencoder designs to overcome severe hardware constraints
in edge devices. This project will develop a proof-of-concept Field Programmable Gate Array
(FPGA)-based in-memory computing system for real-time anomaly detection with unparalleled
efficiency and accuracy, adding significant value to the technology by demonstrating its feasibility
and effectiveness in real-world edge computing scenarios.

— Trustworthy and Explainable AI Framework for Cyber Vulnerability Detection, Risk Explanation,
and Defense in Networked CPS: Intellectual Property and Commercialization Old Dominion Uni-
versity 05/10/24-06/30/25. An increasing amount of networked connected devices and systems
become vulnerable due to the limited capability of threat detection and lack of risk severity
quantification for defense against them. Apart from conventional computing systems and cloud
services, contemporary Internet of Things (IoT), and cyber-physical systems (CPS) face a mul-
titude, and increasing incidence, of cyber threats, presenting a greater challenge to mitigation
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efforts. This project develops a trustworthy and explainable artificial intelligence (AI) framework
to drive significant improvement in cyber vulnerability detection and risk explanation, as pre-
dictive analysis, reasoning, and confidence scores are essential components of the defense against
such attacks.

— Privacy Guard Accelerator: Next-Generation Privacy Preservation in Deep Learning with Opti-
mized Performance Solutions Old Dominion University 05/10/24-06/30/25. The integration of
Deep Learning (DL) technologies such as ChatGPT, Sora, and MidJourney into a wide array
of applications has demonstrated transformative potential across numerous industries, including
healthcare, manufacturing, agriculture, and military operations. However, while advanced DL
models offer unprecedented capabilities in a number of areas, they also raise significant privacy
concerns, especially in interactions with sensitive data. While Fully Homomorphic Encryption
(FHE) has emerged as a promising solution to these problems, its prohibitive computational costs
make it unfeasible for real- world applications. This project seeks to establish novel strategies and
tools to significantly increase FHE’s efficiency, broadening the feasibility of privacy-preserved DL
for practical applications.

— CLAWS: Continuous and Lightweight Authentication for Wearable and Portable Embedded Sys-
tems George Mason University 05/10/24-06/30/25. In the era of digital and smart systems, the
number of personal devices per US household is higher than it’s ever been, with this number
continuing to grow. Along with the number of devices, the number of cyber attacks on these
devices has grown exponentially, with lightweight Internet of Things devices often considered the
primary target given their multiple constraints. Authentication of these devices is seen as on of
the primary and pivotal steps to combat cyber threats. This project develops a new authentica-
tion technique, continuously collecting the gait signal of the user and leveraging this unique signal
for continuous authentication.

— Privacy-preserving Synthetic Data Generation University of Virginia 05/10/24-06/30/25. Private
data synthesis is a process that aims at generating artificial data that preserves both the statistical
properties and the structure of real data, while simultaneously protecting privacy. Private data
synthesis could have significant implications in a number sectors, from healthcare to finance and
beyond. However, meeting the standards listed above has been incredibly difficult. This project
seeks to leverage a different standard of privacy guarantee to generate synthetic datasets. The
safeguards provided by this standard all but eliminate the existing potential for data leakage,
allowing for the broader adoption of this practice by industry.

— CyberseQurity: An Automated Tool to Preserve Data and Model Security in Quantum Ma-
chine Learning System George Mason University 05/10/24-06/30/25. Quantum machine learning
(QML) is an interdisciplinary field that merges concepts from quantum computing and machine
learning, and possesses the ability to dramatically transform a wide range of sectors. However,
today’s quantum computing relies mostly on cloud computing, following a Quantum-as-a-Service
(QaaS) paradigm, presenting the risks of data and model theft during execution that go with it.
Current QaaS solutions lack comprehensive mechanisms to safeguard both aspects at run-time,
leaving systems vulnerable to attack. This project will develop a resource that offers a unified
solution, performing both encryption and optimization at deployment phase, meeting the growing
demand for secure quantum computing systems in industries such as healthcare, finance, and
defense, while maintaining QML with high performance.

e CCI+A. The CATAPULT grants will also trigger recipients’ participation in the Commonwealth Cy-
ber Incubator + Accelerator (CCI4+A) — launched in early 2022 in the new Digital Innovation Pilot
facility on George Mason University’s Mason Square campus. CCI4A offers: (1) a bootcamp-style
program to rapidly move new technologies forward; (2) support for customer discovery efforts; (3)
opportunities for cyber startups to engage with potential industry and government partners, as well
as broader DMV- and Commonwealth-based customers; (4) opportunities for customer engagement;
(5) opportunities to bring university innovation to industry and government for feedback and collab-
oration; (6) industry and government collaboration opportunities for cyber faculty on technical work
and product testing; (7) opportunities for training students for work in cyber startups; (8) engagement
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with meaningful student projects; (9) cyber-focused hack-a-thons; (10) cybersecurity- focused work-
shops, meetings, and collider events with government agencies and industry; and (11) opportunities
to engage with seed and venture capital, including the opportunity for exposure to investors and for
potential prize money at Mason’s annual Accelerate innovation competition. The call for proposals for
the CATAPULT fund was released in January 2024, with proposals due February 16, 2024. Eight new
companies and faculty partners were notified of their successful selection for CATAPULT funding in
April 2024.

In FY 24, seven (7) new patents were granted and eight (8) are pending as a result of CCI NoVa Node
researcher endeavors:

Complex User Authentication Factor Integrating a Sequence of Fingerprints and a Personal Iden-
tification Number, Emanuela Marasco and Massimiliano Albanese (George Mason University);
patent granted

Prevention of Web Scraping and Copy and Paste of Content by Font Obfuscation, Mingkui Wei,
Yao Liu, Zhuo Lu, Junjie Xiong (George Mason University, University of South Florida)

Federated Graph Neural Network for Fast Anomaly Detection in Controller Area Networks, Hen-
grun Zhang and Kai Zeng (George Mason University)

Methods and Systems for System Call Reduction, Kun Sun and Lingguang Lei (George Mason
University); patent granted

Countering Autonomous Vehicle Usage for Ramming Attacks, Duminda Wijesekera, Santos Jha,
Cing-Dao Kan, Zoran Duric, and Fernando Camelli (George Mason University)

Attack Detection and Countermeasures for Autonomous Navigation, Md Tanvir Arafin (Mason)
and Kevin Kornegay (Morgan State University)

Authenticated Name Resolution, Danny McPherson, Joseph Waldron, and Eric Osterweil (Ma-
son), (VeriSign, Inc.); patent granted

Systems, Devices, and Methods for Polymorphic Domain Name Resolution, Danny McPherson
and Eric Osterweil (Mason), (VeriSign, Inc.); patent granted

Methods and Systems for Domain Name Data Networking, Eric Osterweil (Mason), Craig Murray,
Abedelaziz Mohaisen, and Danny McPherson (VeriSign, Inc.); patent granted

Techniques for Indicating a Degraded State of an Authoritative Name Server, Burton Kaliski,
Eric Osterweil (Mason), Duane Wessels, Frank Scalzo, Glen Wiley, and Shuman Huque (VeriSign,
Inc.); patent granted

Strengthening Integrity Assurances for DNS Date, Burton S. Kiliski, Jr. and Eric Osterweil
(VeriSign, Inc.)

Client Controlled Domain Name Service (DNS) Resolution, Eric Osterweil (Mason) and Ashvatth
Lakshmanan (VeriSign, Inc.); patent granted

Hyperspectral Imaging of Biofluids for Biometric Applications, Emanuela Marasco (George Mason
University)

Method and System for Facilitating a Ranking Score Using Attack Volume to Find Optimal
Configurations, Massimiliano Albanese (Mason), Ibifubara Iganibo, Marc E. Mosko, Alejandro E.
Brito (Palo Alto Research Center, Inc.)

System and Method for Determining Vulnerability Metrics for Graph-Based Configuration Secu-
rity, Massimiliano Albanese (Mason) and Marc E. Mosko (Palo Alto Research Center, Inc.)

4.2.2 Coastal Virginia Node

INNOVATE Cyber: CoVA CCI completed another cohort of its Innovate Cyber Challenge in spring
2024 with a total of 43 students from seven universities and colleges. These included Christopher Newport
University, George Mason University, Old Dominion University, University of Virginia, UVA-Wise, Virginia
State University, and Virginia Tech. This program groups students into teams and each of the teams are
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assigned a cybersecurity problem/challenge. Over the semester, the teams use design thinking to produce
unique solutions for the problem and present their final product during a Showcase event in April 2024. The
teams participating in this years cohort are:

EMMA

Virtual Vigilance
Cyber Chunks
Cyber Spyder
CyberScape
Secure Brain
EncryptX
Fortify

OBOL

4.2.3 Southwest Virginia Node

The Southwest Virginia Node funded two programs under the innovation and commercialization mission
line, each with unique projects funded within.

e Program: Ideation to Commercialization.

— Title: CryptoQuest: An Interactive Animation Series for Teaching Cryptography, Post-Quantum

Cryptography, and Cybersecurity using Augmented Reality PI: Sherif Abdelhamid Lead Institu-
tion: Virginia Military Institute Co-Pls & Institution: Blain Patterson (VMI), Sarah Patterson
(VMI), Gretchen Matthews (VT), Hiram Lopez (VT) FY24 Funds: $50,000 Summary: The ob-
jective is to develop an interactive animation series to teach high school and university students’
various cryptography, cybersecurity, and post-quantum cryptography concepts. The series will
be designed to create an immersive learning experience that is engaging, fun, and rewarding.
The project team will identify specific learning outcomes for each series episode and use student
responses to tailor the content to their understanding levels. The project will align with the CCI
mission to advance major research thrusts in cybersecurity and serve as a catalyst for Virginia’s
long-term leadership in cybersecurity.

Title: One Step Closer to Ensuring Supply Chain Data Resiliency: Withstanding Cyber Disrup-
tion PI: Myra Blanco Lead Institution: Virginia Tech Co-Pls & Institution: Zeb Bowden, Kevin
Kefauver, Mike Mollenhauer (VT) FY24 Funds: $50,000 Summary: This project will address
gaps by enabling secure data exchange and sharing through a federated and decentralized data
platform with a common governance structure. The platform will standardize the data format and
provide governance to the data exchange process; as a result, what and how data is shared will be
clearly defined. The platform will be available to all stakeholders in the supply chain, including
those in the nautical and aerial sectors. The benefits to the supply chain resulting from the infor-
mation connectivity provided by our platform are expected to include improved inventory control,
shorter turnaround times on fulfillment, increased efficiencies of production development cycles,
enhanced predictive insights into end users, and overall enhanced logistics capabilities to design,
monitor, and adapt delivery plans. Moreover, the data sharing platform will provide real-time
visibility in the transport of goods, thereby improving the ability to forecast potential issues and
strengthening supply chain resiliency. This platform will present opportunities to small businesses
as well as large organizations at different levels of the supply chain. The equity and accessibility
of the data exchanged through our platform will serve as an equalizing force to guarantee benefit
to the public as well as the industries involved.
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— Title: In-Network Information Flow Control for Lightning-Fast Cross-Host Attack Prevention
Enabled by Programmable Switches PI: Peng Gao Lead Institution: Virginia Tech Co-Pls &
Institution: Bo Ji (VT) FY24 Funds: $50,000 Summary: In this project, we aim to develop a
new network defense system that enables end-to-end network visibility across multiple hosts and
enforces security decisions in real time to prevent sophisticated cross-host attacks. Our key idea
is to develop a new tag-based network information flow control (IFC) mechanism to precisely
track and control inter-host and intra-host information flows, through user-defined IFC tags. The
critical challenge is to implement this IFC model and enforce it at the network level in an efficient
way, without affecting the linespeed processing of high volumes of benign network traffic in modern
enterprise networks. To achieve this, we will develop the first in-network realization of the IFC
mechanism, by uniquely leveraging the emerging programmable switches [10] and eBPF [11]. The
IFC enforcement occurs entirely within the network data plane, which is essential to lightning-fast
attack prevention.

e Program: FY24 Innovation Program

— Title: FY24 Cyber Innovation Scholars and Tech Transfer Bootcamp PI: Node Program FY24
Funds: $62,000 Summary: A group of 31 doctoral candidates, master’s students, and postdoctoral
researchers attended the Cyber Startup Lab where they were introduced to processes involved in
commercializing cyber technology. The 2024 Cyber Innovation Scholars hail from departments
across Virginia Tech, including agricultural, leadership, and community education; computer
science; electrical and computer engineering; and mathematics. The single-day event furthered
CCT’s mission to cultivate the next generation of the cyber workforce and make Virginia the
best place to start a cybersecurity business. Led by Mark Mondry, director of Virginia Tech’s
LAUNCH and CCI Southwest Virginia’s associate director for partnerships and engagement, the
workshop combined seven hour-long start-up labs into a half-day marathon, touching on some of
the most critical issues to consider before creating a startup.

4.2.4 Central Virginia Node

This year CVN supported two Calls for Proposals to support Innovation and Commercialization: an internal
VCU call and an internal UVA call. Overall four projects were supported.

e UVA Projects

— How to slip your message under strong interference: Signal alignment use case demonstrations.
PI: Nikolaos Sidiropoulos, UVA. Grant Award: $27,500. Lay Summary: The PI has recently
proposed a very simple and practical method for reusing spectrum / hiding a covert transmission
under a potentially powerful transmitter (e.g., analog or digital radio or TV station). The method
leverages repetition coding and a multi-antenna receiver to recover the signal of interest in the face
of adverse interference, without any side information. The PI has identified several important use
cases for this technology, including anti-jam and emergency communication, Wi-Fi in congested
areas, and ‘slipping’ sensitive communications under commercial radio/TV. The objective of this
project is to develop successful demonstrations for select use cases, specifically FM radio and
WiFi underlay. These demonstrations will better position us to attract funding specifically for
commercialization, and to forge committed partnerships with potential customers in government
and industry.

— PPSDG: A Privacy-preserving Synthetic Data Generator. PI: Tianhao Wang, UVA. Grant Award:
$27,500. Lay Summary: Private data synthesis is a process that aims at generating artificial data
that preserves the statistical properties as well as the structure of real data, while protecting
privacy. This critical problem has a broad range of applications in practice, extending from
healthcare to finance and beyond. We propose PPSDG: A Privacy-Preserving Synthetic Data
Generator that satisfies the formal privacy guarantee called differential privacy (DP) to generate
synthetic datasets. Simply speaking, DP safeguards data by precisely quantifying the allowed
privacy leakage, and it is the only widely adopted privacy guarantee in academia. To the best of
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our knowledge, there is only one company that provides DP solutions to publish specific results
like median salary in different regions (not general synthetic data). Our solution is unique in that
it provides synthetic data generation with DP. It is based on our previous and ongoing research,
which won several awards at NIST competitions. We will start by building an MVP (minimum
viable product). Then, we will conduct customer interviews with customers (mostly government
agencies or entities) using this MVP, listening to their needs and walking them through our
prototype, using their example data or our prepared public data. In the future, we envision
working with different entities to provide support to enable synthetic data generation and/or
publication, and we will support ourselves by working with different customers and providing
solutions with different extensions (e.g., handling fairness constraints).

e VCU Projects: Two projects will be funded with FY24 funds. The Call for Proposals has closed but
the awards have not been decided.
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Chapter 5

Collaborative Partnerships and
Projects

5.1 Partnerships
5.1.1 CACI

CACI is the inaugural member of the Friends of CCI program. This program is a formal recognition of
our partnership that has led to several programs and engagements. CACI is hosting the pilot cohort of
our Project-Based Learning Program (section 3.1.3) in partnership with NVCC for the Fall23 and Spring24
semesters. Additionally, CACI has expanded their support of the annual CyberFusion competition for which
CCl is a sponsor. CACI has graciously provided speakers for several CCI events such as the VASEM Summit
2022 (section 5.1.3), the CCI Symposium, and the CCI Internship Fair. This year CCI also sponsored CACI’s
annual CACICon, a company-wide capture the flag competition. In FY24 CACI and CCI have plans to
exapand our relationship into research-focused partnerships.

5.1.2 Virginia Economic Development Partnership

In FY24 we have continued to expand our collaboration with Virginia Economic Development Partnership
(VEDP), recognizing our common goal of economic development for the commonwealth. This partnership
included joint participation in the NSA conference and related events; this is the largest cybersecurity
conference and trade show in the world and takes place every spring in San Francisco, CA. The CCI Executive
Director and the Innovation and Workforce Development director attended for the second year in a row,
partnering with VEDP and VIPC in a reception event for cybersecurity companies interested in doing
business in Virginia.

CCI is increasingly requested to make a case to companies and entrepreneurs about the strength of
the cybersecurity ecosystem in the commonwealth, including the unique programs we have in workforce
development, research, and innovation.

5.1.3 Industry-led Consortia
O-RAN Alliance

In Fiscal Year 2021 (FY21), CCI joined the O-RAN Alliance, whose objective is to transform the radio
access networks industry towards open, intelligent, virtualized and fully interoperable Radio Access Network
(RAN). The expectation is that O-RAN standards will enable a more competitive and vibrant RAN supplier
ecosystem with faster innovation, and that O-RAN based mobile networks will improve the efficiency of
mobile network deployments and operations.

Using our NextG testbed, CCI is doing world-leading work in the integration of an open source 5G
implementation, srsRAN, with the O-RAN architecture.

54



Next G Alliance

The Next G Alliance is a new initiative to advance North American mobile technology leadership over the
next decade through private sector-led efforts. With a strong emphasis on technology commercialization,
the work encompasses the full lifecycle of research and development, manufacturing, standardization and
market readiness.

CClI is a contributing member of the Next G Alliance, with our researchers participating in each of the
working groups of the Alliance. This provides a path to impact the emerging vision for 6G and to translate
our researchers’ work into commercially adopted solutions.

Open Generation Consortium

CCI is also a founding member of the Open Generation Consortium, a privately funded R&D community
that brings together diverse technical experts and domain leaders to envision, design, develop, and demon-
strate innovative solutions uniquely enabled by emerging 5G capabilities. The consortium is led by MITRE
Engenuity, with members from industry, academia, and non-profit organizations.

The current focus of the consortium is in 5G connectivity for drones. CCI, in partnership with MITRE,
led the first experiments conducted by the consortium, a proof-of-concept demonstration of 5G connectivity
for control of drones, conducted in VT’s Drone Park in Blacksburg.

5.2 Correlated Economic Outcomes

Every two years, CCI commissions RTI International to conduct an Economic Impact Study to highlight
CCT’s role in Virginia’s cybersecurity economy and the economic contributions of its activities in research,
workforce development, and commercialization. The next study will be conducted in FY25 and cover fiscal
years 2024 and 2025. Economic impact findings and data for FY24 will be included in the CCI FY25 Annual
Report.

Below are some economic-related highlights from FY24 that will be included in the FY25 study.

5.2.1 CCI Hub

In FY24, the CCI Hub employed 22 Graduate Research Assistants to conduct cybersecurity research under
the direction of Hub research faculty and 3 interns to work exclusively on the CCI xG Testbed under the
direction and supervision of the CCI Testbed Director.

CCI also supported and funded 12 students to work on projects for CACI and Microsoft as part of the
Project-Based Learning program.

5.2.2 Northern Virginia Node

Seven new patents were granted as a result of CCI NoVa Node research endeavors.

e Complex User Authentication Factor Integrating a Sequence of Fingerprints and a Personal Identifi-
cation Number, Emanuela Marasco and Massimiliano Albanese (George Mason University). Patent
Granted.

e Methods and Systems for System Call Reduction, Kun Sun and Lingguang Lei (George Mason Uni-
versity). Patent Granted.

e Authenticated Name Resolution, Danny McPherson, Joseph Waldron, and Eric Osterweil (George
Mason University and VeriSign Inc.). Patent Granted.

e Systems, Devices, and Methods for Polymorphic Domain Name Resolution, Danny McPherson and
Eric Osterweil (George Mason University and VeriSign Inc.). Patent Granted.

e Methods and Systems for Domain Name Data Networking, Eric Osterweil, Craig Murray, Abdelaziz
Mohaisen, and Danny McPherson (George Mason University and VeriSign Inc.). Patent Granted.
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e Techniques for Indicating a Degraded State of an Authoritative Name Server, Burton Kaliski, Erci
Osterweil, Duane Wessels, Frank Scalzo, Glen Wiley, and Shuman Huque (George Mason University
and VeriSign Inc.). Patent Granted.

e Client Controlled Domain Name Service (DNS) Resolution, Eric Osterweil and Ashvatth Lakssmanan
(George Mason University and VeriSign Inc.). Patent Granted.

5.2.3 Coastal Virginia Node

Internships

One goal of CCI and COVA CCI is to grow the cybersecurity workforce in the Commonwealth. COVA
CCI is working with university researchers and business partners to achieve this goal. One of our industry
partners, MI Technical Solutions, has been actively involved in supporting internships. Over the past five
years they supported twelve (12) interns and hired 9 of 12, with two currently working as interns.

Old Dominion University, with support from COVA CCI, conducted an analysis of the School of Cy-
bersecurity internship program. The School of Cybersecurity requires its Bachelor of Science students to
complete an internship as part of the cybersecurity curriculum. This is accomplished by completing CYSE
368, Internship Course. After gathering and analyzing the data for the students who completed CYSE 368
since 2019, it was determined that 486 students completed an internship experience. In FY24, CoVa Node
supported 79 internships.

Student Workforce Development

Since its inception in 2020, COVA CCI supported 462 students in various programs listed in this report.
These students worked as research assistants for research projects and participated in the undergraduate
research and Innovate Cyber programs. All students developed and gained valuable workforce skills which
they will use in their future careers.

A total of 95 students participated in COVA CCI Programs in Fall 2023 and Spring 2024 (FY24), includ-
ing Undergraduate Cybersecurity Research, Innovate Cyber Challenge, CyberExL, and the Cybersecurity
Internship Clinic.

Graduate Research Program

A total of 112 students from seven institutions participated in this program since Spring 2020, with 30
students completing the program during Fall 2023 and Spring 2024 semesters (FY24).

Research Assistants

123 students from multiple institutions at the Post Doctorate, Graduate, and Undergraduate levels. These
students are supporting CCI/COVA CCI research projects/activities across multiple semesters/years.

StartUp Companies

NetTech Warriors. As part of the CCI supported Arts and Design Collaboration program, Dr. Kevin
Moberly, ODU, and his team, created a cybersecurity game — NetTech Warriors. This game is designed to
be used by educators at the K-12 levels to teach students about cybersecurity through an interactive board
game. This game has been tested at multiple conferences and at the Art of Cybersecurity exhibit held in
the Taubman Museum of Art, Roanoke, Virginia, November 4-5, 2022. NetTech Warriors is still in the early
stages of business development, but they plan to develop this game into a fully marketable prototype which
can be turned into a commercialized business.
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5.2.4 Southwest Virginia Node

Patents and Disclosures

CCI Southwest provides encouragement and support for researchers to file disclosures and patent applications.
FY24 saw three new disclosures and three new patents filed.

Ideation to Commercialization Program

Three new programs were funded through this initiative in F'Y24, each promising to move research from the
lab to products benefiting society:

In-Network Information Flow Control for Lightning-Fast Cross-Host Attack Prevention Enabled by
Programmable Switches

CryptoQuest: An Interactive Animation Series for Teaching Cryptography, Post-Quantum Cryptogra-
phy, and Cybersecurity using Augmented Reality

One Step Closer to Ensuring Supply Chain Data Resiliency: Withstanding Cyber Disruption

Internships

Students engaged in internships via several programs supported by CCI Southwest: IT Internships hosted
at partner campuses include:

Virginia Military Institute’s ““(SGDT) Smart-built Gamified environment as an autonomous collabo-
rative cybersecurity Digital-Twin facilitating user-behavior modeling in the presence of attacks”. This
internship program supported fourteen (14) high school students as interns and involved five under-
graduates in Lexington and Blacksburg, VA.

Virginia Cyber Range: Their program entitled “Cybersecurity Competition Capacity Building: CTF
Author Interns” supported three (3) undergraduates by participating in the creation of new and inter-
esting Capture the Flag (CTF) challenges.

CCI SWVA Interns: The CCI Southwest Virginia office hired, onboarded, trained, and worked with
two (2) undergraduate student interns: a events management intern and a project management intern.

Virginia Tech Information Technology Interns: The Virginia Tech IT Security Office (ITSO) and Lab
(ITSL) provides a unique opportunity for four (4) undergraduate and graduate students to gain hands-
on experience working with cyber security analysts.

Virginia Tech’s Multicultural Academic Opportunities Program (MAOP) Undergraduate Summer Re-
search Internship: Program provides a 10-week undergraduate research internship with Virginia Tech
Research Faculty. Students are matched with Faculty in the areas of research interests. Housing and
meal plan provided. Competitive monthly stipend. Program events that create an inclusive family
atmosphere including a fun weekend retreat. This program supported the cybersecurity research of six
CCI SWVA principal investigators by funding thirteen (13) undergraduates to work in their labs.

The Workforce program “Approximate Floquet quantum error correcting codes” supported one (1)
internship with a Senior Scientist at A*STAR research institute in Singapore studying an important
problem within the study of quantum error correction.

Cybersecurity Internships with Virginia companies:

Global Center for Automotive Performance Simulation Internship Program supported one (1) under-
graduate intern to research the security concerns and vulnerabilities of a data acquisition system and
sensor array placed within a healthcare environment.
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e Next Up Solutions provided six (6) internships working with a local county government. The students
performed a variety of cybersecurity tasks including: 1) Assist in conducting vulnerability assessments
and penetration testing to identify potential security weaknesses in our systems and networks, 2)
Support the implementation and maintenance of security controls, policies, and procedures, 3) Par-
ticipate in the monitoring and analysis of security events and incidents, including log analysis and
threat intelligence research, 4) Assist in the development and execution of security awareness training
programs, 5) Collaborate with cross-functional teams to identify and mitigate security risks across
different departments and projects.
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Chapter 6

Financial Report

6.1 CCI Hub

The budget and expenditures for the CCI Hub in FY24 are in Appendix 3.

CCI continued to focus on its three mission lines of Research, Innovation, and Workforce Development
in FY24. In FY24, RTI completed the second Economic Impact Study and the results confirmed that CCI
continues to have a positive economic impact on the Commonwealth. Detailed data and information from
the Economic Impact Study were included in the CCI FY23 Annual Report. The CCI xG testbed is fully
operational and researchers and students from across the state used the testbed for experiments and research.
In FY24, CCI focused on scaling up successful workforce development and innovation programs to state-wide
participation. These programs continue to show positive results and remain popular.

Operations continue to support the CCI mission and the research and innovation communities across the
state. CCI conducted its third CCI Symposium in Richmond, VA and hosted three international delegations,
as well as, industry and government partners at the VTRC-A to foster collaboration and continue to expand
the cybersecurity ecosystem in Virginia. This year CCI supported the National Telecommunications and
Information Administration (NTIA) by hosting two ceremonies at the VITRC-A to officially announce the
grant award winners from the CHIPS and Science Act Innovation Fund. And finally, CCI hosted its first
International Cybersecurity Workshop in Belgium allowing Virginia researchers to travel and collaborate
with their European counterparts.

Communications and marketing continued to play a major role with advertising, promoting, covering and
branding several CCI sponsored, co-sponsored or attended events in F'Y24. CCI continues to utilize social
media platforms and expand our social media footprint to promote CCI events, researchers and highlight
positive impacts across the state in cybersecurity research, workforce development and innovation. To assist
with informing interested collaborators and stakeholders, CCI published a series of informative “one-pagers”
that highlight an inform readers on the CCI xG Testbed, the Internship and Job Fair, the Project-Based
Learning Program, and an easy-to-read summary of workforce development and innovation programs.

CCI continued to sponsor Experiential Learning programs, entrepreneurial incubators, Cyber Fusion
2024, and Project-Based Learning programs to support continued efforts in the workforce development and
innovation mission lines. CCI awarded seven grants in the fifth iteration of the Experiential Learning Program
and conducted the fourth Internship and Job Fair. Additionally, CCI partnered with CACI and Microsoft
to sponsor 11 students in two Project-Based Learning programs that had students work on “real-world”
projects under the mentorship and supervision of industry partners. CCI continued to sponsor Meet Up 2
Start Up events to introduce faculty and students interested in commercializing their research to Virginia
venture capitalists. These programs are very popular and received positive feedback from participants and
CCI will continue to implement improvements based on constructive feedback received through surveys.

In FY24, the CCI xG Testbed was designated an Open Testing and Integration Center (OTIC), one of
17 approved by the ORAN-Alliance worldwide. CCI’s role as an ORAN testing and integration center aligns
with our mission to spur innovation, integrate security, and lower barriers to entry into the wireless market.

CCI continued to sponsor cybersecurity research programs that foster opportunities for multi-disciplinary
research focused on both the technical, as well as, the human side of cybersecurity, data, and autonomous
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systems. CCI awarded 10 grants to Virginia researchers in the Supply Chain Cybersecurity program. Addi-
tionally, CCI awarded six grants to Virginia research teams in the Inclusion and Accessibility in Cybersecurity
program. And finally, CCI funded three more Virginia researchers in the CCI Fellows program. CCI re-
searchers from across the Commonwealth continued to attract external funding by submitting high-quality
and collaborative proposals that will produce high impact results and continue to move Virginia to a global
leader in cutting-edge cyber innovation and research.

6.2 CCI Nodes

In FY24, the CCI Regional Nodes developed spend plans that supported Node objectives, initiatives, and
programs that were aligned with their cybersecurity focus areas and the expertise of their research faculty.
The Nodes apportioned their funds into three categories: Operations, Research, and Innovation/Workforce
Development. Although the categories are the same and all focused on the cybersecurity field, each Node
has the flexibility to plan and execute funds so as to best meet the needs of their region and reinforce the
cybersecurity research focus of their region’s universities and verticals. In FY24, the Nodes continued to
support collaboration across the CCI network of university researchers and students by sponsoring Node
funded and administered collaborative research programs. Additionally, the Regional Node’s funded and
hosted events, workshops, and initiatives within the region.

6.2.1 Coastal Virginia Node

The budget and expenditures for the CoVA Node in FY24 are in Appendix 3.

The Coastal Virginia Center for Cyber Innovation, as a node of the Commonwealth Cybersecurity Ini-
tiative, serves as southeastern Virginia’s engine for research, innovation, and commercialization of next-
generation cybersecurity technologies particularly in the areas of Cyber Physical Systems Security and Arti-
ficial Intelligence in maritime, defense, and transportation industries. The Coastal Virginia Center for Cyber
Innovation has made significant strides in its first two+ years of existence. Funds are sought to continue the
momentum of the initiative.

Central operations staff include a chief administrative official /project manager (1 FTE), office assistant (.5
FTE), and marketing support (.25 FTE). A director and deputy director oversee all aspects of the efforts.
In FY24, funds were used to support the administration of the program, research activities, innovation
programming, and workforce development programming. Operations funds were also used to coordinate
meetings, travel, and activities that promote community among members of the Coastal Virginia Center for
Cyber Innovation. Marketing materials were also developed to help promote the activities and success of
the Commonwealth Cyber Initiative’s Coastal Virginia Center for Cyber Innovation.

Funds to support research were executed in five areas: (1) continued funding of research scientists, (2)
funding to support maritime research, (3) funding to support a conference, (4) enhancements of the Coastal
Virginia Shared Academic and Research Environment, and (5) funding to support a cluster higher with
George Mason University. The cluster hire funds were used to build an inter-institutional research center
leveraging the strengths of ODU and GMU. Regarding continued funding of research scientists, funds were
required to provide funding for 7 faculty hired at William and Mary, the Old Dominion University School
of Cybersecurity, and the Virginia Modeling, Analysis, and Simulation Center. Funds were also be used to
continue the support of an IT Engineer to manage the research projects associated with COVA SHARE.

Funds to support regional innovation and development of the talent pipeline were used to promote
experiential learning, support undergraduate research, promote student-led innovation programs, provide
experiential learning programming for graduate students, support cybersecurity internships, support com-
mercialization, plan and support a cybersecurity workforce development conference and training, and to
scale up the CoVA CCI Regional Student Association to the state-wide Virginia Cybersecurity Students
(VCyS) association. The undergraduate research program matches students and faculty from across the
node to engage in cybersecurity research programs. The Innovate Cyber Challenge brings together students
from across the Commonwealth to identify and propose solutions to cybersecurity challenges. The graduate
student experiential learning program assigns graduate students from one of the research institutions as
graduate assistants to help instructors in node institutions that do not have graduate assistant help. The
cybersecurity internship program will be managed through the VSGC with the focus of placing students from
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coastal Virginia with cybersecurity businesses. A new initiative, Cyber Clinic, focused on hiring students as
interns who worked with local government and small businesses on cybersecurity related issues and problems.

6.2.2 Central Virginia Node

The budget and expenditures for the CVN in FY24 are in Appendix 3.

In FY24, CVN used funds to continue to support successful endeavors. Funding support continued for
the testbeds that are available for use by the CCI network and continued to foster successful startups. In
addition, CVN expanded the development of regional partnerships and strengthening the internship pro-
gram. Operations funds supported regional staff, a CVN annual meeting, regional partnerships, and general
operating expenses. The testbeds backed by CVN funds are inspiring connections throughout the state and
as a result CVN continued to subsidize their development. In addition, CVN continued to fund a node-wide
research call that required collaboration as well as supporting research faculty. Regional calls for Experien-
tial Learning and Innovation and Commercialization projects were supported with FY24 funds. Remaining
funds were split between VCU and UVA to finance internal calls for Innovation and Commercialization and
internships.

6.2.3 Northern Virginia Node

The budget and expenditures for the NoVA Node in FY24 are in Appendix 3.

Since FY23, CCI NoVa Node has made major investments in cybersecurity workforce development, at-
tacking the challenge from every potential entry point and through novel modes of training and partnership.
NoVa Node has also made significant investments in the development of the cybersecurity innovation ecosys-
tem through the establishment of the CATAPULT fund and the CCI4A cybersecurity accelerator to support
cybersecurity startups with seed funds and wrap-around services to ensure their success and anchoring them
in the Commonwealth. The NoVa Node’s research investments resulted in a mature R&D effort now in direct
support of the innovation ecosystem, and serving as a major attractant of external funding to bolster the
Commonwealth’s Cybersecurity research enterprise. As a portfolio the Nova Node has specifically developed
a sphere of investments that are intertwined. Workforce efforts are in direct support of research and the
success of entrepreneurship. Research and development efforts are deliberately and directly embedded in
the expansion of the cybersecurity innovation ecosystem. This cohesive framework, and record of impact,
enables the CCI NoVa Node to scale its success and impact. CCI Investments in the NoVa Node’s oper-
ations included support for the fulltime project manager who provides day-to-day oversight of CCI NoVa
Node programs and partnerships, and a portion of the CCI NoVa Node Director’s time. In FY23, CCI NoVa
Node engaged in recruiting faculty to the commonwealth. The NoVa Node Living Innovation Laboratory
infrastructure and faculty enterprise has significantly matured and is prepared for expansion. We anticipate
that recruitment of new faculty expertise to Virginia, and each of the research universities, will enable expan-
sion of Northern Virginia’s success in competing for new, externally sponsored research funding - including
Federal dollars. In FY24, CCI NoVa Node earmarked funding to support the continued development of each
of the research universities’ cybersecurity research infrastructure. Additionally, NoVa Node held one open
call for research proposals, focusing on the Node’s cybersecurity priority areas of impact: national defense,
infrastructure, transportation, electric/power distribution, manufacturing sectors and resilience of cyber sys-
tems to human behavior. NoVa Node continued to develop industry and government partners to collaborate
and support in material ways, the NoVa Node research portfolio. In FY24, the CCI NoVa Node continued
to make significant investments in cybersecurity related experiential learning opportunities for high school
students, college/university students, and those seeking to upskill into cybersecurity positions in industry
and government. These opportunities enabled students to apply classroom knowledge to real world chal-
lenges and bridge the ”experience” divide. These investments widened the pipeline of cybersecurity career
ready talent. In addition, the NoVa Node continued to support each of its program participants to complete
Clearance Readiness Program to expand the number of students across the NoVa Node who are prepared
to enter and complete the security clearance process, denoting this preparation with an electronic badge
so employers can quickly identify these candidates. Investments were made to upskill non-degree seeking
candidates, with special emphasis on career changers and those without prior cybersecurity training in order
to widen the pipeline. NoVa Node also scaled its undergraduate internships to prepare our students for work
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in established or emerging companies working at the leading edge of R&D. CCI NoCa Node also engaged in
programming to facilitate the interaction between industry and underrepresented populations in the field.
Finally, the NoVa Node invested resources in K-12 teacher training in cybersecurity to bring cybersecurity
modules and expertise to teachers and enable them to transfer the knowledge across the spectrum of K-12 age
groups and classroom subjects. All NoVa Node programs sought to expand the diversity of the cybersecurity
workforce. CCI NoVa Node continued to build and expand the cybersecurity innovation and entrepreneur
ecosystem in Northern Virginia and across the Commonwealth. In FY24, NoVa Node invested in Cyber
Acceleration, Translation, and Advanced Prototyping for University Linked Technology (CATAPULT) Fund
to advance collaborative translational research projects among CCI partners, with the goal of speeding the
transition of academic research outcomes to the marketplace. A key part of the success of CATAPULT was
the investment in CCI+A, the cybersecurity accelerator launched in FY22 with seed support for 8 new cy-
bersecurity start-ups, and the wrap around services to ensure their successful growth in the Commonwealth.
In FY24, CCI+A added, and scaled, an additional cohort of new companies. In both the areas of workforce
development and innovation and entrepreneurship, CCI NoVa Node is committed expanding diversity in
the field, by actively engaging in both traditional and nontraditional settings to promote opportunities and
attract increasingly diverse applicant pools for our many programs.

6.2.4 Southwest Virginia Node

The budget and expenditures for the SWVA Node in FY24 are in Appendix 3.

The Commonwealth Cyber Initiative in Southwest Virginia (CCI SWVA) advances Virginia as a global
leader in secure cyberphysical systems by promoting cybersecurity research, innovation, and talent devel-
opment in Southwest Virginia. CCI SWVA partners with researchers that provide technical excellence in
wireless communications, emerging technologies, and cybersecurity with unique and expansive capabilities in
the application domains such as transportation, power systems, manufacturing, and agriculture, to discover,
demonstrate, and commercialize technological solutions that will enable the next industrial revolution.

CCI SWVA supported major research initiatives that build on prior investments. Continued funding for
some of our major research areas include security of data, communications, power and energy, transporta-
tion and cyber-biosecurity resulting in programs in quantum communication, artificial Intelligence assurance,
5G/next-G, wireless security, cryptography, wireless communications and security, system and software secu-
rity, autonomous vehicle safety, and 5G power grid. Also included was the support of post-doctoral associates
and professional development cost for graduate research assistants.

CCI SWVA continued the Regional Innovation thrust by providing funding for three projects in our
Innovation call and outreach support of the SWVA innovation community. Talent Pipeline programs included
the CCI SWVA Internship Program designed to incorporate all partner institutions and engage SWVA
companies and startups. Various workforce programs to engage students at SWVA institutions. SWVA also
included funding for a student entrepreneurship program.

6.3 Geographic distribution of the awards from funds contained
in HB30

Figure 6.1 shows the distribution of awards from funds in HB30.
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Geographic Distribution of Awards from the Funds Contained in HB30

Node Number of Awards Grant Total
Central Virginia 1 $2,550,000
Coastal Virginia 12 $3,384 099
Northern Virginia 9 $3,100,000
Southwest Virginia 4 $2,695,020
Total 26 $11.729,119

GEOGRAPHICDISTRIBUTION OF FUNDSIN HB30

mNorthern mCentral ® Coastal W Southwest

Figure 6.1: Geographic distribution of awards using F'Y24 funds.
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Chapter 7

Looking Ahead: FY25

In FY24 we continued to invest in research, innovation, and workforce development programs launched by
the CCI Hub and by each of the regional Nodes. Our biannual economic impact study revealed CCI’s most
impressive impact on cybersecurity jobs, engagement with companies and the innovation ecosystem, active
participation by students throughout the network. Most of this report thus far has been devoted to describing
the main accomplishments of the CCI network in FY24. In this chapter, we outline the main activities and
programs planned for FY25.

Our major initiatives for the coming fiscal year include:

e Celebration of CCI’s fifth-year anniversary.

Launch of a new industry/university center supported by NSF.

Investment focus on artificial intelligence for cybersecurity and cybersecurity for artificial intelligence.

Expansion of our project-based learning program.

e Automation of reporting systems used by faculty and staff supported by CCI programs.
e Establishment of a commonwealth-wide cybersecurity student organization.

e Expansion of international partnerships.

e New and continuing innovation programs.

We discuss each of these goals in turn.

7.1 Celebration of CCI’s Fifth-year Anniversary

CCI was established by the Virginia General Assembly in Special Session I in 2018 and has been operational
since F'Y20. This year, we are celebrating our fifth anniversary.

We are taking the opportunity to celebrate the impact that the initiative has had on the commonwealth as
well as continue to communicate opportunities for students and companies to engage in our many programs.
As part of this celebration we are planning for:

e Developing a visual identity for the fifth anniversary celebration.

e Marking the beginning of the celebration in the CCI Technical Advisory Board (TAB) meeting sched-
uled for September 2024.

e Highlight the accomplishments of CCI students and faculty during these five years in October 2024,
cybersecurity awareness month.

e Closing out the anniversary campaign with a celebration during our annual symposium in Richmond
in April 2025.
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7.2 Launch of a new industry-university center supported by NSF

A CCI team led by Dr. Luiz DaSilva submited a joint proposal to NSF’s Industry-University Cooperative
Research Center (IUCRC) program in December 2023. The proposed industry-academia research center,
Center for Wireless Innovation towards Secure, Pervasive, Efficient and Resilient Next Generation Networks
(WISPER), will focus on 6G technology. The team includes researchers from VT, Mason, and the University
of Arizona. Our proposal included 24 letters of financial commitment from companies interested in joining
the center.

The proposal was selected for funding by NSF, and the new center will launch in August 2024. NSF will
provide funding of $450 thousand per year, for five years, for the administration of the center. Each industry
member will make a $50 thousand contribution per year for research to be conducted in WISPER. Over its
five-year Phase I, WISPER is expected to bring at least $5 million in additional research funding.

This will be the first NSF-funded center bringing together industry and academic researchers on the topic
of NextG networks. It will bring global visibility to CCI researchers and strengthen our network of industry
partners.

WISPER will coordinate academia, industry, and government to pioneer transformative next generation
(NextG) wireless technologies for key industry verticals. Our missions include: (1) growing the U.S. innova-
tion capacity in the next generation wireless networks; (2) catalyzing breakthrough pre-competitive research
for enabling NextG wireless communications; (3) contributing to the emerging North American vision for
the next generation of wireless networks; (4) providing guidance to standardization bodies and cooperation
partners; and (5) producing a workforce prepared to tackle complex next generation wireless challenges.

WISPER will focus on developing transformative wireless innovations. Areas of research include but are
not limited to: (1) exploration of new spectrum bands for NextG wireless networks through a holistic lens
by considering performance, efficiency, resilience, and security and privacy; (2) deep integration of artificial
intelligence in wireless networks; (3) softwarization and virtualization of NextG network functionalities; (4)
development of advanced solutions based on quantum and blockchain technologies to support NextG wireless
communications; (5) demonstration of NextG wireless networks in diversified industrial applications; and
(6) development of an industry-guided workforce development program in the context of next- generation
wireless networks.

WISPER will also prepare students to become proficient in NextG techniques, leading to transforma-
tive changes in the state of wireless workforce preparedness. WISPER, will enable seamless integration of
the center’s new discoveries into NextG wireless systems, accelerating technology transfer, enhancing the
competence of the industrial members, and contributing to the Nation’s leadership in NextG technologies.

7.3 Investment focus on artificial intelligence for cybersecurity
and cybersecurity for artificial intelligence

Each year, we launch a call for research proposals. These provide seed grants to build capacity on a key topic
in cybersecurity and make our researchers more competitive to go after larger-scale funding. In the past, we
have funded such calls as 2022’s securing human/machine interactions, 2021’s securing the next generation
of networks, and 2023’s supply chain security.

This year, we are looking for proposals that advance Al for cybersecurity and/or cybersecurity for Al.
Potential topics include but are not limited to:

e Anomaly detection.

e Automated cyber defense.

e System integrity automation.

e Al assurance as it relates to cybersecurity.

e Machine Learning (ML) training integrity.

Enhancements to the resiliency of open-source Al and ML platforms to cyberattacks.

Explainability of security measures in automated cyber systems.
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7.4 Expansion of our project-based learning program

In the pilot year of the Project-Based Learning Program, we worked with CACI to fund seven students for
two semesters, to build Capture-the-Flag challenges. We deemed the pilot a success when CACI wanted to
work with us for another academic year, and when Microsoft agreed to work with us for two projects. Each
project has funded an average of five students, so in order to scale this project, we are working to add more
and more companies to our portfolio. By adding more companies to the program, even at an average of five
students, we can really make an impact. We believe this program benefits companies, for whom a larger
internship programs are unsustainable and for students, to add to their workforce experiences listed on their
resumes. The summer 2024 Flipper Zero project at Microsoft was so successful, that several other Microsoft
employees have signalled interest in sponsoring new projects. Our current projection is three concurrent
projects running at Microsoft.

We are working with area economic development partners such as Arlington and Fairfax EDA, to advertise
this program.

7.5 Automation of reporting systems used by faculty and staff
supported by CCI programs

The 2022 CCI Economic Impact Study Report by Research Triangle International (RTT), recommended that
CCI transition from a paper technical and research reporting system to a digital reporting system. During
Fiscal Year 2023, the CCI Hub and Regional Nodes designed, developed and tested a digital reporting system
using the America Learns Digital Impact Suite. In Fiscal Year 2024, CCI implemented a pilot program for
a limited number of research faculty to complete and submit their technical or annual research reports using
the America Learns Suite.

The design goal of the system was to make reporting user-friendly, more efficient, and most importantly,
standard across all CCI institutions. Additionally, the system enables data queries to collect, track, and
report relevant metrics and demographics, and have data-supported trend analysis and metric tracking.
Under this new system, the entire CCI network is answering the same questions and collecting the same
information and data. The feedback from the participants in the pilot program was very positive and after
implementing some minor changes based on user feedback, CCI is fully implementing the digital reporting
system in Fiscal Year 2025.

7.6 Establishment of a commonwealth-wide cybersecurity student
organization

Led by ODU graduate student Zobair Wali and the Coastal Virginia Cybersecurity Student Association
(CVCSA), the state-wide Virginia Cybersecurity Student Organization (VCyS) was brought to the CCI
Leadership Council to become established to connect and unify the cybersecurity student organizations across
the forty-six higher education institutions in the CCI ecosystem. The student organization is structured to
match the CCI ecosystem with a hub and four nodes that include a leadership council, operational team,
and advisory board to unify, guide, and support Virginia cybersecurity students through collaboration,
knowledge, and resource sharing. VCyS’ vision is to become the leading force in empowering Virginia’s
future cyber leaders and professionals. In their inaugural year, FY24, VCyS, in collaboration with the
CVCSA member cyber club, organized and hosted a two-day conference and capture the flag event, titled
CyberForge, at Christopher Newport University.
The organization’s logo and organizational structure are depicted in Figures 7.1 and 7.2, respectively.

7.7 Expansion of international partnerships

Our vision, as stated in Chapter 1, is to establish Virginia as a global leader in cybersecurity. One of the
goals for F'Y25 is to continue to expand our international presence.
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Figure 7.1: Virginia Cybersecurity Student Organization Logo.

Organizational Structure
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Advisory Board

- - -
Leadership Council Operational Team : an
- Consists of VCyS alumni officers.
- Consist of all Nodes - Responsible for establishing regional
Presidents/Directors. associations in three nodes. - Will advise the VCyS operational
- Support the CVCSA efforts in coastal VA. team when needed.

- Will elect the main hub Executive
Director who assumes the role of
council speaker.

- Acts as a bridge between CCl Leadership
and the VCyS Leadership Council.

- The Executive Director should be
involved in CCl meeting when deemed
necessary.

Figure 7.2: Virginia Cybersecurity Student Organizational Structure.

Some specific initiatives include:

Seek funding for international collaborative research from NSF programs that fund bi-lateral collabo-
rations with other countries.

Participate in joint initiatives supported by the European Commission towards U.S.-Europe collabo-
rations in advancing cybersecurity.

Engage with the U.S. Department of State in strategic initiatives on topics such as cybersecurity and
O-RAN.

Build on the success of the first international CCI workshop (Figure 7.3), where we devised a series of
actions and recommendations to expand research and innovation partnerships between CCI researchers
and some of the top institutions in Europe.

Engage with key partner nations: in particular, we have joined a transnational cybersecurity organi-
zation led by universities in Japan, the U.K., and the U.S.
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Figure 7.3: FY24 International Workshop Participants at the Faculty Club of KU Leuven

7.8 New and continuing innovation programs

CCIT has recently launched a MeetUp to Startup program, where students and faculty with interest in transi-
tioning their research into commercialization can meet with investors and entrepreneurs. These opportunities
for informal in-person interactions occur throughout the commonwealth. In FY25, Meetups will coincide
with each of the Nodes’ student researcher showcases. This will enable participating students to determine
if their research has any commercial potential. New in FY25 we plan to capitalize on our membership on
the Innovate DMV Steering Committee by hosting a Meetup at DC Startup Week.

The CCI Hub and NoVA Node will continue to co-fund our flagship incubator and accelerator program,
CATAPULT. This program, launched in early 2022 and managed by Mason, advances collaborative transla-
tional research projects among CCI partners, with the goal of speeding the transition of academic research
outcomes to the marketplace.

New in FY25 is our Cyber Circle Innovation program, designed in partnership with Circle Innovation
out of Vancouver, Canada. This program is designed to partner existing small Cyber businesses with Cyber
subject matter experts from Virginia universities to fill a gap that will speed up the product to market
timeline. For example, if a small company needs product testing and evaluation, CCI will help them find
a faculty member with the necessary expertise. Based on agreed upon terms, the company will pay thirty
percent of the faculty member’s time, while CCI will pay the remaining seventy percent. This program is in
its pilot phase and we are actively seeking interested Virginia companies to work with us.

We also continue to have regular meetings with the VIPC Division of Commercialization to align our
innovation programs with opportunities available through the VIPC, such as the Commonwealth Commer-
cialization Fund (CCF), and to make our researchers competitive for such funding.
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7.9 CCI 2030: a strategic plan for the next seven years

In FY24, we finalized and released CCI 2030, a strategic plan for the next seven years. The development of
the plan was led by the CCI Hub in close partnership with the Leadership Council and the CCI Inclusion
and Diversity Committee. The entire CCI network of researchers was asked to provide comments on the
first draft of the plan, providing an opportunity for input from a broad array of stakeholders. CCI's TAB
provided the final review and recommendations on the strategic plan.

For each of CCI’s mission lines of research, innovation, and workforce development, the strategic plan
clearly states the role of CCI, our primary goals, programming objectives, tangible outcomes, and indicators
of success. The strategic plan articulates our expected impact and will provide important guidance on future
investments made by CCI.

The full plan is available on the CCI website. We also had a brochure professionally printed, with high-
lights of the strategic plan and data on the initiatives’ economic impact on the commonwealth (Figure 7.4).

Commonwealth
Cyber Initiative

2024
IMPACT UPDAFE

20

otrategic
Plan

Advancing people and technology for a secure tomorrow

Figure 7.4: CCI 2030 Strategic Plan brochure cover page.
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Appendix 2: CCI Supply Chain Cybersecurity Research Grants and Inclusion and Accessibility in Cy-
bersecurity Research Grants F'Y24

Appendix 3: CCI FY24 Financial Reports
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Appendix 1: CCI Extramural Funding for FY24
CCI Hub

Funding Agency

Physical System

Cyberbiosecurity for air-gapped portable genome Virginia Tech $14.451 IARPA & MRI

sequencing systems Global

Al-driven farming & supply chain management Virginia Tech $100,000 Geminos

using cavsality

SWIFT-SAT: Efficient and On-Demand Spectrum Virginia Tech $367, 498 NSF

Coexistence for Satellite-Terrestrial Systems

EAGER: Toward a Decentralized Cross- Virginia Tech 5150000 NSF

Administration Zone Management System: Policy

and Technology

Establishing Best Practices for Sccialization of New | Virginia Tech 545,076 Stevens Institute of

Technologies for Effective Integration Post- Technology

Acquisition

Georgetown Cyber SMART IUCEC Virginia Tech 524,000 University of Notre
Dame

Recovery, Reconstruction, and Maobilization of Virginia Tech $11.500 Washington Core

Ulkraine: Cybersecurity and Supply Chain

Byzantine Resilient Federated Learning in Virginia Tech $225,000 ONE

Sporadically Connected Wireless Networks

NSF Student Travel Grant for 2024 [EEE Virginia Tech 515,000 NSF

International Symposiom on Dynamic Spectrum

Access Networks (IEEE DySPAN)

Aceeleration of Compatibility and Virginia Tech 51,700,000 NTIA

Commercialization for Open RAN Deplovments

(ACCoRD)

O-Milli-RAN - An O-RAN-compliant, Softwarized | Virginia Tech 560,000 NSF

mWave Radio Stack with Flexible PHY and MAC

Local 6G Connectivity: Controlled, Resilient, and Virginia Tech $390.942 NSF

Secure (6G-ConCoRSe)

Collaborative Research: SaTC: CORE: Medimm: Virginia Tech $220,000 NSF

Securing Next G Millimeter-Wave Communication

in Programmable RF Environments with

Reconfigurable Intelligent Surfaces (SECURIS)

Trustworthy Generative AL for Secure System Virginia Tech 573,000 University of Notre

Operation Dame

Policy study on Trustable technology for Cyber Virginia Tech $58.000 University of Norte

Dame

Total $3,665,467
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Appendix 1: CCI Extramural Funding for FY24

Northern Virginia Node

Project Title Lead Funding Funding
Inztitetion Amount Agency
Cybarsecunty 2023 George Mason 187,625 NEA
Partnership in NCE (zorge hazon 395990 NESF
ASCEND Geargs Mazon £145,403 SEI'ARPA
Mlerlin (Phaze 3) George Mason £475,791 GMEF/MATO
Metadatza Creerlay Greorge hazon 335,000 Pluribus
Deception Mitigation George Mazon 5170, 000 ONE.
TAFEE (zearga Mazon 340,500 CRA
Immerzive Computing CGreorge Wazon 195999 NESF
Jqub (reorge Mason 7,000 GAERF
CollabFes: NI5(Q-era Devices George Mason £342,600 HSF
Cvbar Training/Quantum Svstems (eorge hMazon £300,000 HMSF
EAGEER: Inclusive Scam Detaction (Grzorge Mason 5295 243 MNEF
Modeling (eorge hazon §243 230 DeD
CollabRes: 5aTC: CORE: Mad: Infrastructure George hazon £120,000 MNEF
EAGER: 5aTC: Sweaty Digits: Human ID (George Mazon 200,000 MSF
Epectrum Allocation George hMazon 543,000 S3CUS. Navy
CHAERT2 (eorge Mason 340,633 STI'USAF
Informed Decision-Malkong (reorze Mason £149.978 USNRC
FW-HTF-EL: Wearable Tech George hMason 51,371,692 N5F
Enhancmg Cvbersecunty Education (rzorge Mazon 5199 901 Dol
CoraRes: Tools and Decision Making George Mason 341,500 SIT/DoDVAIRC
Photonics (Phasa IT) Gearge Mazon 5600, 000 NCME DD
ZAFE Sidd (reorge Mazon 128,044 Kad3CIDARP
A
IBODC2 Software George Mazon 5345 537 ARFL
Intepration — Large: M2 George Mason $300,000 NEF/CC
Cybersecunty Testing George hMazon £476,375 Dol
mmWave G Gaorge hazon 540,000 NEF
CollabFes: Protein Lanzuags Model George Maszon 5399,543 NEF
CollabFes: IIBR: Moleculs Gen (George hazon 397078 NEF
AFCENT Gearge Mazon $2,413.500 CACLAFRL
LLW=4Eiz (reorga Mazsom 315,454 MSF
Auto Security Patch Genaration George Mazon £470,734 OWE
Friendly Forces ID (reorze hason $5.000 SITDeD
Partfolio George Mazon 523,393,381 DeD/CDAD
Advisory for Ivory Coast (reorge hMazon £100,000 CIT
Integration (reorze Mazon 240,000 Syntek FHWA
CollzbFes: SHF: SourceCode (rzorge hason $72.703 MSF
Virtual Reality Applications Gearge Mazon £350,000 NEF/I-Corps
WAaACL (reorze Mazon 320,000 NSF
mmWave Testhed George hason £250,000 US. Amy
CollahPes:SATC: Core: Med: SECURIS George Maszon 5268300 N5F
CollzbFes: Powered Back Scatter George hazon S280,000 MEF
3G Radio Access Networks George Mazon £700,000 DalC
Enabling Zero Trust Authentication for Metaverza Greorze hiason 198,135 Cizen Systems
Inc.
Total $35,512,447
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Appendix 1: CCI Extramural Funding for FY24

Coastal Virginia Node

Cyhberzecurity for Small Buziness Pilot oDuU $100,000 Small Business
Program Administration
WE.T-1087: Center for Offshore Wind Energy QDU $1,000.000 Stevens Institute of
Cyber Vulnerabilitiez and Threat Technolozy
Identification B
Self-zoversignty identity management in 3G oDuU $100,000 Commonwealth
enabled devices Commercialization
Cyhberzecunty Center for Offshore Wind oDuU $1,000,000 DoE
Energy

["Cvber Risk and Resilience Analytics ODU $1,016,734 FTI

[ Privacy Preserving Machine L eaming 0DU $100,000 Deloitte

[ Deception for characterizing adversarial oDU $120,000 Army Research
sirategies in complex networked systems Office (ARO)
Towards Developing Mizzion Analytics for oDuU $85.000 Amentum
Cyber EW
Center of Excellence in Machine Leaming oDuU $350.000 DD
Collaborative Research: CyberTraining: oDuU $730,000 NSF

Implementation: Mediuom: T3-CIDERS: A
Train-the-Trainer Appreach to Fostering CI-
and Data-Enabled Fessarch in Cvberzecurity
CYBEER. TRAINING: IMPLEMENTATICN: opu 524,091 NSF
SMATLL: BUILDING FUTURE RESEARCH
WORKFORCE IN TRUSTWORTHY
ARTIFICIAL INTELLIGENCE (AT} (Award
carried over from previous institution. Award
amount 1z remaining funds.)

[SECURE CLASSIFIED ANALYTICSINTHE | ODU $684,726 NSA
CLOUD WITH HOMOMORPHIC
ENCRYPTION
SATC: CORE: SMALL: AN ATTRIBUTE- oDU $360,428 NSF

BASED INSIDER. THEEAT MITIGATION
FRAMEWORE (Awsard carried over from
previcus institution. Award amount iz
remaining funds)

SATC: EDU: SECURE AND PRIVATE oDuU $127.136 NSF
ARTIFICIAL INTELLIGENCE (Award
carried over from previous institution. Award
amount is remaining fimds.)

BUILDING CYBERSECURITY opu $327.037 NSF
ANALYTICE CAPACITY IN BIG DATA
ERA: DEVELOFING HANDS-ON LABS
FOR INTEGERATING DATA SCIENCE INTO
CYBERSECURITY CURRICULUM (Award
carried over from previous institution. Award
amount is remaining fimds.)
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Collaborative Research: 1T Small: Tammg oDu SA00.000 NEF
Large-Scale Streaming Graphs in an Open
World
CRII: III: Pursuing nterpretability in opu $173,000 NEF
Utilitarian Online Leaming Models
Facilitate the Convergence of the Nextzen Al opu $100,000 Interdigital
and Wireless
Simulztion Framewerks, hantime Directable QDU $376,000) U5, Navy
Traffic and Authoring Tools
Mantime Engineering and Envircnmental opu $3,390,000 Virginiz Department
Studies Lak School of Education
| Computer Science Lab School oDu 6,590,000 Virginiz Department
of Education
The STEM Academy opu 4,360,000 Virginiz Department
of Education
Aerozpace Acadenty of the Eastern Shore oDuU 4,000,000 Virginiz Department
of Education
From Vulnershility Reports to Exploits: Which | William & $73,000 Cizco Systems Ine.
Ones Should We Pricritize and Why Mary
Developing a Plan to Improve Research Christopher 199 966 NSF
Computing at Chriztopher Newport University Newpert
Univerzity
NCAE-C in Cyberzecunity Education Norfalk: $174.894 DaD
Innovation State
Univerzify
MSF Al Institute for Agent-based Cyber Threat Norfolk $183.250 NEF
Intelligence and Operation State
Univerzity
Total $27.571,282
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Appendix 1: CCI Extramural Funding for FY24

Central Virginia Node

Lead Imstitution Funding Agency

Development of a holistic $25,000 Micron
Smart City Index
supporting sustainability,
resilience, and economic
growth’ Abdelwahed

Real-time Anomaly $50,000 CCI+=A CATAPULT
Detection with Edge Al

HaRdware (RADAR)

Atulasimha

Hardware ATML anomaly $100,000 DaoD
detection/image Convergence Lab

classification in edge
device/ Atulasimha

Computational RFID, Northrop Grumman
Stan
SCH: INT: Context-Aware $1.200,000 NIMI

Micro-Interventions for
Social Amuety Barnes

The Convergence $5.000,000 U.S. Air Force
Laboratory Initiative

Dhar

Collaborative Research: $549.947 NSF

IVE: MM-18: Automating
Privacy-Preserving Data
Sharing of Campus
Network Traffic Logs
Sun

Virtual Reality Bike $85,000 Leidos
Simulator for End-User
Behavior Testing |
Hevydarian

Total $11.169,947
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Appendix 1: CCI Extramural Funding for FY24

Southwest Virginia Node

Project Title Lead Inztitution
Using Intellizent Conversational Agents to Empower Virginia Tech $855,127 MSF
Adolescents to ba Fesilient Against Cvbarzrooming
CAREER: Secuning and Eveolving Internet Security Virginia Tech $691.258 MNSF
| Protocols for Naming and Reuting
SWIFT-3AT: Efficient and On-Damand Spectrum Virgmia Tech 5749959 NSF
Cosaxistence for Satellite-Tarrestrial Svstems
Collaborative Fessarch: WaT5: hMediom: An Integrated Virginia Tech 5200,000 MSF
Multi-Time Scale Approach to High-Performance,
Intellizent, and Secure O-F AN bazad Naxtc
CP5: Medium: Collaborative Research: Fobust Sensing WVirginia Tech £300,000 MNSF
and Learming for Autonomous Diriving Asainst Perceptual
Iusion
Durzble Safety: Ensuring Safaty Alisnment in Post-Fine- Virginia Tech £73,000 Cizco
Tonmg LLM=
Gift to VT Power and Energy Centar Virginia Tech 5100,000 American
Electric
Power
Foundation
Leaming-Eazad ORAN Tasting Virginia Tech £1,400,000 MWTIA
Mobile Distributed BMINO: Learming Meats Spreading in Virginia Tech $9.020.542 Advanced
Meatworking Technology
Intemational
Open Programmable Sacure 3G (OPE-3G) Virgmnia Tech 5196733 Perzpecta
labsz Inc.
Daveloping IT and Cybersecurity Certification Pipeline to Virginia Tech $202,872 GO Virginia
Advance Cluster Growth
Symmetrias and Fundamental Parameters of Lmear Error Virginia Tech £12,000 Indizn
Correcting Codes, Seed funding for Collaboration and Institute of
Partnarzhip Projects (SCPP) Phaze II Technology
Bombay
Industrial
Fazzarch and
Consultancy
Cantre
Bacure & Trustwerthy Data & Tachnolegy Virginia Tech $30,000 4-VA
CP3: Small: Collaborative: CYDER: CYbersacure WVirginia Tech 5142000 M5F
Distribution systems with power Electronically interfaced
| Renewable— Supplement
Microgrid Eeliability and Fesiliency Fesearch Virgima Tech $250,000 DeD
"HVDC-Learn: Modules for Education and Workforce WVirginia Tech $98.000 DoE
Training in High Veltaze Direct
Favthaon Fellows program Virgimia Tech 450,000 Favtheon
Tachnelogias
IC Centars for Academic Excellence, year 4 Virginia Tech £200,000 ODNI
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ExpandQI3E Track 1: The Prainie View A&N University Virginia Tech £240,000 Prainie View
- Virginia Tech University Quantum Science and A&N
Engmeering (QISE) Partnership Univarsity
Weakly-Suparvizad Clinical Vanable Extraction for Virginia Tech £25,000 Children's
Sepais Fesearch with Large Language Meodels Mational
Hozpital
Fact-Checking in Open-Deomam Dizlegus Generation Virginia Tech 563,000 Amazon
through Self-Talk
Machine Learning Analysis of Ultrasound Images for the Virginia Tech $31.231 DeD
Invaestization of Theracolumbar Myofascial Pain and
Therapeutic Efficacy of Hydrodiszection
Evaluation of Innovative Placenta Imagzing Techniques Virginia Tech £12.000 Carilion
Fatal Growth Eastriction Clinic
Movel Real-Time Speed of Sound Imaging to Aszess Virginia Tech £103.733 Slsmens
Liver Fat: Phantom Study Phase iedical
Scluticns
USA Inc.
Towards Fealtime High-resclution Treatment Monitoring Virginia Tech §129.961 Focusad
in Humans: Using Ultrasound Imaging to hMonitor Low- Ultrasound
Intensity Focusad Foundztion
"Timing-bazed Cache Side-Channel Attacks Virginia Tech 530,000 4-VA
Cyberbicsecurity for air-gapped portable genome Virginia Tech 554,500 IARPA
seguencing systems
Al-drrven farming & supply chain management using Virginia Tech 5100000 Craminos
cauzality
IME.: MT: Tools for Measuring Foute Origin Validation Virginia Tech $590.997 MH5F
in Fescurce Public Eey Infrastructure (RPEI) at Scale
Foundations of Scalable and Besilient Distributed Feal- Virginia Tech $475.637 MSF
Time Deacizion Makimg in Open Multi-Agent Svstems
Foundations of Resilient Dhstributed Fazource Allocation Virgmia Tech $422.093 AFOQSE
in Open Networks
Bize-Segregated Particle Oder Chromatographic Kemel Virginia Tech 870,087 IARFA
(SPOCK)
DoD Cvbar Scholarships Virginia Tech $1,352358 DaD
II: Medmm: Towards Inclosive Virgmia Tech $1,159.223 MSF
Fecommendation Systems with Stakehclder Alisnment
Safe RL for Interactive Systems with Stakeholder Virginia Tech 587,500 Amazon
Alignment
Securing Compartmented Information with Smart Radio Virginia Tech £1.408,193 IARPA
Systems (SCISRES)
Phononic Traveling Wave Parametric Amplification uzing Virginia Tech £330,000 DARPA
Haterostructures of Highlyr MNonlinear Materials
Multi-Agent Training Exercize (MATrEx) Virginia Tech 52,500,000 DARERA
Automotrre Cybersecurity projects Virginia Tech 52,813,608 Portfolio
Accenture Agri Cybersecurity Virginia Tech 575,000 Arcenture
UPWARDS: US-Japan Network to Strenzthen and Virginia Tech £3.470,000 MSF
Expand Collaboration between Universitias on Fesearch
and Education in Semiconductors
ACED: ROOTS: Real-time Optimization of Transcaivar Virginia Tech £500,000 MSF
Systems
A Holistic Cyberzecunty Testing Framework for 3G Virginia Tech £2.000,000 NWTIA
Radio Access Netwaorks
Meaxt Generation Emergancy MNetworks Virginia Tech 5166300 Maticenal
Institute of
Tuztice
Total $34,915,674
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Appendix 2: Supply Chain Cybersecurity Research Grants

Central Virginia Node

Project Title Lead Institution Grant

Amount
Decentralized Detection of Software Supply Wayth Hassan | University of Virginia | $50,000
Chain Attacks through Data Provenance
Analytics

Coastal Virginia Node

Project Title PI Lead Grant
Institution Amount
Explainable Artificial Intelligence (XAT) Lida Haghnegahdar Old Dominion $50,000
Security for Logistic Disruption Mitigation
mn Distributed UAV Swarms

Securing the Machine Learning Evgenia Smirni William & Mary | $100.000
Components of Autonomous Systemns:
Risk Assessment and Mitigation

Investigating Security and Privacy by Sidi Lu William & Mary | $50,000
Design for Teleoperated Autonomous
Vehicles

Intelligent Zero Trust for Defense Agamst | Md Shirajum Munir Old Dominion £100.000
Generative AT Artacks in Power Grid
Supply Cham

CPS: A Trusted Decision-Making System | Katherine Smith Old Dominion £50.000
for Autonomous Driving in Supply
Networks with Untrusted Components

Enhancing Security of Software Supply Mohammad Ghasemi | Old Dominion $50,000
chain - A Focus on ATML Gaol

Advancing Supply Chain Secunty through | Qua L1 William & Mary | $50,000
Quantum Computing: A Framework for

Rapd Optimization

A Paradigm Shift: Innovating Supply R Ning Old Dominion £100,000

Chain Security for ATl-Assisted Devices
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Appendix 2: Supply Chain Cybersecurity Research Grants

Northern Virginia Node

Project Title PI Lead Grant

Institution Amount

Towards Lifetime Supply Chamn Security for Qiang Zeng George Mason | §30.000

Internet of Things: Testing an Update Before

Trusting It

Underpervised Binary Code Translation for Low- Lannan Lisa George Mason | 850,000

Resource Architectures with Applications to Luo

Vulnerability

Cyber Sentinel: Safeguarding Autonomous Vehicle | Sai Dinakarrac | George Mason | $100,000

Supply Chains against Backdoors and Hardware

Securing the Supply chain of Large Language Ziyu Yao George Mason | $30,000

Models as Software with Explamable AT and

Humans in the Loop

Fingerprinting Technology for Enhancing 5G? Vijay Shah George Mason | §30.000

NextG O-RAN Supply Chain Risk Management

Securing Chiplet-based Semiconductor Md Tanvir George Mason | §30.000

Manufacturing from Untrusted Supply Chains Arafin

Southwest Virginia Node
Project Title

Lead
Institution

Grant
Amount

RF Emanations Analysis for Supply Chain
Microelectronics Risk Evaluation (RESTORE)

Virginia Tech

$50,000

An Empirical Evaluation of Large Language Models Na Meng Virginia Tech $30,000
(LLMs) 1n Generating Security Tests to Mitigate

Supply Cham Attacks

Cybersecurity Threats in a Federated Supply chain Zach Virginia Tech | $30,000
Architecture Bowden (VTTI)

Securing Large Language Models for Enhanced Supply | Ming Jin Virginia Tech | $50,000

Chain Cybersecurity




Appendix 2: Inclusion and Accessibility in Cybersecurity Research Grants

Coastal Virginia Node

Project Title

FI

Lead

Institation

Grant
Amount

Bridging the Commumcation Gap in Cyber Hygiene Mary Still 0ld Dominion $30,000
Material University
Bram-Computer Interface for Password Input: Yanfiy William & 350,000
Enhancing Accessibility Individuals with Mobility Zhang Mary
Impairment
Tackling Dark Pattern-Induced Online Deception of Vikas 0Old Dominion 350,000
People with Visual Dizabilities Ashol

Northern Virginia Node

Project Title

Data-Centric Social Bias Mitigation for Large
Language Model-bazed

Ziwei Zhou

George Mason

$50,000

Secure and Accurate Implicit Authentication
and Continuous Monitoring of Everyday
Object Usage for Individuals and Dizabilities

Lannan Liza Luo

George Mason

350,000

From Data to Defense: Designing Social Cyber
Vulnerability Measures to Protect Older Adults
Online

Hermant Purohit

George Mason

550,000

Tdentity Verification in Smartphones as Social
Intersectionality: Inclusive Design of

Contactless Fingerprints to Mitigate Skin Tone
and Gender Biaz

Emanuela Marasco

George Mason

£50.000

Vicarious Offensive Langpage Verification

Marcos Zampieri

George Mason

350,000

Southwest Virginia Node

Project Title

Enhancing Cybersecurity. Accessibility and Abhijit Sarkar Virginia Tech 530,000
Equity Through Inclusive Biotmetric

Authentication

‘Don’t Dare Judge Me’ Judgments by Al Tools Tabitha James Virginia Tech 530,000
atd their Impact on Minorities

Defending Against Malicions LLM-Driven Bimal Viswanath Virginia Tech 550,000
Agents Utilized for Online Abuse Directed at At-

Eizk Communities

80




%E8 %B8 GIE %9 %0 EX ] %0 £ % %0 %0 %0 ey wng
L09'850°LS | GEO'YROS | 000'00ES | 6LLE GEE $[95¥L  S|D0SE  §| TG0 66rEZs | - Al §)09 [Ejmgng
[iZ] [iE] 27 3TN,
0526 $l9%FL € |W0Eny (I2DU=l RS LEIS 2040, -
108 TI0G00dS; TNy JoGAT) UAESMUCUILIT E
52 £z 3 =TT =T =N
¥ g 20lL% F4L] OMJENS OF dMaspy
SP6 31 DunesT paseg ek
i PUE LOBAPU|
UiEnd Jagho
IR PERED]
DO00F S| ODDOME Weaboed JuadoEna) 200N, fEanH
TNdYIy3) oG JEgnon
BE0 7EEE Wwednd Duwes gqusead
WIELI-+ADLU| '§ AR SCUOPPOM, QNH - B009SS
L Hlf Sall Ll Soll % Yol HEY Wwng
T 916 HEAEI D 529 H [Emans
£a5kad] SUOEINMLLILDY 2N
(LSS0 BET] ey SR ) HEIS ST -
Sl mee 4 DI04 5 03PIA,
[ L] [ € SIEMIDC BIDS] [E1005 3 DUIaSE
£ 5 £ Duipuesg

w
=]
=
]
o
L]

LLLYIE

Eed
“

+H A

§ | BEB %958
[iliE]

(=5}
—
(]

ol

|

oy |

e
L-._l. !

00002
nose
0onng

ANTCE
LU S

=
e
uf
=
oy

o3|

i

=
&
[T}

o3 | | oy | wea] e | oed| wrn | wea] een | weaf wra | el

Wkl E B bk
i HEND 88T HEEIEE
IBEE
FIE

1E0S
EERE
0208
EC

|
foar]
=)
=
Ll
|

wy

o8 5 285k
Bae HEEH S|

wra] o | w| wrw
o e

|
oo
o
0l
i
ool
i
ol

3l
]
|

2
=il
ol

il

oy
oy
e

|
£l

oy | eenf o | wea] een | eeaf e | wl

] BSl HES A g SJIydeusy o) B SUCEEgN -
SUCHEUMUUE) GNH - GD09SS 00
%9 HEY wng

[ NG
[wmbieg 'UonRIGEED WILN JOUSRON NS "BL] Shumesey
TSRS WOqInL
R L g1 a5l [ sesuaiig Duneiady B

Jdak

)

e
o
=
0
=
o
=
=
i
e
i
P
o
T
i

%68 %Bl ol %E9 %S5 B
SFCICS| SEFIS 5| COTLRE| 0SOFSS| €26 [
R
tee )
WH9E)

BLE'GL

SOEE H

4|

=
IS

E
wy

CECE
28
SIEEE

00s g l69% §
BLEBE &| OZVERE|AIBBE & EIEBEY Way v-0d LA
sEskedig uH

w3 ey | o
oy ey | o ey | e

] 65,

=]
|
[=r]

BH
065 %

oy | wa| s | | ey

S8 ¢E 5 E] i

L

wraf wew

?ke
07LE}

| ] oo | era] e |
= 4
ey | | oy | eraf wrs | e oy

o | e o [ ey

ey | | o [ ey

VEDDIS |25 L  S|08kL % |BiEAEG ]|} SUDNEDIALLLDT) HON
SUDNEIRE0) GNH - FO095S
[Emgng

BBCR! S|BBRER 8§ 00E]
SHlPeEd - QY - [0 - E009SS
0¥ %BT %02 %ll WEY Wng
X ehrs | J¥EEREE | SHE'RIES | evElONE [Ejengns
I8ERELS DEMES |SHBE S Vo EFE sydD 404
In] SENpes)
UCCPECE | IECRERE 1007
JOGE - QNH - 13D - 2008995

‘
Ee
w

|

0L B0L Bl %E6 pid HSL Tl
e0Z8z¥s| 9c1'00Ls | eoE'lzes| lSO'TIbS| EOVEERS | 1GEE0ES |  EOY%RS
806 06CS 0459 S§)0iS9 §

295 00LS

AT

"
w

128 Zacs

002 [BIUBUIY GRH 00
spnday EDUEY $744 £ XIpuaddy



%EL

%E9
1sv'aokd

%8s

%l

OGS [BIUEUL OH [
spoday ERURLLS 1T 4 € Npuaddy

§ GCU'cee'sl OMG'SEES  096'069%  BOC'ESS [Ty i G6Z¥OFS  LI'6VSS =V

% Sl Sl 56 £ % %E % Sk HEY Ny
080zE  § HES HELE VEEEIS |25 AEEEE D H T § [FI0INg
5z & T B EEE
HE HE 75 HES HE HE HE B HES H 2llg

HE HEE MT  §| BREE HEEE HES Salj30nG pUE Ju=Wdingg

5 25 Sl SUEMYOS peiEaL
BIMDNGSEII] [ZIEasaY GH - BOI95S
50, %3] 59/ h 8] %5 % %0 ey Wng
HEEETS HEED HE HIEAEIE 5 BEEDIS | G FES 0F 5 [FICANS
ITTYT [ g va0°L5 sasuadig yesay =N
- Z i [ 1058
<l g [ e
WIIE  § I BIT S TEL9E | Se N PR =TT
F0F € 00Z2% nzes 5284 WOLED|GRd
g g 7] §04d S03E0d s8id
GpEEraS [IF4 - wedbnig Liessad pRi0su0ds iy
[eiEasaY QNH - BOI9SS
%EE %0E %ll b %EL %9 %3 %5 ey Wng
BCAVEIS | D25 WES | €598 IS0IS 5| BrU%| E9LOiS I 5[ OLVRiE [FIOANS
wsia § 05L TS oaLUNG - 2DeRIe dnueg
EEE S 028 § |57 % e % WODTNG JCLEY, ' DUNEE]
mmm_rm g _m. SIBIS) [BhEa]
M50z & (A TSR0 SPHEPMS ALNTEsEgAy) BRIy,
SEEE § 18k BFh L jned| Wwhspdufg
T86el § 1055 ord T J0sEw Sriaald UDJESIDTY WRS00AS
%P § HEEE TET S5 ] (Bned] "|ou) WRSoAWE 130
SJIBERDECUS [FWaps ¥ WONGaN GNH - J00955

82



%29 %29

$ BAVIEIS EISIE

%P %PL %L %EL %kl %0L %EE %0 %0 %0 %0 %0 %0 aj2y Wng
: §] 000848 | BLLT15E S| izeee’i§| e9zze  §|6e6E §| erise §|6esel  §|wsrl05  §loo0'osy S| - §] - HIE §] - §] - s| - S Eoiang
000008 §| - §| 0o0008S 2 (000005 §|oo00g 8= HiE HIE HiE 5 - HE < 5420 easay
000%Gzk S| zi8Eet HENEHE HIE HIE HEN §] - 5] - HIE HiE HIE HIE 5] - HiE < finoeg yoaessay
00003F  §|I61% S| eevces e 5 [625¢ B EA&H B BN 5| 00070GH 8= HIE HE HIE 5 - HE B SUWEIE0I] Buisig Hoddng
USWSaAL] § (easey
B %Cr &5 B4 4 5 B3 %0 %0 %0 %0 %0 %0 ey Ung
- §]  0000ES | 000°SZ §] 0005s§| - HiE §] - 5| - s §] 00058 HiE §] - §] - § - §] - s § s
00ss  §| - Sloooss s - £ - S HIE I 5| 000'se - $ - HIE HIE Sl s < AR CF UOIJERoul|
00066 §000CS §| - s - $= = HE 5] - g - = S| - E $| - 5] - s| - S DA 0} VOREROUU|
00007 §|0000¢ HIE e £[= HiE HIE 5 - gIE 5 HiE HiIE HIE 5 - HiE g NAQ GF GO roul]
%EL %EL %REL %EL %REL EL %57 %0 %0 %0 %0 %0 %0
5 §  0O00BES | 000S0F §| oo00Sezs| - $ = §] - $| - 0000 $[000SZH HEE §1 - $[ - 8 E $[ - $ [E101nS
00006F_ §|000CL §[000GL 8] - B B i 5000, s HiIE HIE = E 5] - S NAD W SASIE U]
0000FZ__ §|0000E §| 0000Iz8] - B ) 0000H 8| 000700F kS 5= 5| - : 5 5] - $ 0 BuiesT [enusuzdcg
uawdojanaq aaloPHOM
%60 %60 %82 %L 253 T %IT %0 %0 %0 %0 %0 %0 ey Ung
. §| 0005095 | zeoZzy §| B9'LLIS| GOEE HEES B HilE $ - §| 00052k S $] - HIE § - §| - $| - $ B
00006 §00008 HiE g = 5= = HIE 5 - HIE 3= HIE HIE HIE HIE HIE 3 SIUSASYRERAN0 APUNWGT
00000F S| 000°00F 5 - 5 - s~ HIE 5] - 51 - 5 - 5] - HIE HiE HiE 5 - HiE 3 SOISIRUNE] NAD
00005 §|6lE¥E HEEEEE B EEES 528 DE 5] - 8] - = HIE HIE HiE HiE s s suaeszdn NAD
00050F S |£18TRE §| Izieeis|goes s sz [ e HIE §] - 5| noo'set sl - HiE HIE HIE 5] - ] - < [puLsIag
suogessdQ

Hoday [ElaUeul spon| [BAUST) (90
¥TAd € 1puaddy

83



e5o8a'sz0'Ls | szv0es | ososz'oBls | ooerd | oz'esL'ess | #6'20.°9+8 ZL'5kLS y6BEr'SS | Lzevs'ves | oL'oe0'es |cosLe'vZis | 00°450'Eers | SZBES'ERS [E10L SdN|
59°5E9' 05 L099% £L05L'LS SOETLS 00 9.+ 6S saiddng 2010
96 .1T'ES SHE0E'LS LEFLELS j21eddy
91 66E 6025 29°411'GES 0220155 | 9L SeF 623 59999°09% 1Fee2 013 | 00 #E5°€erS | 00 D00'52S SufiQ IMDB-UDH 0 SpuRID
GLGEILLS SLGRYLLE S13pI0HI0 ) 13Indwo )
92 bid FFLS 95 LrL TRLS APUI-S221U25 PRIIHS
00'25.°825 ZE BFZS 0F 00L #15 2l ZhtS 76 Z5ES 05'8E9'ES 9l 00L 65 05 6E2S s201025 Mejig 7 pood
00097 €5 00 09F €5 sa0Luas |eDa]
00 005'83 00 0LLS 00 0628 0000055 0000565 | 000002ES sagualgjuo/buluiel)| 2akiojdw3
009155 00 EFS 00€FS 00EFS 00EFS 00 EFS 00EFS 00925 00°EFS 00°£FS 00°EFS 00°ErS dinb3 suoydajay]
02 29£'C3 0Z 5615 00 ELLES 00°01S 00 0ES 00025 saaluas Bunuug
SdN
zUp0FZIES | 08MsHZ1s | 9Lsiv'ivs | selie'sls | L6'vke'0es | osZie'ses | £00il'vie | 60'w09'sHs | evezrezs | L6'598'Ls | eeezs'ees | Loesr'Bls | vELEFELS IEl0L Slysuag|
Gl 86.°8LS 750565 69526 25 £Z 5.65 o7 056l | 5/ 806°1% 55 G065 9/ 756'25 | FESH0ES 558995 5520615 151268 25 295 DHFIOL LNIWIYILTY QidAAH WA
STSET LS oF 195 S£ Z0Z8 oF L9% 26 FELS ZETELS 06995 010615 £6FES £50FS SESLLS FE 195 9% 295 JSNId¥3 HOLEW HE¥D
02 150'23 085S SE 9628 S+ 66S LEFECS 90 8FLS £0F.LS 52 8625 9z 6615 198015 Z8BLES LL5FLS 559.5 IONYHOSH ALTISYSIA LT
LFSET 6S 669515 FEPSF LS 2L PEFS 95 6965 29CLES L9°0FPE LB2EF LS ZF LEES 28 LTS ZES0E'1S £8 ISP 66 FLIS JHYD HiTy3H SHSA
09'FRE'0LS ZZ 1155 BE G5 LS £15853 9Z0.L°18 | D9EELLE 1F1098 BFO0ZL LS | B9629LS 151953 v FRLLS AJuUNUUY DUE S3URINSU| SISYJES])
ceoreazis | zzeczos | goriigls | ezoczos | vrosvEls | SilvrEls | 60£6L 95 szeicgls | ogozi'zls | srriios Luserrtls | Zreseis | 8L68s9S IONYHASN NOLYZIIYLIdSOH
ZLLELLLE 79°.81% 0007 LS 66 6155 000aL'Ls | 80 41LLS £T LTSS L91EL LS | 51egLLs z03zss | orzesis LFSS 216925 IONTHNSHI 3417 JOOHD
05'5FS 06 SHs abepy, Joy 2aueinsu) sby-plo [elapad
crzeeles | orizezs | seoiools | esoreEs | 2844668 | SE6LIGE L. 980 €S Lo1er'es | sesiess | £9r58ES L5 016€es | 0F 8IS ES 43 3171 JIHYIYS [Y0d
0009295 | soasens | ogizeols | ooorr'es | ozieses | ifozetes FE292'TS celz’ols | £00gELes | £e055'Es S2terts | 93esslLs uag Jad SHAUCD 213y 1akojdw3
S1I43N38
oF'ilze'iees | evvesols | soesL'Lsls | se0/a'ers | 02'0/2'168 | £0stbe'es | ioesteed | SvLicivls | 20202088 | 92 pS0'bES |26 16 ELLS | FRRLOHFS | 8250028 |E10L JOgET
06020'1L5 005+% 005615 00'5+% 00065 00065 0055 005EL5 01565 01055 00515 0Z 0018 020015 aauemo|ly 221820 2|Igopy
00 002°855 00 050028 0005L'CS 00000615 safiey
00916835 002l 1S 00 8FES 007235 008845 00Fer'es | 00°BFLES 000095 00053 YOI O JUIpNiS
zorzsies | osesees | osoesiis | osesees 00 L0L LS 05°€58'¢S zre0p Lls | Zesesis | gssises | eeeceits | zesssis | 26655 4S5 sauR(eg ||
rr0660v98 | erosses | sorocsols [seoorses | os00g'0ss | eovEn'oss | seiories | Lszeawols | ocos'oss | 2e000'ves | 11061098 | 26046028 | 0¥ OVEES 1y2ea) - fynaeg
20 LEE'63 c1io1bs | scroses | seveces | seveces saUg|es pAsse|D
z0ci0's6s | osezers | osesezis | osszees | ooesees | ooeses 05 BZE 7S zo0es'cls | osel'is | siesecs [STUSLETIS 05°2LLes | 05 4LL'is SBUE|ES BAJEISILILUDY]
HOBV
S3SNIdXT]
00'serx'eLL'2$ | 00'000°002% | 00°000°058 0008 00'0% 00's¥5'02$ |oooer'0se e | 005018 | 299z)iLvs |ecers'eozs | L9 1s0' L8| ooooes | eeesesozs anuaaay (o)
0000502225 | 00 000 0025 | 00000058 00005 025 |00 00005215 /9999°0L¥s |£eece'002s | 19999 81¥S £E CEE B0ZS fauzby ajeys syl spdanay
00 5E6'CS 00575 00 0EFS 0052018 00 02+5 D0'SLES 00 52ES 00 00£8 00525 234 uchensibay
INNIATH

| | | | | | | | | | |
veAd | vzozunr | tvezozAew | vzozidwy | vzoziew | vzozged | teozuer | czozosa | cezozaoN | gzozwo | szozdes | £zoz Bny £202 In NOILdI¥OS3a

poday [BlouBul] 2pON B)SEC] |00
spoday [EIDuRUlY $Z A F apuaddy

84



£2'¥5L'eerS | 5£'556'601% |Zo'000'0EEs- | €L oe0'ess- |JeEL'siLE | avaLlerLs-JogeeR'ZeL LS| i3nvae JSzomo'vizs oL eos' kLS | ST rbERELS | LLZLZ 1658 | 98 EFDDELS JE}OL
85 £96 758 0008 0008 a0 s 0005 0008 000958 [ 0005 8/ FE0 Z8 g008 08 895 055 0008 juswidinb3
58°€01'9% 51 F6FS 55500°LE 0008 0008 0008 89182 A, 00098 0008 IS ELELS 00'52i8 0008 [
geogescous | sZwocs | ogoosogis | 00£ES 0Z 861 €58 | #6700 988 ZL 5k recrss | iz gesrs | i ocoes |coslerdis | 00 /59°c8rs | ST 809 CHS SdiN
Zirorzics | ogucezis | o sopies |orsicsis | serrsocs | oszisezs | covss'wis | sowoo'ses | srecrezs | sesoeris | srezsees | socoris | reicrcis siauag
0F L5988 | erpgsois 1506601518 |se0/0 ks | 0207068 | £0 k9288 | JEGRESES | SHIL/SARIS | /700288 | 97 #s0Eks |6 16T ELIS | #8829 FES | BT FSS0TS Jogeq
L1o8z'sez'zs | sovro'oes | zoooo'oees | esoco'ess | seeLv'siig | Lreezvols | ozors'ics iAntense Jzrorvzozs | 21 see'cod |ecsos'eizs | 1rELs'iess | ir Ll |E}0L Bsuadyg
00'seEr'eLs ‘28 | 00'000'002% | O00OD'0SS 0008 00'0% 0055028 |oooev'osz L8| 00SL0'LS |JooZlLLvs [eeevs'e0Es [ols0 iy ]| oo'00E$ | ecBSE'BOZS [EJCL Bnuaasy
B5'E86'Z58 0008 0008 0008 00'0% 000$ 00'09E% 00'0% 00'0% 28.'v£0'28 00'0% 08895058 0008 12301 Juswdinb3|
96 00ES 95 D0ES 00055= Es_Esw__
FOTCE'ELS ¥0 ZTE ELS £66FS-00025 2ImuLIng
02 GFE'0ES 08 GHE QES 66615 anyuin|
00 08ES 00 0985 [45>) dinb3 yduad Jandwog)
2L FEDES 2. %E0'TS 413 00055= siandwog
Juawdinb3|
GEE0L'2S 5L B6VS 55°590°LE 0008 00'0$ 000$ 89 LBE'ES Ada 00°09.8 00'0% |SELE'LS 00'SZLE 00°0% |EYOL |BnE ] |
LEEEFES 55 £66% LE 955 15 L0 F.8% sleay/Bubpanel) Jafoidws
Gl O8£S Gl O3Es slealy
£ESLE LS 00 ZLLE 00ELE 000845 £2BFLE 005218 Guibpo § aouelsisans
06195 0EGLOS Elalie] Njgnd
F.BSES 109015 19°Z5E8 1213 |Euosiad
TIAWEL
PEA FEZOE unr YZ0Z AEW ¥Z0Z Jdy PEOE JEN VEZOEZ 99 FEOE UEr EZOZ 280 EZOZ MON £Z0Z 1P £2Z0Z deg £Z0Z bny EZ0E INT NOLLdIM2S30]

poday [EIOUBUIY 2pON [RJSEDD 103
spoday [2ueuld pZAd  ¥ipuaddy

85



%6 %P6 %28 %0 %0 %0 %0 %0 %0 %0 [%0 ajey g
00006vS 756628 80087 BFLLGHS 008 20E8 3 2 - = - 5 = - 0000678 oS
g - B
g B
000 06vS 56 628 evo0ars BrLL6LS 00€ 20ES & $ 2 s - S - 3 S | 000 05¥8 (¥+100/1INdV1YD] s012d3}23y + J0jeqnau] |30
UOREACUU - 8PON EON - 900855
%68 %68 %58 %28 %8l %SL %89 %9 %85 Wiy %z ey Wng
000068% 187768 BIS G603 00RSES 2] 56828 [ [ OFBBES OFIEYS [ 0808YS D0EBELS 000688 TS
= B
- B
005925 £8/ 25 JIT [V B #0813 0183 5 $ - HEE 5| - = S $ | 00598 Spcg Duluiea] fequauatcy
0000zs 000ELS [ [ 0008 - $ o= H $ - s - H g - $] - 5 $ | 000028 SCOUSYION, DUINIE] Aundasiaghn) Jaioea]
[ 75s] A1 5 ] 3 5 - B § HEE 5 - g R HIHES ] SIIYG [EAUBSS3 7§ GIjSWaE] GH KAMSSIgr)
[ 00025 0000ZF8 E 7 S $ | D00 ¥2S 000825 000383 Q00%ES 007858 000 ¢Z¥s SqsEaqse:00y pue sayseeuRI]
00000ES 061918 057 £288 0F¥Es 025525 0ZETLS 089'1E3 [ 0F26LS 02 5ls 078613 080715 < $ | 000'00ES STIJSUIRIN] aMoesia0N ) SIenpRiLiapU] PRaipeang
VRWIGOEAB( Ba0PION - SPON E/ON - 100 - G00955
%00} A %VE %61 %EL %39 28 %0E %¥e el %z EEy Wng
0000068 VIFIS 925 9603 002553 00z e BT 60895 000653 0081028 007Sss 000ES3 0007ES 0007ES 000063 TS
000063 FiFLE EA [45] 00Z'1E8 £EGE8 £RG 28 : 5 = 3 = = S| 000058 WGGENG JUSEUI))
000068 $] 0001058 = sl - 5 S| 00EQLS 00083 00318 Q0SS 000°ES 00078 00078 0000Es Ha4E3SEY 2NpE/Diapn
0000028 g - $ 1000058 - §| - - s S| DO0ELS - - s - 5 S[esocoid Yueasay
0000098 £ 0000638 000055 000058 000063 000063 000058 000053 000063 000058 000058 S|4 AR
iEasey - 8PON B\ON - 100 - £00958
4 Ed %¥E 8L %59 %67 % RZE %Z %02 Sk [%0r @By Wng
§ [0000zzs BI6TIS 1BUL0ZS S 0600E8 EEE B [ ST 4 TS IS BT 000223 TS
5 - B
) B
B B
0000228 BLECIS 1802023 BILPES 060068 £29°EES 9 1S CE0GLS G918 [I747L] G9 1S A Gaclls 0000228 SUDERI0

003y |E0UEUI4 BPON
suda [EUSULS pTAd { Wpustdy

N ID0

‘SuojeisdQ - 8PON B/\ON - 100 - 200858

86



[T3 3 [ %Ll %k [ %09 %65
61'688'801 $ IS0LL'IGETS  YO'EBE'00Z8  6O'OSZG6IS PELIOBL  §  0L0.0'96S 98°€9LYT ST08L'9ES  POTZZBLOLS
%L6 %.6 %P6 %68 %E8 %9 %69 %29 %SG %6E %EE %04 ajey wng
9,°09}'8 §| veoeeeyses | 08269 §[ 96026t §|ehielsh  §| 998096l [S6@9E’®l  §|e€r09€®E  §IE€629uL  §|  l0uec0z§|zh6SY0Z  §|  05TaTEIS | veHvelS  §| STS0.'0ES [E10jang;
) B
FO8¥E § 961599 g 9/ %80T 8 [€9¥es g 0oole $|EF 00} $| L6698} $ | LLEsL $ 5j809 Buuiel| pue [sreip
1I798G) $|ETE0F T BHEE $ ¥9Esl $ | 96786 $ 056t § 262t $]99GLL § 00 $ 51500 BUEiad0
[CEED)] $ 1 £89L0°C BIEAAD BHIEAAT BEAAT BEA4A BHIEEAT BEAA $ 1 ST § | SECH §|¥cce § | BO'GEY FEATA [BEA4] $ wods@L
87879 $ 2T L00°CTS | vER0LY $|1reovel  §|ise0rel s | 1oir0'el B ACEAT $ | aF8kZ 8 §| 9CIET L) § | rosggl $| STI8LLL $| ¥TI8LLL  $|BOTZYLS  §|00€BS9T  § Joge
SuoResadQ apoN - VAMS 109 - 220955
%86 %86 %bL %15 %68 %6E %IE %IE %0E %Pk % %0 ajey wng
0LvErvL §| 0CG/G2s98| 0050v6Si§| SSRGSl | A VI8 60CO8 IS | ZVRY0'E  $ 0000052  §[8cesl §2€6/66  §| c€coeGo0L§|  9191°0c | 0000089 § 0000SZ  § [EI0IaNS]
& $| - $ BUypo
25162 $|8F20L8 $ £1'GEL $|TFIST $ | e0zer §| iFer0’t $| - § | €876ECL $ | 25989} §| roIee’tl § | ¥2'980°) $ SUIBIUL YAMS 120 [BwEu]
EINEER $|28/0EEl  § 0070005 $ | 0161 BHEEH g 00700571 § | 657659 § 0888 D $1Ze620'L [ 81500 Yoeaing
N S/ 00000€EL  § 007005°¢ $ 000008 $ 00005°¢ % [suLDsIsd ualesouu|
00°GEF T $ [REREE 00GOFEGLS [ 0000568 §| 000ZF 10 % o0zZEss $ 00700071 [ 00ZH9E $ 000008 §$| 000008 § 08101 B2I0PUOM
000008 $ 00°000°€LES 00000¢8 § 00700005 $ 00°000°00L$ sjo2l0ig uogeroul|
Ijodid Jusle] pue UOJEAOUU| SPON - YAMS 139 - 120855
%56 %56 %68 %I8 %8 %98 %98 %kl %EL %EL %eh %l %0 ajey wng
€LE0E98 §| 1z969°cev’1$ | 0000076  $| 0000000 §| - s|oroesy  §|woariv  § LB | 06 FIET §¥9798C  §| 6591796 | 6G/lzei§| OCOGPELI§ (£99500  § [EI0IGNS
= S| - S
- $| - $ BU0
€IE08ZE [ 12951 IEES 0000006 § G/ 086 T HEEEE s | zz8EL6E ST06FIET $1+8/98° [ 65/99°F0LS |BSLICEL [ 0£°06FEZ18 [ £9'950°0 E] [suuoslad yoleasay
00005€S $| 0000SOrL IS | 00000FE  § 00000551 g 007005 L¥8% 0000005 ¢ 108014 Yoleasay
IE858Y 9PON - VAMS 10 - 020955

008y [eDUBUI 8paN 1samUyInog |00
spodsy [enueuld $Z A4 ¢ xipuaddy

87



Bibliography

Virginia State Budget. (2018). Budget Bill - HB5002 (Chapter 2) [Accessed: 15 July 2020]. https://budget.
lis.virginia.gov/item/2018/2/HB5002/Chapter/1/252/PDF/

88


https://budget.lis.virginia.gov/item/2018/2/HB5002/Chapter/1/252/PDF/
https://budget.lis.virginia.gov/item/2018/2/HB5002/Chapter/1/252/PDF/

	The Commonwealth Cyber Initiative
	Vision and Mission
	The CCI Network
	An Evolving Network
	CCI Hub Organization and Research Infrastructure Development
	CCI Node Organization and Research Infrastructure Development

	The CCI Technical Advisory Board
	The CCI Inclusion and Diversity Committee
	CCI Communications
	CCI Social Media Strategy, Website, and Metrics
	Appearances in the Media in FY24

	Report Structure

	CCI Research
	External Grants to Support the Work of CCI
	Extramural Funding in FY24

	Research Grants Awarded from the Funds in HB30
	Research in Supply Chain Cybersecurity
	Addressing Inclusion and Accessibility in Cybersecurity Program
	Node Funded Research Projects 2024
	CCI Fellows Program 2024

	Faculty Recruited
	Hub Faculty
	Node Faculty
	Northern Virginia Node
	Coastal Virginia Node
	Southwest Virginia Node
	Central Virginia Node

	CCI xG Testbed
	Research Highlights and Breakthroughs
	Highlight: The CHIPS and Science Act and ORAN


	CCI Workforce Development
	Hub-Led Programs
	CCI Internship Fair
	CyberFusion
	Project-based Learning Program
	Clearance Preparedness Program
	Experiential Learning Program in FY24
	Cyber As A Service

	Node-led Programs
	NOVA Node
	COVA CCI
	SWVA Node
	Central Virginia Node


	CCI Innovation
	Hub-led Programs
	The CCI MeetUp to StartUp Program
	Cyber Circle Innovation
	Tech Transfer Support Fund

	Node-led Programs
	Northern Virginia Node
	Coastal Virginia Node
	Southwest Virginia Node
	Central Virginia Node


	Collaborative Partnerships and Projects
	Partnerships
	CACI
	Virginia Economic Development Partnership
	Industry-led Consortia

	Correlated Economic Outcomes
	CCI Hub
	Northern Virginia Node
	Coastal Virginia Node
	Southwest Virginia Node


	Financial Report
	CCI Hub
	CCI Nodes
	Coastal Virginia Node
	Central Virginia Node
	Northern Virginia Node
	Southwest Virginia Node

	Geographic distribution of the awards from funds contained in HB30

	Looking Ahead: FY25
	Celebration of CCI's Fifth-year Anniversary
	Launch of a new industry-university center supported by NSF
	Investment focus on artificial intelligence for cybersecurity and cybersecurity for artificial intelligence
	Expansion of our project-based learning program
	Automation of reporting systems used by faculty and staff supported by CCI programs
	Establishment of a commonwealth-wide cybersecurity student organization
	Expansion of international partnerships
	New and continuing innovation programs
	CCI 2030: a strategic plan for the next seven years


